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Introduction

old onto your pants because Microsoft is about to change the world with

Windows the same way they did with Office. About a decade ago Microsoft

moved Office to a cloud-first product and dubbed it Office 365. Now
Microsoft is doing the same with Windows and calling it Windows 365.

Windows 365 is a cloud-based PC. This seems like a strange idea. A PC is some-
thing you sit in front of, or sit on your lap, and type on. How could a computer
move into the cloud? In a nutshell, the computer is virtual and lives in a Microsoft
data center somewhere. You use just about any physical computer to connect to it
over the Internet. To get your head around it, imagine your regular old work com-
puter. You look at the screen and move the mouse around and type on the key-
board. You can save files to your desktop and double-click other files on your
desktop to open them. You open applications by clicking on Start and then choos-
ing from the list of software on the computer.

Now imagine that you separate all of that from the physical device you are using.
In other words, your physical device just becomes a dumb terminal and all the
things you normally do on your computer happen on your computer in the cloud.
The primary benefit is that you don’t need to worry as much about spilling coffee
on your computer or saving your work when you move from your office to home
or anywhere in between. Your cloud computer always stays in the same state you
left it, and you can connect to it and use it from just about any device. You can use
a regular Windows computer like a desktop or laptop computer, you can use your
Mac (which Rosemarie is a fan of), you can use Linux (which Ken loves), and you
can even use your iPhone or Android phone or iPad or Android tablet. In short, like
we said, you can use just about any device to connect to, and work on, your
cloud PC.

We hate mixing work with our personal life and our computers are no exception.

When we heard about Windows 365 we jumped at the chance to have a work com-

puter that is still accessible from anywhere but is separate from our personal
TIP computers.

The next big question to ask is what is the difference between regular Windows,
like Windows 11, and this new Windows 3657 We answer this question and also
speculate about how Windows 365 will unfold into the future.

Introduction 1
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Office 365 changed the game by moving apps, such as Word, to the cloud so that
we could collaborate on the same document in real-time from any device. In fact,
that is how we wrote our previous book, SharePoint For Dummies, using Word in the

TP cloud. Office 365 is great for the Office apps, but what about all the rest of the
programs you use on your computer? Right now, you have to install all of these
programs on every computer you use. If you use both Windows and Mac, then you
have to hope the same program is available for both operating systems.

This book covers Windows 365 as of the calendar year 2022 and is designed to be
your initial guide. Throughout the book, we offer tips on where you can dig deeper
as you progress.

About This Book

This book is intended for anyone who uses Windows or is curious about what
Microsoft is up to with Windows 365. Windows is a vast operating system with
many nooks and crannies, and no single book can cover everything. This book is
designed to provide an introduction and an overview of the new operating system.
It shows you how to get up and running and get the most out of Windows 365.

Others who may benefit from this book include

3 Computer users: If you use a computer for work, then this book is for you.
Currently, Windows 365 is designed only for business, but we suspect in the
future it will also be available for home users.

¥ IT professionals: This book doesn't go into the details of information
technology. Most aspects of information technology are far beyond the scope
of this book. If you are an IT professional, then this book is designed to
provide you with an introduction to Windows 365, and how you can use it to
make your life, and the lives of the people in your organization, easier.

% Managers: If you manage a department or business unit, you need to
understand how to get the most out of your tools. Windows 365 is designed
to simplify the mundane tasks of managing the computers your teams use. By
moving your team’s PC to the cloud you unlock the need for onsite
productivity.

2  Windows 365 For Dummies

0005408844.INDD 2 Trim size: 7.375inx9.25in July 4, 2022 12:38 PM



Foolish Assumptions

Because operating systems are such a huge topic, we have to make some assump-
tions about your initial knowledge, such as

3 You use a computer at work. Windows 365 is essentially Windows in the
cloud. If you don't already use a computer at work, then this book is not for
you (unless you are curious about it or will need to use a computer for work in
the future).

3 You're a Windows user (or want to become one). Windows 365 is an
operating system based on Windows. You can connect to it from just about
any physical computer, but it is Windows once you connect.

3 You have good Internet access. It might seem like a given that everyone has
good Internet access these days, but that is not the case. Windows 365 moves
your PC to the cloud and you access it and work with it over the Internet. As
such, you need a good Internet connection to get the most out of it.

Icons Used in This Book

A handful of icons are used in this book. Here’s what they mean:

Tips point out handy information and help with sticky situations and important
topics in Windows 365.

TIP

This icon marks something to remember, such as how to perform a task or get set
up with Windows 365.

REMEMBER

—— This icon provides technical details about Windows 365. We use this icon to pro-
"6" vide information about the inner workings of the product.

TECHNICAL
STUFF

A

WARNING

We don’t use this icon a lot and when you see it you should take note of something
to watch out for. We use this to point out common pitfalls and places we have got-
ten stuck in the past.

Introduction 3
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Beyond the Book

In addition to what you’re reading right now, this product also comes with a free
access-anywhere Cheat Sheet that describes some common Windows 365 tips and
resources, among other things. To get this Cheat Sheet, simply go to https://
www.dummies.com/ and enter Windows 365 For Dummies Cheat Sheet in the
Search box.

Where to Go from Here

All right, you’re all set and ready to jump into the book. You can jump in anywhere
you like — the book was written to allow you to do just that. But if you want to get
the full story from the beginning, turn to Chapter 1 — that’s where all the action
starts.

4 Windows 365 For Dummies
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Windows 365
Isn’t the
Windows You

Grew Up With



IN THIS PART ...

Take a tour of Windows 365 and get familiar with the
future of Windows

Get up and running with your new cloud PC

Dig into the power of the Windows 365 client app

Learn how you can use a web browser to access your
Windows 365 computer
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IN THIS CHAPTER

» Gaining a general understanding of a
cloud-based PC

» Exploring how Windows 365 is the
future of Windows

» Finding answers to common
questions that arise as Windows
moves into the future

Chapter 1

Getting Familiar with the
Future of Windows

he concept of a cloud-based PC is not an easy one to get your head around.

Until recently, a computer was a physical device that sat on your desk, or

perhaps on your lap, or in your pocket. How can Microsoft move that
physical computer into the cloud? Keep reading to find out!

In this chapter, you get familiar with the future of Windows and the ways Micro-
soft is moving the PC into the cloud. We explore the concepts behind Windows
365 and walk through new terminology you will need when thinking and talking
about the new Windows. Finally, because this is a brand new way of thinking
about a PC, we dig into some of the common questions that we had, and that most
people have, when learning about Windows 365 for the first time.

Meeting the Cloud PC

We remember when we bought our first computer. It was a long time ago, and it
was a beautiful machine. It had a proud place sitting right on our main desk and
we used it frequently. That was decades ago, but over the years not much has
changed with the ways we bought and used our PCs. Until now!
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Microsoft has moved the PC into the cloud with Windows 365. When we first heard
about the concept, we had to scratch our heads. How could it be possible? A PC is
something you sit down in front of and type and work on. Unless there is a way to
plug our brains into the virtual world (did someone say metaverse?) then a PC will
always be a physical thing, right? Well, this is where Windows 365 changes the
equation.

Windows 365 is a cloud-based PC, and you interact with it using any physical
device you choose.

b Yes, for the time being, using a computer will still require you to interact with a
physical object, such as a keyboard, mouse, and monitor. What Windows 365 does
is detach the keyboard, mouse, and monitor you are physically using from your
cloud PC computer. Because the cloud PC is running in a Microsoft data center,
you can use any other device to connect to it and use it. All you need is an Internet
connection and a physical device you can interact with. In other words, the physi-
cal device becomes a simple bridge to work on your cloud PC. Most any physical
device will do the job, because your physical computer becomes a “dumb” com-
puter. All the really wonderful things you do for work still live on your Windows
365 computer, as illustrated in Figure 1-1. We cover the requirements of the phys-
ical device you use and the Internet connection required to access your cloud PC in
Chapter 16.

Microsoft Data Center

Use any device to interact )
with your cloud PC Your Windows
365 Computer
FIGURE 1-1: —
Windows 365 ———
detaches the @va) @ -~ -~ 1 —
physical device ‘v 4 * Email
(including, for * Spreadsheets ®
example a * Presentations
keyboard, mouse, * Content Creation —
and monitor; or T * Reports
touchscreen) * Business Analytics
from the o Ftc...

operating system.

You may find yourself asking, what is a cloud PC good for? What is it not so good
for? A cloud PC is great for companies that are remote or hybrid. This is because
the cloud PC can be centralized for your organization and remote workers connect
to it just like they would come into an office and turn on their desktop computer.
As an organization, you can think of all of the cloud PCs as being “inside” your
organization. You control them, and remote users connect to them to get work
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done. The actual cloud PC never “leaves” your organization, though. If someone
exits your organization, they simply stop logging in and you retain all informa-
tion, content, and work that was performed on the cloud PC. Where cloud PCs are
not so good is when people in your organization don’t have a stable and reliable
Internet connection. The cloud PC is streamed over the Internet, and if you don’t
have a solid Internet connection then a cloud PC will not work.

Think of your cloud PC as nearly identical to the physical computer you have at
home, or in your office, running Windows. Any software you would install on
your physical computer running Windows you can also install on your cloud PC

TIP running Windows 365. Of course, you still need to keep in mind the requirements
for the software such as memory and disk space. Just like your physical com-
puter, your cloud PC has a set amount of memory and disk space. We cover how
to select the amount of memory and disk space in Chapter 2.

No, really, what is Windows 365?

To understand what Microsoft is doing with Windows, all you have to do is look
back a decade or so ago at what they did with Office. You remember Office, right?
Office programs like Word, Excel, and PowerPoint have been around for ages.

It used to be that Microsoft would release a new version of Office every few years.
You would buy it and install it on your computer and hope you would remember to
make backups frequently and keep your files secure. Then Microsoft moved to a
new cloud-based model offered as a subscription called Office 365. With Office
365, you sign up and you always have the latest Office programs. You don’t have
to wait for the next version of Office to come out in order to get the new features.
With Office 365 you get them right away, as they are released. And because these
programs are cloud-based, your files are saved to the cloud and automatically
backed up and secured for you. We must admit that over the last decade, Office 365
has saved our files from some computer crashes and mishaps on multiple
occasions.

Microsoft is starting the same journey with Windows as they did with Office. The
success of Office 365 led Microsoft to do the same thing with Windows. In partic-
ular, Windows 365 is a subscription based offering that is constantly improved
with new features and updated. By adopting the “365” model and moving the PC
to the cloud, Microsoft makes Windows a cloud based operating system. This is
important because it removes the friction and burden of managing your own
physical computer. In a way, when you use a cloud PC you are offloading to
Microsoft the burden of running a computer.

You don’t have to look further than the 365 in the name to figure it out. And as you

can probably guess, using the number 365 is a standard for Microsoft moving
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forward. You know, because there are 365 days in a year, and you can get new
features on any of those days instead of just on a particular day every few years.
Figure 1-2 illustrates how Microsoft is doing with Windows what they did with
Office.

) Feature scheduled for next
Microsoft

Traditional version of Windows. You get it i
Development develops a :> when you buy a new computer ::> Windows 12
new feature with the new Windows pre-

installed or buy and install the
new version on your existing

computer.
. Microsoft . .
ghm: First t develops a f;a:)uur:cslglupdp;tédlrectly II:> Windows 365
evelopment .o, feature Y
We suspect Microsoft will add O o°
features to Windows 365 before
they release them to traditional
FIGURE 1-2: Windows. This is the same :
Windows is strategy we have seen with Windows 12
following the Office 365 and Office
same journey as traditional.
Office.

Parts of Office 365 have recently been renamed to Microsoft 365. You will still find
Office 365 for enterprises but for small business and personal use you will see the
branding as Microsoft 365. With Microsoft 365, you still get Office, and Microsoft

TIP has bundled a number of other things into the subscription as well. For larger
enterprises, you will still see the branding as Office 365.

Looking at a real-world example

To get a better understanding of why Microsoft is on this 365 cloud journey, let’s
look at a real-world example. As we write this book, we type on many different
physical computers. We use our laptops when we are out, in coffee shops, hotels,
and elsewhere (hopefully more often as the pandemic fades), and we use a desk-
top computer both at home and in the office. Office 365 lets us do this because we
have the Office programs installed on all of our devices, and our files are saved in
the cloud. This works great for the work we do in Office, but what about all the
other programs we use at work?

We cover signing up and getting started with Windows 365 in Chapter 2. We cover
using Office 365 with Windows 365 in Chapter 9.

REMEMBER
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Office 365 moves your apps and files to the cloud so you can work on them from

any device as long as you have the Office app installed on that device. Windows

365 moves your entire PC and all of the programs installed on it to the cloud so
TIP that you can work on from any device.

On our work computers, we have all sorts of programs. When we need to get work
done with those programs, we wait until we are sitting at our work computers.
This is where Windows 365 comes into play. Windows 365 takes your entire com-
puter and moves it to the cloud so you can connect to it using any computer or
device. We no longer have to wait until we get to the office to work on our com-
puter there. It is always available to us wherever we are in the world and on what-
ever physical device we happen to be using at the time.

To make the point, though we don’t recommend it, you could even chuck your
physical computer in the ocean and a minute later pick up another physical com-
puter and continue working on your cloud PC just like nothing ever happened.

TIP With Windows 365, your PC becomes detached from the physical world. Have you
seen the new Matrix movie? Maybe your Windows 365 computer is inside the
Matrix — though we aren’t sure we want to jack in using a spike in the back of our
heads just yet.

Always on, always available, and just how
you left it

Your Windows 365 computer stays the same regardless of how you connect to it.
For example, you might connect to it from bed in the morning using your Google
Chromebook, then move down to your home office using your Mac for breakfast,
and then using your Linux laptop on your commute, and finally a Windows desk-
top computer in your office.

Even though you are moving between physical computers, you are always con-
necting to the same Windows 365 computer, as shown in Figure 1-3. If you are like
us — not good at keeping your computer tidy — and you leave some windows
open and some files saved to the desktop of your computer, they will still be in
the exact same location when you open your cloud PC from another physical
computer.

Your Windows 365 computer has all of your programs installed on it, and when
you disconnect it from one physical computer and reconnect it to another, your
cloud PC computer is in the exact same state you left it. Did you save a document
to your desktop? It will still be there. Did you leave your email program open along
with a spreadsheet you were working on? You will find them exactly as you left
them.

CHAPTER 1 Getting Familiar with the Future of Windows 11
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000,

Working from home Working from your work Working from home
in the morning computer during the day in the evening

FIGURE 1-3:
Your cloud PC

always stays the
same as you Desktop of your cloud PC stays the same as you

move between move between physical computers.
physical
computers.

One of the best things we have found is that you, or your IT team, only have to
install your software on a single computer (your cloud PC computer). Your other
computers act as a view port into your cloud PC. In other words, your physical
computers can come and go but your cloud PC will be there forever.

Windows 365 provides you a computer in Microsoft’s data center that you connect
to from any other computer. And the best part is that Microsoft keeps it up to date,
secure, and free of viruses for you automatically. The IT team doesn’t have to

TIP worry about managing your computer for you. Microsoft does it for them. (We
cover security with your Windows 365 computer in Chapter 13.)

How Windows 365 Differs from
Previous Windows

If you are like us, then you remember your computer running DOS. And then the
world changed and a graphical interface in the form of Windows and Macintosh
blew our minds. Since the change from text-based to windows-based interac-
tions, there hasn’t been a lot more change. Yes, most people moved to using their
phones instead of a desktop or laptop computer, but the concepts there are still
the same. And for work, most people still use a desktop or laptop computer.
Microsoft is changing this paradigm by introducing Windows 365. With Windows
365, you have a single computer that doesn’t change and that stays with you, by
your side, fighting the good fight. Okay, maybe we got a little bit carried away
there. But you get the point.
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Jumping off the upgrade merry-go-round

Every few years we all have to buy a new computer that has the latest specifica-
tions, the latest operating system, and can run the latest software. We then have
to go through the process of installing all of our software again. Looking back on
how many times we have been through this cycle, we feel like a hamster on a
wheel. The wheel keeps spinning into the future, and the view never changes.

Let’s take a look at how Microsoft currently develops features for Windows and
how they will do it in the future. In the past, Microsoft would develop features for
Windows and then at some point a release would be announced and everyone
could go buy that release. For example, right now Windows 11 is out and the next
version will likely be Windows 12. Windows 365 changes this model because the
operating system is in the cloud and Microsoft can make updates to it automati-
cally. Figure 1-4 illustrates the point.

Feature scheduled for next

Traditional Microsoft version of Windows. You get it _
Development develops a when you buy a new computer :(> Windows 12
FIGURE 1-4: new feature with the new Windows pre-
Windows 365 is installed or buy and install the
constantly up to new version on your existing
date. As Microsoft computer.
releases new ) Microsoft ) )
features, you get Cloud First develops a Feature shipped directly :> Windows 365
them Development ' e to your cloud PC

automatically.

As a common practice, hardware is often refreshed every few years. The new
hardware will include the latest version of the Windows operating system. Or,
your business might buy upgraded hardware and then buy the latest version of

TIP Windows separately and install it on your computer. Windows 365 charges a
monthly subscription and your cloud PC is always updated to the latest and great-
est automatically. Behind the scenes, Microsoft takes care of upgrading any actual
hardware such as memory and storage for you. You don’t have to keep up with the
latest hardware, you just use your cloud PC. You might want to buy a new com-
puter but it won’t be a requirement in order to stay up to date with the latest hard-
ware for your cloud PC. Your cloud PC will work fine with hardware you wouldn’t
have dreamed of using in the past.

Earlier in this chapter we discuss Office 365, and we think this is worth repeating:
Microsoft is doing the same thing with Windows that it did with Office. You used
to buy a new version of Office every few years. Then Microsoft moved Office to the
cloud with Office 365, and you now buy it with a monthly subscription so you
always have the latest and greatest Office.
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UPDATING YOUR CAR WITH THE CLOUD

Microsoft is not the only company incorporating instant updates to their products. You
might think of a car as something you buy and then it stays the same until you buy
another car. Tesla changed this model by providing Over-The-Air (OTA) updates.

When you buy a Tesla, you obviously are buying the car. However, you are also buying
updates that Tesla provides to your car wirelessly. You might go to sleep at night with
one version of the Tesla car and wake up in the morning with the new version.

Other car companies have quickly followed suit, and by doing so, the car industry has
shifted customer expectations and experiences dramatically.

With Office 365, you get the latest features as they are released (seemingly daily)
instead of waiting a few years in between releases. Windows will follow the same
model with new Windows features that are released to Windows 365 first and then
eventually released as the “latest” version of Windows at the next major release
date.

Although Microsoft keeps your cloud PC updated to the latest version, you still
need to do some things to stay up to date with the rest of your software. We cover
keeping things up to date in Chapter 13.

TIP

Keeping your knowledge and moving
to the cloud

One major concern we often hear about is the cost and pain of learning new
things. Learning new software is painful, but learning a new operating system
can be unbearable! There is good news on this front, Windows 365 is not much of
a change (yet). All it does is take us off the hamster wheel of computer upgrades
and reinstalls. Microsoft does all of that for you with your Windows 365 com-
puter. You just use it to get your work done.

Your Windows 365 computer is always up to date. Microsoft takes care of the
security updates for you automatically so you don’t have to worry about it. In
e short, you always have the latest and greatest without having to lift a finger.
Windows 365 is brand new and, as of right now, it is nearly the same Windows
that you would get if you went to a store and purchased a physical computer. It
runs Windows 11 but in a more streamlined and degunked way, which is built and
optimized for the cloud. So when it comes to learning a new operating system, you
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can take comfort in the fact that you won’t have to if you switch to Windows 365.
If you are already familiar with Windows, then you are already familiar with Win-
dows 365. We like to think of this as easily packing our long-term Windows
knowledge in a suitcase and taking it with us on our journey to the cloud, as
shown in Figure 1-5.

DN

Windows  —— Windows S Windows 365
Knowledge

Take your long-time
Windows knowledge with
you from Windows to

Windows 365

FIGURE 1-5:

All of the
knowledge you
have in working
with Windows
directly relates to
Windows 365.

As of 2022, Windows 365 is available only for business and enterprise. We expect
a couple of things to happen in the future:. The first is that Microsoft will extend
the offering for home users, too. Technically, anyone can sign up for a Microsoft

TIP 365 business license and get Windows 365. At this point, the features are geared
toward businesses (and maybe power home users). We expect home versions in
the future will focus on features that make sense for home use. The second thing
we expect to happen is that Windows 365 will start to have new features that are
available only in Windows 365, cloud-enabled features that focus on the benefits
only a cloud-based PC can offer.

Building a Mental Model of a Cloud PC

When we started using Windows 365, we liked to think that Microsoft bought us a
physical computer and set it up for us and tucked it into their data center. We
imagined that computer on a nice pedestal with a great view of Mt. Rainier. This
is a great way to envision how Windows 365 works, but it is not accurate. Windows
365 is a virtual computer. In reality, there are a number of major servers all con-
nected together in a data center, and our Windows 365 computer is run on that
server hardware.
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Our cloud PC computer is not self-contained in the same way we think of a com-
puter on our desk. This has some major advantages, though. For example, imagine
we want to upgrade our computer so it has more memory or a bigger hard disk.
With a physical computer, we need to buy the upgraded equipment, open our
computer, remove the old and install the new. Not complicated, but a pain. With
Windows 365, we can upgrade the specifications (think memory and storage
space) of our computer with the click of a few buttons on an administration page.
(We cover upgrading the specifications for a Windows 365 computer in
Chapter 18.)

Freeing up Administrators and
Information Technology Teams

Every business needs technical experts and administrators to keep all the com-
puters running and the lights blinking green. Much of this work involves install-
ing new versions of software and keeping it up-to-date and secure. This work can
be mundane and time-consuming. Windows 365 shifts this work to Microsoft and
frees up the valuable tech experts for other, more important tasks that have a
higher business impact (such as optimizing the key business systems). In other
words, the experts don’t have to run around managing the mundane tasks of
administering the operating systems on local computers.

As you may have guessed, we love to build analogies to get across a concept. With
Windows 365, we like to think of power plants and power systems. In the old days,
power was produced on-site by horses or water or countless other mechanisms.
Each of these mechanisms had experts in that area. The experts might be focused
on training the horses or optimizing the water wheel. As power evolved and power
plants came online, the experts could focus on more import tasks that directly
related to whatever the business was trying to achieve. The power necessary to
run machines became a given, and no business effort was required to achieve it
(except for paying the electric bill). When this happened, the expertise in the
company could be shifted. In other words, the value of those experts transformed
with the result being a massively greater business impact.

We see the same thing happening with Windows 365. Rather than keeping all the
individual computers blinking green, the technical experts in a business can

focus on other more important things with the end result being more value (and
higher pay).
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The administrative interface for setting up a new Windows 365 computer is very
straightforward. You don’t need a vast level of technical expertise to do it. Look-
ing back again at Office as an example, it used to require expertise to get Office

TIP installed and available to everyone in a business. Now, a technically savvy office
administrator can do it. (We cover signing up for Windows 365 in Chapter 2 and
administrative tasks in Chapter 18.)

Getting Comfortable with
Microsoft Branding

When we say cloud PC, we are referring to your Windows 365 computer. However,
competitors to Windows 365 also offer similar functionality. For example, you can
get a cloud PC from https://www.parallels.com too, a direct competitor to
Microsoft’s Windows 365. Parallels refers to their offering as a hosted virtual
desktop. A hosted virtual desktop and a cloud PC are two ways of describing the
same thing. A cloud PC is just a computer you access through the Internet (the
cloud). In reality that “PC” is running on a computer in a data center somewhere
in the world. Because we don’t know where that data center is, we just refer to it
as “out there” in the “cloud.”

One nice thing about a giant company like Microsoft is that they are predictable.
Several years ago, Microsoft moved Office to the cloud and called in Office 365.
Now Microsoft is moving Windows to the cloud and calling it Windows 365.

Office 365 and Microsoft 365 can be confusing branding terms. Originally, when
Microsoft moved Office to the cloud they called it Office 365. A couple of years ago
they added in more software and rebranded some of the subscriptions to Microsoft
TIP 365. At the same time, you can still buy Office 365 subscriptions that are geared
towards large enterprises. In a general sense, it is safe to use the branding terms
Office 365 and Microsoft 365 interchangeably. If you are interested in the differences
between Office 365 and Microsoft 365, check out: https://www.microsoft.com/
en-us/microsoft-365/enterprise/compare-microsoft-365-and-office-365.

If we want to look at the future of Windows 365, all we have to do is look at what
Microsoft has already done with Office 365. Office moved from software you install
every few years to a continually developed application that is updated constantly
and paid for with a subscription. Windows is now taking the same journey, and
with Windows, the journey is just getting started.
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Questions (and Answers) Likely on
Your Mind

What is Windows 3652 Windows 365 is a cloud PC. You can think of it as a com-
puter that Microsoft buys, sets up, and manages for you and that you access from
any physical device, anywhere in the world.

How is Windows 365 different from Windows 10 or Windows 112 Windows 365 is
a computer that is running in a Microsoft data center somewhere. In other words,
in the cloud. The computer is running the latest version of Windows. As of this
writing, the latest version of Windows is Windows 11. So if you signed up today,
you would get Windows 11 on your cloud PC. We expect that in the future Microsoft
will develop features that are only available in Windows 365, but for now you can
think of Windows 11 and the Windows you use in Windows 365 as nearly
identical.

Can I run Windows 365 on my three-year-old PC? Yes! The nice thing with Win-
dows 365 is that it runs in the cloud and you access it using any physical computer
you want. We cover requirements in Chapter 15; however, in a nutshell, just about
any physical computer can be used to access your Windows 365 cloud PC. Your
physical computer becomes a dumb computer and is just used so you have some-
thing physical to type on and interact with in the physical world. This concept will
become clearer in Chapter 2 where you get up and running with a Windows 365
cloud PC.

How do I pay for Windows 3652 You pay monthly on a subscription basis and have
a constantly up-to-date computer. In essence, your Windows 365 cloud PC is born
and never dies — until you cancel your subscription, that is.

How fast is my Windows 365 computer? Your Windows 365 cloud PC computer is
networked at 10 Gigabits per second (Gb/s). That is 10 billion bits per second,
which is screaming fast and is as fast as almost any Internet connection available.
As for performance for things like memory, CPU, and disk space, you decide what
you want, and you can change it any time with a few clicks of your mouse. We
cover choosing a Windows 365 computer in Chapter 2 and cover administration
and how to upgrade in Chapter 18.

What is Azure Virtual Desktop and how is it different from Windows 3652 On the
surface, Azure Virtual Desktop and Windows 365 seem nearly identical. The dif-
ference is that Azure is a virtual machine you control completely. You have to keep
your Azure virtual computer updated yourself. You manage it. Windows 365 is
managed by Microsoft and kept up to date by Microsoft.
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What is the difference between Windows 365 and Microsoft 365? Windows 365 is
the brand name for Microsoft’s new cloud PC offering. As we covered previously,
Microsoft moved Office to a cloud-based offering and rebranded it as Office 365
and then rebranded that to Microsoft 365. Now Microsoft is moving Windows to
the cloud and branding it Windows 365.

Is this concept of using a computer in the cloud something new? No, the concept
of a computer that you access remotely has been around for ages. In fact, the first
computers used the same concept. The computer was as big as a room and people
would access it using a dumb terminal. When personal computers burst onto the
scene, the operating system shifted and became local to the personal computer.
Now Microsoft is shifting again and moving the operating system to the cloud,
and your personal computer becomes a dumb terminal, and your main computer
is in the cloud. The same concept is often used in other operating systems, such
as Linux. You can connect to a Linux server using just about any device and work
on it. However, Windows 365 is the first time Microsoft is offering a cloud PC that
is based on their Windows operating system.

Because Windows 365 is a new concept, Microsoft is constantly adding to a fre-

quently asked questions list. The list of questions and answers is large and con-

tinually growing. You can check it out at: https://www.microsoft.com/en-us/
TIP windows-365/faq.

Now that the first chapter is out of the way and some of the main ideas and con-
cepts of Windows 365 are covered, let’s get on with it! In Chapter 2, you get up and

running with Windows 365 in just a few minutes. There is no better way to learn
something than to just dive in and start doing it. Let’s go!
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IN THIS CHAPTER

» Gaining an understanding of the
hardware requirements for
Windows 365

» Figuring out the network
requirements to use a cloud PC

» Taking a look at account and
subscription requirements

Chapter 2

Wrangling Requirements
for Windows 365

Windows 365 cloud PC has very few requirements because it runs in a

Microsoft data center in the cloud. The main requirements include the

physical device you use to connect to your cloud PC and your connection to
the Internet.

In this chapter, we take a look at the hardware requirements for the physical
device you use and also the network requirements of your Internet connection. We
then wrap up by discussing the requirements around subscriptions and accounts.
Hint — you need a Microsoft 365 subscription in order to sign up and use
Windows 365.

Figuring Out the Requirements Big Picture

After you get some experience using your cloud PC, it will seem like the new nor-
mal. We work on our cloud PCs from many different devices and would be sur-
prised if we couldn’t just pick up where we left off the last time we stopped
working. Gone are the days of having to boot up, get applications started, and get
windows situated before we start working. Now we just connect and pick up where
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we left off. As normal as this feels, for this to work, a lot of complex technical
things must happen behind the scenes, and these technical things have
requirements.

The two main types of requirements are the physical computer you use to connect
to your cloud PC and the network connection you use to make it, as shown in
Figure 2-1.

Windows 365
Cloud PC

Physical device
requirements

°
=)
=3
=

s

FIGURE 2-1:
There are two
primary
requirements:
your physical
device and your
Internet
connection.

Network (Internet)
connection
requirements

Making Sure Your Physical Device Makes
the Grade

The first and most important requirement is the physical device you interact with
in the physical world. In other words, you need a physical computer that you can
interact with in order to work on your cloud PC. As we covered in Chapter 1, the
physical device you use can be a desktop computer, a laptop computer, a tablet, or
even a phone. Using a small touch-sensitive device like a smartphone works in a
pinch, and the functionality has saved us many times when we just needed to do
a quick work task on our cloud PC. However, to be the most productive, we find
working with a regular keyboard, mouse, and monitor is best.

Maybe in the future you can use AR or wearable devices or a VR headset or things
like that. Maybe even a brain implant like in a sci-fi movie! We will stick with the

traditional desktop or laptop computer, thank you.
TIP

The nice thing with Windows 365 is that just about any computer that has a web
browser will work to access your cloud PC. Microsoft officially supports recent

22 PART 1 Windows 365 Isn't the Windows You Grew Up With

0005408822.INDD 22 Trim size: 7.375in x 9.25 in July 4, 2022 12:41 PM



operating systems including Windows, macOS, ChromeOS, and Linux. And mod-
ern browsers like Edge, Chrome, Safari, and Firefox. With that said, we highly
recommend using the Windows 365 Remote Desktop client application to connect
to your cloud PC. The client provides a much more seamless interface and has
solved problems we have experienced. For example, when conducting a Teams
call, the webcam wasn’t working on our physical computer. We switched to using
the Remote Desktop client to connect to our cloud PC and the webcam worked
perfectly. Perhaps there is a way to get the web browser to work with our partic-
ular webcam but we didn’t spend a lot of time exploring it because we found the
client so useful and easy to use.

The Windows 365 Remote Desktop client is available for just about every device.
Microsoft has developed the client for Windows and Mac and even for iOS and
Android. We cover installing the Remote Desktop client in Chapter 3.

If you are using Windows for your physical computer, then Microsoft recommends
some specific minimum hardware requirements. And if you are planning to use
Teams for online meetings, then the requirements are increased a bit, as described

in Table 2-1.
TABLE 2-1 Windows 365 Requirements
Component Not using Microsoft Teams Using Microsoft Teams
Windows Operating Windows 10/11, Windows 8.1, Windows Same as not using Teams
System Version Server 2019, Windows server 2016,

Windows Server 2012 R2

CPU 1 GHz or faster processor 4-core processor at 1.6Ghz or faster
RAM 1GB 4GB

Hard Drive At least 100 MB At least 3GB

.NET Framework 4.6.1 or later 4.6.1 or later

Video DirectX 9 or later with WDDM 1.0 driver Video effects require Windows 10 or

11 or a processor with AVX2 instruc-
tion set. Recommended dedicated
Graphics Processing Unit (GPU).

If your physical computer is running Windows, you can check the specifications
using the System application.
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TIP

FIGURE 2-2:
Viewing computer
specifications in
the System
Information
application.

We will use a physical computer running Windows 10 to check the specifications
of the computer. Depending on the version of Windows you are running the pro-
cess might be slightly different. To check your computer specifications, follow
these steps:

1. Cclick the Start button and then type system information.
The Start menu filters to show the System Information application.
2. Clickto open the System Information application.

The System Information app opens, and the relevant information appears. The
main summary screen shows the Windows version, processor, and memory,
as shown in Figure 2-2. You can find the hard drive information by expanding
Components and then Storage, as shown in Figure 2-3. Likewise, you will find
video information on the Components menu under Display.

Checking version information for the .NET Framework is not as straightfor-
ward. However, if you don't have the latest version installed, you can install it
when you install the Windows 365 Remote Desktop application.

B System Information — X
File Edit View Help

m tem value -
(- Hardware Resources

0S Name Microsoft Windows 10 Pro
- Components Version 10.0.19042 Build 19042
- Software Environment
Processor Intel(R) Core(TM) i7-6820HQ CPU @ 2.70GHz, 2712 Mhz, 3 Core(s), 3 Logical ..

5

Installed Physical Memory (RAM) 3.50 GB

< >
Find what: ‘ ‘ Find Close Find
[ search selected category only [Jsearch category names only

H P Type here to search O 5 O @ 3 B @ ® 467 A G = T
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B System Information — [z} X
File Edit View Help
System Summary ftem Value
(- Hardware Resources Drive c
Conflicts/Sharing Description Local Fixed Disk
DMA Compressed No
Forced Hardware File System NTFS
:/ROQS Size 49.51 GB (53,159,653,376 bytes)
Free Space 431 GB (4,624,621,568 bytes)
Memory
- Components Volume Name
5 Multimedia Volume Serial Number 766174BC
CD-ROM .
Sound Device Drive D:
Display Description CD-ROM Disc
Infrared
Input
Modem
(- Network
Ports
Storage
Drives
Disks [}
SCsI
IDE
Printing
Problem Devices
use
FIGURE 2-3: J-Software Environment
Viewing video
information for a
computer in
Findwhat: | | Find Close Find
the System
. [ search selected category only [ search category names only
Information
. . H L Type here to search
application.

Microsoft is rapidly releasing features that allow you to integrate your physical
computer with your cloud PC. For example, you can switch between your cloud PC
and your physical computer the same way you switch between applications. Or

TP you can boot your physical computer directly into working on your cloud PC. You
can even work offline on your cloud PC and have your cloud PC sync the work you
did back to the cloud when you have a network connection again. To get these new
features you must be using Windows on your physical computer and have the lat-
est updates installed.

We are hoping for a native client for Linux soon, but until then we’ll use the web
browser from our Linux computers. We haven’t used third-party Remote Desktop
clients, but Microsoft does provide guidance that clients from Dell, HP, and IGEL
will work with the disclaimer that Microsoft Endpoint Manager cannot be used to
support these clients on Linux.

Plugging into the Online World

The second most important thing you need is a fast and stable Internet connec-
tion. With that said, the amount of bandwidth you require depends on how you use
your cloud PC. If you are working with massive computer aided design (CAD) files
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or video files that you are uploading and streaming, then your bandwidth require-
ments will be greater than if you are working on text documents. Microsoft rec-
ommends at least 1.5 megabits per second (Mbps) for light loads and 15 Mbps for
heavy-duty loads.

However, as mentioned, how you use your cloud PC along with the applications
you use varies widely and you need to check the requirements for specific applica-
tions you plan to use. For example, if you are using Microsoft Teams, then you
need to check out the network recommendations and requirements for the Teams
app. For Teams, Microsoft recommends a bandwidth between 10 kilobytes per
second (KBps) and 4,000 KBps depending on how you use the app. If you are just
calling one person and using Teams like a phone line, then you can get away with
the minimum. If you are using Teams to have meetings with several people in
which everyone uses video and shares their screens, then you will need high-end
bandwidth.

Microsoft has rapidly begun to blur the lines between a physical computer and
your cloud PC. Recently they announced features that will let you boot your physi-
cal computer directly into an interface connected to your cloud PC. And you will be

TIP able to switch back and forth between your cloud PC and your physical computer
as easily as you switch between applications. Also you can work on your cloud PC
while you are offline and not connected to the Internet. The catch is that you must
be using the latest version of Windows on your physical computer to avail these
new features.

When most people think of a connection to the Internet, they think of it in terms
of whether they can connect. In reality, a network connection can be a fairly com-
plicated topic. This is because network administrators can block some types of
network traffic and allow other types. We like to think of it similar to how doors
work in buildings. Just because a door is available doesn’t mean you are able to
access it. You might come to the door, find it locked, and not be able to enter. Of
course, life would be simple if every network administrator, and every building,
just allowed all types of network traffic and kept all physical doors open and
unlocked. Well, life would be simpler and also less secure because unlocking doors
provides a convenience for both those who should be entering them and those
who should not. All this is to say that even though you can connect your physical
device to the Internet and browse to websites you might find that your Windows
365 Remote Desktop application does not connect to your cloud PC. Chances are
there is a roadblock along your network route to your cloud PC. If you find this is
the case, then the best you can do is contact your network administrator.

A firewall is a hardware or software networking mechanism for allowing some
traffic and blocking other traffic. If a firewall is blocking the network traffic that
you need to connect to your cloud PC, then you won’t be able to connect. The fire-

TIP wall might be allowing you access to your favorite website and blocking your
cloud PC.
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Windows 365 Business versus Windows
365 Enterprise Requirements

Microsoft offers two general types of licenses for purchase to allow you to get up
and running in Windows 365. The first is called Business and the second is called
Enterprise.

A Business license is the simpler version of the two. You can think of a cloud PC
you set up with a Business license as similar to buying your own computer for
your business and setting it up yourself. It works just fine and for small organiza-
tions there aren’t any issues.

On the other hand, if your organization has thousands of cloud PCs, then you need
an Enterprise license. You can think of a cloud PC setup with an Enterprise license
as similar to large organizations that have a massive number of physical comput-
ers in their offices. The Information Technology (IT) department manages the
computers, and they use tools designed to allow large numbers of devices to be
managed remotely and with scale. The Windows 365 Enterprise license is designed
for these large organizations, and includes features such as integration with Win-
dows Intune that help the IT team keep everything under control.

Chapter 3 walks you through signing up for Microsoft 365 and then obtaining a
Business license for Windows 365. For smaller organizations, this is all you need.
For Enterprise licensing, on the other hand, the requirements become a bit more
complicated, and we recommend that your organization reach out to its Microsoft
account manager. For example, if your organization is going to use Intune, then
you must have licensing for it. Enterprises usually already have Windows licens-
ing agreements in place. An account manager can guide you in leveraging those
licenses in addition to your Windows 365 licenses. And, of course, at the heart of
identity in large organizations is a product called Azure Active Directory. As you
can see, licensing for large organizations is best left to a meeting and discussion
with a Microsoft account representative. For smaller organizations, we have found
that using a Business license works just fine.

In order to manage Enterprise cloud PCs, you must use a product called Microsoft
Endpoint Manager. Microsoft Endpoint Manager is used to manage “endpoints”

in large organizations. An endpoint is just another name for an end-user device,
TIP and a cloud PC counts as one of those devices (even though it is a virtual device).
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Understanding Subscription and
Account Requirements

The main subscription requirement for Windows 365 is that you must first have a
Microsoft 365 subscription. If your organization already has a Microsoft 365 sub-
scription, then you can add Windows 365 to it. If you are starting from scratch,
then you must sign up for Microsoft 365 and then add Windows 365 to your sub-
scription. We cover this process from scratch in Chapter 3.

use. For now, the cloud PC offering is only available for organizations. Microsoft
calls these Microsoft 365 business subscriptions and calls the accounts work and

TIP school accounts. In other words, you can’t use your Hotmail, Outlook, or Live
email address to sign up for Windows 365 yet.

g In the future, we expect that Microsoft will make Windows 365 available for home

Checking Whether Your Geographic
Region Is Supported (Yet)

Microsoft is rolling out Windows 365 globally and in stages. Not every region in
the world is supported yet. We see additional regions becoming available regu-
larly. Be sure to check whether your region provides Windows 365.

As of mid-2022, Windows 365 is supported in various Azure regions of the United
States, Asia, Australia, Europe, Canada, India, and Japan. Within each geographic
area there are Azure regions as well. For example, the United States has an Azure
region called US East and another called US West. There is also US Central and
each of these can be broken down further such as US West 2 and US West 3.
Microsoft maintains a list of supported regions on the docs.microsoft.com
website.

To find the list, open your favorite search engine and type supported azure regions
for cloud pc provisioning.

TIP
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IN THIS CHAPTER

» Signing up for Microsoft 365 and
Windows 365

» Discovering what subscriptions you
need to get started

» Assigning your Windows 365 licenses

» Taking a peek at your new Windows
365 cloud PC

Chapter 3

Getting Up and Running
With Windows 365

n the surface, the concept of a cloud-based PC is a bit of a mind-bender.

You can read all about it and still struggle to really come to terms with the

concepts and how they work and what they mean. With such a tricky con-
cept as Windows 365, we think it is best to jump right in and start clicking around
and using it yourself. After you are up and running with your cloud PC, the things
you read about cloud PCs will make a lot more sense. You will be able to read
something and then do it right in your own environment.

In this chapter, you get up and running with Windows 365. You learn how to get a
Microsoft 365 subscription and how to sign up for a cloud PC with Windows 365.

When you are up and running, we show you how to sign in and take a peek around
at the future of Windows.
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Up and Running with Windows 365 in
Five Minutes Flat

Getting up and running with Windows 365 is simple and straightforward, but
without guidance, it can take some time to get your bearings on how everything
works. First, you need to sign up for Microsoft 365, and then sign up to add a
Windows 365 subscription. When that is done, you can sign in and start using your
new cloud PC desktop.

When Windows 365 was first released, you could sign up for a free trial. Microsoft
quickly paused the free trial due to massive demand. We expect that the free trial
will come back at some point, if it is not already back by the time you read this

TIP book. Also, there is still a free trial of Microsoft 365 you can sign up for if you
don’t want to pay for it to get started.

Signing up for Microsoft 365

As we just mentioned, you need a Microsoft 365 business subscription in order to
sign up for Windows 365. The easiest way to get up and running is to use your
existing Microsoft 365 business subscription. If you don’t already have a sub-
scription, you can sign up for a free trial. Here’s how:

1. Open the web browser on your computer and go to https://
www.office.com/.

The Office Home page appears, as shown in Figure 3-1.
2. Click the Get Office button.

To get Windows 365, you need to use a business plan subscription. We expect
that at some point in the future Microsoft will release a consumer version of
Windows 365, but for now it is available only for Microsoft 365 business
subscriptions. If you really want to use Windows 365 for home use, however,
nothing is stopping you from signing yourself up for a business subscription.
We have plenty of friends who run their households better than others run
their businesses.

3. Click the For Business tab to see the available business plans.

In the table that appears, you will see the Microsoft 365 business plans. We will
choose the Business Standard plan (see Figure 3-2) because it comes with
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FIGURE 3-1:
The main office.
com landing

page.

Office client applications such as Word, Excel, Outlook, and PowerPoint. You
can either choose the same plan as we did or you can choose another plan
that better fits your circumstances. The Business Standard plan also comes
with collaboration tools such as Teams, SharePoint, and OneDrive. We plan to
use the Office clients (see Chapter 10) and the collaboration tools (see
Chapter 11) on our cloud PC, so we want to be sure they are included in our
subscription.

4. Getafreetrial by clicking the Try for Free for 1 Month link just below the

Buy Now button.
A welcome screen appears that asks for your information.

5. walk through the wizard, providing your information as needed, in order
to set up your Microsoft 365 business subscription.

0 | Q) Office 365 Login | Microsoft Off . X | = —

&< (@} () https;//www.office.com 98 1=

All Microsoft

() | % |=

Welcome to Office

Your place to create, communicate,
collaborate, and get great work done.

After you complete the process, it takes a few minutes to create your Microsoft 365
subscription. When it is done, your free trial will be created, as shown in Figure 3-3.
Click the button that says Get Started to sign in to your Microsoft 365 dashboard.
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Microsoft 365 walks you through the additional setup items. However, for our
purposes, we just want to get to Windows 365, so we click the link to exit setup
and get to our Microsoft 365 dashboard, as shown in Figure 3-4.

a

] Microsoft 365 admin center - He X | 4 —

&~ (@} () https;//admin.microsoft.com/#/homepage v =

Microsoft 365 admin center L Search

Welcome to the Microsoft 365 admin center

The simplified view helps you focus on the most common tasks for organizations like yours.

Top actions for you show more

Set up email with a custom domain
Connect a domain that you own, or get a new -
one.

Create an account for another person
Give up to 24 more people access to Office.

Your organization

R Users ®@HTeams Subscriptions [ Learn /2 Setup

Manage who can access apps and services. Add or remove users, manage licenses, and reset
passwords.

+ Add auser @ Reset password

@ Help & support

FIGURE 3-4:
The Microsoft 365 Neme 1 Username for sign-in 1 Give feedback
administration
daShboard. @ Rosemarie Withee : " ws365fordummies.ol oft.com .

You can always get back to your Microsoft 365 dashboard by navigating your web
browser to https://admin.microsoft.com and signing in with your admin
account. Your admin account is the account that was set up when you first signed

TIP up for Microsoft 365. It ends with the domain .onmicrosoft.com. In Figure 3-3, our
admin account is rosemarie@windows365fordummies.onmicrosoft.com.

Signing up for Windows 365

Now that you have Microsoft 365, you can add Windows 365 to your subscription.
When you sign up for Windows 365, you can choose between a Business subscrip-
tion and an Enterprise subscription. The best way to think of these is to think of
two different types of businesses: The first type of business is a small business
that buys their computers at their local computer store and then sets everything
up themselves. The second type of business is a large enterprise that has a dedi-
cated IT team. The second business gets their computers from some direct sup-
plier and tightly controls and manages the setup using automation and strict
governance controls.

CHAPTER 3 Getting Up and Running With Windows 365 33

0005408823.INDD 33 Trim size: 7.375in x 9.25 in July 4, 2022 12:42 PM



The Windows 365 Business subscription is suitable for the first type of business
and the Enterprise subscription is suitable for the second type of business. In this
chapter, we get set up using the Windows 365 Business subscription because it is
straightforward and designed for small business. We cover the Enterprise sub-
scription features later in Chapters 15, 16, and 17.

To sign up for Windows 365:

1. Navigate to www.windows365. com in your web browser.
The Windows 365 Cloud PC Home page appears, as shown in Figure 3-5.
2. Click the Windows 365 Business button.

To get Windows 365, you will need to use a Microsoft 365 business plan
subscription. If you are following along, you set this up previously in the
chapter. If you are using an existing Microsoft 365 subscription then you need
to verify it is a business plan.

3. Cclick the Compare Plans and Pricing button.

In the table that appears, you can view the different specifications for the cloud PC
you want to add, as shown in Figure 3-6. We cover the various cloud PC specifica-
tion options further in Chapter 17. For our purposes, we just want a basic cloud PC
for now. It includes 2 virtual CPUs, 4GB of memory, and 128GB of storage.

4. select the Basic option and click the Buy Now button.

A screen appears that lets you know you can save money if you will be using
Windows 10 Pro or Windows 11 Pro on the physical device you will be using to
access your cloud PC. They call this the Windows Hybrid Benefit. The idea being
that if you use Windows locally, and are the primary user of the device and
using it regularly, then you are paying a license for that Windows too. On the
other hand, if you only use Macs then you don't qualify for the benefit. The
benefit is designed to help you reduce the cost of Windows 365 licensing.
Select whichever option is relevant for you.

5. onthenext screen, you sign up for Windows 365. In the email address
field, be sure to use the email address you set up for your Microsoft 365
business subscription.

Earlier in this chapter, when we signed up for Microsoft 365, we used the email
address rosemarie@windows365fordummies.onmicrosoft . com, so we enter
it here into the form.

6. continue filling out the form and then click the Place Order button to
complete your order.

A screen appears letting you know the order went through and that you have
been sent a welcome email. Check your inbox to find details on next steps and
getting started, as shown in Figure 3-7.
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(&) https://outlook.office.com/mail/deeplink?popoutv2=
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mm Microsoft <microsoft-noreply@microsoft.com> RS
| Sun 12/19/2021 12:24 PM

To: Rosemarie Withee

l&ZMicrosoft

Your Windows 365 Business 2 vCPU, 4 GB, 128
GB (with Windows Hybrid Benefit) subscription
is ready to use

Your organization now has a subscription to Windows 365 Business 2 vCPU, 4 GB,
128 GB (with Windows Hybrid Benefit). Sign in to the Microsoft 365 admin center to
set up your new service, assign licenses to users, and manage your subscription.

FIGURE 3-7:

The Windows 365
welcome email.

Additional resources

TAKING A DEEP DIVE INTO COMPUTER
COMPONENTS

When you sign up for a cloud PC, you have to decide which specifications you want. For
example, you have to decide what processor, the amount of memory, and the amount
of storage. Even though your cloud PC is a virtual computer, it still has the components
of a physical computer. Let's take a quick look at these components.

TIP

The central processing unit (CPU), also called the processor, is the main brain of the com-
puter. In the real world, a CPU is a little square chunk of silicon with some metal that
you plug into a socket on the motherboard of your computer. It doesn't look very
impressive on the surface. It is just a little square and feels a little bit heavy. Inside, how-
ever, it is a modern marvel. Two of the main CPU makers in the world are Intel and
AMD. With a cloud-based PC the CPU is virtual, and you choose how many of these vir-
tual CPUs you want the PC to have in it. Most physical computers only have a single CPU
in them but with a cloud PC you can choose how many virtual CPUs you want to have.
Having multiple CPUs allows your work to happen in parallel with the end result being
faster and more streamlined computing.
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Because the CPU just processes data and doesn't actually store any of that data, a com-
puter needs a way to store information. A computer has two primary ways to store
information. The first is short-term memory, often called Random Access Memory
(RAM) and the second is long-term storage, often called disk space.

Short-term memory, known as random access memory (RAM), is available only when the
computer is turned on. Anything stored in RAM when your computer is powered off will
be forgotten.

Long-term memory, on the other hand, persists information whether there is power or
not. Long-term memory used to take the form of disks with spinning platters inside. The
platters spin similar to how a vinyl record spins but the platters hold 1's and 0's instead
of physical gooves. Modern long-term storage is often still called a disk even when it
uses technology that doesn't have actual disks anymore. For example, a solid-state drive
(SSD) stores information even when there is no power just like a disk but inside it is very
different. When you choose the memory and disk for your cloud PC you can think of
how many programs you need to run and how much memory those programs need.

Short-term memory and long-term memory are both forms of a computer remember-
ing information. In computer speak, memory usually refers to only short-term memory
that is only available when your computer is powered on and disk space or storage usu-
ally refers to long-term memory that sticks around whether or not you turn the power
off on your computer.

Assigning yourself a license to your new
cloud PC

When you signed up for Windows 365 in the previous step, you received a welcome
email. (Refer to Figure 3-7.) The welcome email includes a Get Started button that
automatically directs your web browser to the Windows 365 section of your Micro-
soft 365 administration center.

In that section, you can assign yourself the new license you just purchased by
clicking the Assign License link and then clicking Assign License again to display
the user search tool, as shown in Figure 3-8. If you are following along, then you
will only have one user so that user shouldn’t be hard to find. Select your user and
then click the Assign button.

Congratulations! You have successfully signed up for Microsoft 365, Windows 365,
and assigned yourself a license. The next step is finding the Windows 365 admin-
istration center, signing into your new system, and taking a look around.
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You can always get back to your Microsoft 365 dashboard by opening your web
browser and going to https://www.office.com/ and signing in with the user you
created.

TIP

Finding the Windows 365
Administration Center

The Windows 365 administration center is where you can see all of the details
about your cloud PC. You can see specifications such as the CPU, memory, and
storage space and you can also reset and connect to your computer. You access the
administration center by navigating your web browser to https://windows365.
microsoft.com.

The first time you open the administration center you are presented with a mes-
sage welcoming you to Windows 365. Click the Next button a few times to read

about cloud PCs and then you will land on the main administration page, as shown
in Figure 3-9. We cover the administration center further in Chapter 18.
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Your cloud PC takes a little time to get set up. You might see a message above your
cloud PC item on the administration page that lets you know it is still being set up.
TIP

Signing In to Your New Cloud PC

Now that you have set up your new cloud PC, you are ready to sign in and take a
look. Your cloud PC is running out in the cloud and is always on and available and
waiting for you. There are two primary ways to interact with it. The first is using
the Windows 365 client app you can install on your local computer, and the second
is using your web browser.

The Windows 365 client app is a special version of a software application called
Remote Desktop, and it provides tight and seamless integration between your
physical computer and your cloud computer. To get the most out of your Windows
365 cloud PC, you will want to install the client on whatever computer you plan to
use regularly. We cover installing the client and taking a spin around its features
in Chapter 4.

Using your web browser, you can also connect to your cloud PC. Your web browser
doesn’t provide as tight an integration as the Windows 365 client app, but it will

get the job done, and it is super easy to use. Let’s use the web browser to quickly
sign into the cloud PC you just created.
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To sign into your new Windows 365 cloud PC, follow these steps:

1. Navigate to https://windows365.microsoft.com in your web browser
and sign in with your Microsoft 365 credentials.

The Windows 365 Cloud PC Home page appears (refer back to Figure 3-9).
Here you can see all of your cloud PCs, including the one you just created
earlier in the chapter.

2. Each cloud PCis displayed as a card with its name, operating system, and
specifications. At the bottom of the card, click the Open in Browser
button.

A new tab on your browser opens that displays a number of features your
cloud PC can use from the physical PC with which you are using to connect.
Figure 3-10 shows the selections. You can select or deselect these based on
how you want to connect the physical computer you are sitting at with the
cloud PC you are connecting to. We cover connecting your physical computer
to your cloud PC computer in further detail in Chapter 4 and Chapter 5. The
Advanced Settings drop-down includes options to select an alternative
keyboard layout.

3. Click the Connect button.

A screen appears letting you know your browser window is connecting to your
cloud PC, and then you will be asked to sign in.

4. Enter your Microsoft 365 credentials and then click the Sign In button.

Your cloud PC is automatically configured to use your Microsoft 365 creden-
tials. If you are following along with this chapter, these are the credentials you
created when you signed up for Microsoft 365. In our example earlier in the
book, the credentials are rosemar ie@windows365fordummies.onmicrosoft.
com. Your cloud PC will take some time to load for the first time, and then you
will be presented with a view of your cloud PC, as shown in Figure 3-11.

Congratulations! You are viewing your cloud PC in the web browser on a physical
computer. The first time you experience this it can be a bit confusing. Especially if
you are also using Windows for your physical computer. You might see a Start
menu on your physical computer and a Start menu on your cloud PC, and if you
have the web browser maximized, those two Start menus might be really close to
each other.
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To make things simpler, we like to click the little full screen icon in the upper-
right corner of the screen. You can see it in Figure 3-11. It is a diagonal line with
arrows on each end. When you click that icon, the cloud PC screen takes over your
entire physical screen, and you can use your computer just like you normally
would. Just remember that everything you do is on your cloud PC. Pressing the Esc
key reduces your cloud PC screen back to the smaller window, and you can interact
with your physical computer again. We cover working with your cloud PC using
the Windows 365 client in Chapter 4 and with your web browser in Chapter 5.

We cover using your web browser to connect to your Windows 365 cloud PC fur-
ther in Chapter 5.

You can disconnect from the cloud PC by closing the window that contains your
cloud PC desktop. We cover this further in Chapter 4.
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IN THIS CHAPTER

» Learning about the Windows 365
Remote Desktop client

» Seeing how to install the client on
your Windows and Mac computer

» Getting the client installed on your
phone or tablet

Chapter £l

Do More with the
Windows 365 Client App

ou can connect to your Windows 365 cloud PC using just about any device

with a web browser, and we cover this more in Chapter 3. To get the most

out of your Windows 365 cloud PC, you will want to use the client applica-
tion. The client app is a special edition of a tried-and-true remote access tool
called Remote Desktop.

In this chapter, we walk you through how to get the Windows 365 client installed
on your devices and how to use it to connect to your Windows 365 cloud PC. We

explain how Remote Desktop has been around for ages and how the Windows 365
client is a specialized version of this remote connectivity tool.

Getting Familiar with the Windows 365
Remote Desktop Client Application

If you have used Windows in the past, then you have likely seen the application
called Remote Desktop. It comes free with Windows and has been a popular tool
for connecting to PCs remotely. The Windows 365 client application is a
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specialized version of Remote Desktop. You install the client app on your local
device and then use it to remotely connect to your Windows 365 cloud PC. When
you’re connected, you can work with your cloud PC just like you would a physical
computer. For example, you can open your programs, save files to your “desk-
top,” and have meetings with people using Teams.

It is important to note that the Windows 365 client application is a specialized ver-
sion of the regular old Remote Desktop that comes with Windows. In other words,
you can’t use the standard Remote Desktop app that is already installed on your

rememeer  Windows computer to connect to and manage your cloud PC. You need to install
the specialized one. We walk you through how to do that later in this chapter.

In the future, Microsoft will probably add the special Windows 365 pieces into the

Remote Desktop app that ships with Windows. For now, however, the version of

Remote Desktop that is specifically designed to work with Windows 365 is a sep-
TIP arate download and installation.

HOW DOES REMOTE DESKTOP WORK?

Remote Desktop is the name of a software application that Microsoft developed that
lets you sign into a Windows computer remotely, such as, for example, when you're in a
conference room and need to see something on your computer back in your office. You
can open Remote Desktop and connect to the computer in your office and work with it
just like if you were sitting in front of it.

Remote Desktop interacts with your remote computer using something called Remote
Desktop Protocol or RDP. This is a protocol that essentially streams the user interface
from the remote computer to the physical device you are using and relays anything you
do on your physical computer to the remote computer. You will often hear people refer
to the Remote Desktop software application as RDP client or just RDP.

We have used Remote Desktop to connect to remote Windows computers for years. By
maximizing the Remote Desktop application, the desktop of the remote computer fills
the entire screen of the computer you are physically using and typing on. When you do
this, it can feel like you are actually sitting in front of the remote computer. More than
once we have been working on a far-away computer using Remote Desktop and forgot-
ten we were actually in another room and on another computer.

The concept of using one physical computer to connect to and use another, far-away
computer is the same principle behind Windows 365 and cloud PCs. The only difference

is that instead of connecting to a physical computer down the hall, you are connecting
to a cloud PC somewhere out on the Internet in a Microsoft data center.
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Installing the Windows 365 Client
on Windows

Windows is still the most popular operating system in business, so it makes sense
if your computer is already running Windows. If you are already familiar with
Windows, then you will be happy to know that you’ll also feel right at home on
your Windows 365 cloud PC. That’s because your cloud PC is also Windows. In
fact, as of this writing, a cloud PC running Windows 11 is nearly identical to a
physical PC running Windows 11.

As we talked about in Chapter 2, we expect that Microsoft will do the same thing
with Windows as they did with Office. When Microsoft moved Office to the cloud
and called it Office 365 it was initially identical. Over time, Microsoft took Office
and morphed it into a cloud-first software toolset and the traditional Office slowly
faded. Now Office 365, recently rebranded to Microsoft 365, is the primary version
of the Office tools people have loved for decades.

This is all to say that over time we expect Windows 365 will become its own cloud-
first operating system with features that are only available in Windows 365 ver-
sions of Windows. As Microsoft marches towards that goal, you will still find
comfort in using all of your existing Windows knowledge when using your Win-
dows 365 cloud PC.

To install the Windows 365 client app on your physical computer running Win-
dows, follow these steps:

1. Navigate to https://windows365.microsoft.com in your web browser
and sign in with your Microsoft 365 credentials.

The Windows 365 Cloud PC Home page appears, as shown in Figure 4-1. Here
you can see all of your cloud PCs, including the one you created in Chapter 2.

2. Atthe top of the page you will see Quick Actions (see Figure 4-1). Click the
Download Remote Desktop option.

A new page loads with options to download Remote Desktop.
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3. Choose whether to download the client for 64-bit, 32-bit, or ARM 64. The
default option is 64-bit. Click Download 64-bit to begin the download, as
shown in Figure 4-2.

64-bit is the most likely choice, but if you are using an older computer, you
might have a 32-bit system. The other option is ARM 64, which is a family of
processors built by Arm Ltd.If you aren’t sure, you can quickly check:

® InWindows 11, click Start, type About and select About Your PC.
® In Windows 10, right-click on the Start menu and choose System.
® In Windows 7, go to the Control Panel and choose System.

4. When the download completes, you can install it by opening the file, as
shown in Figure 4-3.

Note that in Figure 4-3 we are using a 32-bit computer, so x86 appears in the
filename we downloaded. If you are using 64-bit or ARM 64, your filename will
be different.

5. walk through the installation wizard to install the Windows 365 client
and then click Finish.

The wizard guides you through a series of dialogs that require you to accept
the terms and conditions and also choose whether access to the program
should be limited only to you or whether others on the computer can use

it, too.
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TIP

TIP

TIP

Connecting the Windows 365 client application to your Windows 365
cloud PC requires you to enter your subscription information. If you are
signed into your local computer with your Microsoft 365 credentials, then
click Subscribe, as shown in Figure 4-4.

If you are not signed into your local computer with your Microsoft 365
credentials, then click the Subscribe with URL button. You will find the URL for
your cloud PC on the download page you navigated to in Step 2 (refer to
Figure 4-2). To get the subscription URL, click the Get Subscription URL link just
above the Download button you clicked in Step 3.

In our case, we created our Microsoft 365 account in Chapter 2 and used those
credentials to sign in here. The username we used is rosemar ie@windows—
365fordummies.onmicrosoft.com.

Now that your Windows 365 client application is connected to your
subscription, you can see your cloud PCs, as shown in Figure 4-5. Double-
click the cloud PC in your subscription to connect.

Note that we had to sign in a few times before this connection worked. We
received an error about our username and password, but after a few minutes
it started working. So we suspect it takes a little time to get set up the first time
you sign in.

You can open the Windows 365 client app again by searching for Remote
Desktop in your installed programs. Be careful here! Your computer might also
have the default Remote Desktop Connection installed, too. The Windows 365
client has an orange icon with a connection on it that looks like two L's
connected at the bottom. You can see the Remote Desktop that was installed
as the Windows 365 client in Figure 4-7.

You are automatically signed into your cloud PC and are now able to look
at your desktop, as shown in Figure 4-6.

Congratulations! You are now using your physical computer to connect to and
use your cloud PC.

By default, the Remote Desktop application might become full screen, which can
be confusing at first. In Figure 4-6, notice a small bar at the top of the screen. This
bar lets you know you are in your cloud PC. You can minimize the window that

contains your cloud PC desktop and get back to your physical computer.
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Installing the Microsoft Remote
Desktop for Mac

Using a cloud-based PC offers a number of major benefits, and one of the bigger
ones is that it allows you to use any computer. Your physical computer doesn’t
need to be Windows. In fact, it can be just about anything that has a web browser.
However, as we mentioned, you will get tighter integration between the physical
device you are using and your cloud PC when you use the client. Microsoft under-
stands that people also love Mac computers (we are big fans, too!), and they
developed a Windows 365 client app specifically for it.

To install the Windows 365 client app on your physical Mac computer:
1 . Open Safari, or another web browser, navigate to https://windows365.

microsoft.com, and sign in with your Microsoft 365 credentials.

2. Atthe top of the page you will see Quick Actions (refer back to Figure 4-1).
Click the Download Remote Desktop option.

A new page loads with options to download Remote Desktop.
3. Under the section for Mac, select Go to Mac App Store. (See Figure 4-2.)

Your browser takes you to the Windows 365 client version of Remote Desktop,
and the App Store app on your Mac also opens with the app, as shown in

Figure 4-8.
0@ < [u]
Q remote desktopapp @ .
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<& Arcade =
& Create
< Work
47 Play
7 Develop
88 Categories
@ Updates
FIGURE 4-8: O Mac
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TIP

FIGURE 4-9:

Your available
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Remote Desktop
app on a Mac.

4. Cclick the Get button to get the app and then click Install App.

o

Walk through the installation wizard to install the Windows 365 Remote
Desktop client and then click Finish.

The wizard guides you through a series of dialogs that require you to accept
the terms and conditions.

6. Connecting the Windows 365 client application to your Windows 365
cloud PC requires you to enter your subscription information. Click
Subscribe to sign in.

You can also click the Subscribe with URL button. You will find the URL for your
cloud PC on the download page you navigated to in Step 2 (refer back to
Figure 4-2). To get the subscription URL, click the Get Subscription URL link just
above the Download button you clicked in Step 3.

In our case we created our Microsoft 365 account in Chapter 2 and those are
the credentials we use to sign in here. The username we used is rosemar ie@
windows365fordummies.onmicrosoft.com.

7. Nowthat your Windows 365 client application is connected to your
subscription you can see your cloud PCs on the Workspaces tab as shown
in Figure 4-9. Double-click the cloud PC in your subscription to connect.

Note that we had to sign in a few times before this connection worked. We
received an error about our username and password, but after a few minutes
it started working. So we suspect it takes a little time to get setup the first time
you sign in.
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You can open the Windows 365 client app again by searching for Remote
Desktop in your installed programs.

e 8. The Windows 365 Remote Desktop application takes over your full
screen, and you will be looking at your cloud PC desktop. Because your
cloud PC is the same regardless of the device and OS you are using for
your physical computer, you will be looking at the same desktop shown
back in Figure 4-6. The only difference between the two procedures is the
operating system your physical computer is running. Your cloud PC
doesn’t change as you change devices.

You are now using your physical computer to connect to and use your
cloud PC.

By default, the Remote Desktop application becomes full screen, which can easily
throw you for a loop. To get back to your physical Mac computer, press and
hold the Command key and then press the Tab key. You can also move the mouse

TIP to the top of the window running your cloud PC and view the Remote Desktop
application as shown in Figure 4-10. This bar is what lets you get back to your
physical computer. If you minimize the bar, then the Windows 365 Remote
Desktop client will minimize and you will be back looking at your physical
computer’s operating system.
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Installing the Windows 365 Client
on your iPhone or iPad

You will be hard pressed to find us without our iPhones. On the iPhone, there is an
app for just about everything, and we start having anxiety when our phone battery
gets low. In other words, we are attached to our phone at the hip, literally! We
were excited to find out that Microsoft also has first-class Windows 365 client
apps available for phones and tablets. It can feel a bit quirky to be working on your
full-fledged work computer using your phone, but it can also be a lifesaver in a
pinch.

You can also connect an external monitor and keyboard to your phone or tablet
and have the experience of using a traditional computer.

bt It can feel a bit convoluted getting set up to use your Windows 365 cloud PC from
your iPhone or iPad. After you get set up the first time, then accessing your cloud

PC is as straightforward as a few taps on your device. Getting to the point where

warnne | YoU can just tap to open can test your patience though. We expect Microsoft will

streamline the process in the future. The current process reminds us of the first
time we used Office 365. Over time Office 365 became a streamlined, cloud-first
experience. We expect Windows 365 will as well.

To install the Windows 365 client app on your phone or tablet computer, follow
these steps:

1 . Open Safari, or another web browser, navigate to https://windows365.
microsoft.com, and sign in with your Microsoft 365 credentials.

2. Atthe top of the page you will see Quick Actions (refer back to Figure 4-1).
Tap the Download Remote Desktop option.

A new page loads with the option to download Remote Desktop.
3. Under the section for iOS, select Go to App Store. (Refer to Figure 4-2.)

Your device opens the App Store on the Windows 365 client app called Remote
Desktop.

4, Tap the Get button to get the app and then tap Install.
The app downloads and installs, as shown in Figure 4-11.

5. walk through the installation wizard to install the Windows 365 Remote
Desktop client and then tap Finish.

The wizard guides you through a series of dialogs that require you to accept
the terms and conditions.
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Tap Open to open the app on your device.

Remote Desktop asks whether other devices on the network should be
allowed to discover your device. If you are on a trusted network then you may
want other devices to see your device on the network, for example to share
files. However, if you are in a public network, such as a coffee shop, then you
don’t want other devices to see your device for security reasons. You can
decide if this is appropriate for your situation. We chose not to allow it in our
situation. You are then asked to confirm permissions for Bluetooth, your
microphone, and your camera. These are required in order to have meetings
from your cloud PC. In essence, when you have a meeting using your cloud PC,
you are using the camera and microphone of your local device. Select OK to
allow permissions if you plan to use the physical device for meetings from your
cloud PC.

When Remote Desktop first opens, it will be empty, and you won't see
any PCs or workspaces. You will need to add your Windows 365 PC. Click
the plus sign and then select Add Workspace.

You are asked for the URL of the workspace. Navigate back to your web
browser that shows your Windows 365 dashboard (if you closed the window, it
ishttps://windows365.microsoft.com)and then the Quick Action to
Download Remote Desktop — refer back to Figure 4-2).
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8. Tap the Get Subscription URL link in the iOS section, copy it to the
clipboard, and then navigate back to Remote Desktop and paste it in the
URL textbox.

9. Click Next to add the workspace and then sign in with your Microsoft 365
credentials.

A dialog appears letting you know your workspace is being set up and then
your cloud PC will appear as an option, as shown in Figure 4-12.

10. Tap your cloud PC icon (shown in Figure 4-12) to connect to your cloud PC.

Congratulations! You are accessing your Windows 365 cloud PC from your
iPhone or iPad. Figure 4-13 shows our cloud PC desktop on our iPhone.

As you can see in Figure 4-13, your cloud PC takes over the entire screen on your
device. This is standard for iPhones and iPads but this can be alarming and con-
fusing at first. Think of your connection to your cloud PC as just another app on

TIP your iPhone or iPad. You can navigate away from it and call someone or send a
message and then navigate back to it and continue working. In this way it per-
forms the same as any other app on your phone or tablet.

ul Verizon & 10:22 AM 74% @)
)  Workspaces Q  +

~ Cloud PC Bus...U/4GB/128GB

Cloud PC
Busine...

FIGURE 4-12:

The Windows 365
Remote Desktop

client running on

iOS showing a
connection to (] EDD
your cloud PC. pcs Workspaces
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FIGURE 4-13:
Working with
your Windows
365 cloud PC
from an iPhone.
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There are two different ways to interact with the mouse pointer in your cloud PC
from your iPhone or iPad. You can drag the mouse pointer around by moving your
finger around the screen (the default way) or you can switch the mode so that your

TIP finger becomes the mouse and your pointer becomes a hand on your cloud PC. This
seems a little crazy to think about but it starts to make sense once you do it a
few times.

To disconnect, click on the Remote Desktop icon (a black icon with two arrows
facing each other) and a new screen appears. Click Disconnect All PCs Sessions to

disconnect from the cloud PC.
TIP

Installing the Windows 365 Client on Your
Android Phone or Tablet

Android is the most popular operating system in the world. More devices run
Android than anything else. Microsoft was smart to recognize this fact and devel-
oped a top-notch Windows 365 Remote Desktop client application.

Getting up and running with your cloud PC from your Android phone or tablet can
feel like a real challenge. It takes some patience to get things going the first time,
but once you are set up, you can connect to your cloud PC from your Android

warning  device with just a few taps. In other words, after you are set up, you can think of
your cloud PC as just another app running on your device.

CHAPTER 4 Do More with the Windows 365 Client App 57

0005408824.INDD 57 Trim size: 7.375in x 9.25 in July 4, 2022 12:33 PM



To install the Windows 365 client app on your Android phone or tablet computer,
follow these steps:

1 . Open Chrome, or another web browser, navigate tohttps://
windows365.microsoft.com, and sign in with your Microsoft 365
credentials.

2. In Quick Actions, at the top of the page (refer to Figure 4-1), tap the
Download Remote Desktop option.

A new page loads with option to download Remote Desktop.

3. Under the section for Android, select Go to Google Play Store. You can see
the option in Figure 4-2.

Your browser takes you to the Windows 365 client version of Remote Desktop,
and the Play Store opens on your device with the app as shown in Figure 4-14.

4, Tap the Install button, tap Open, and then tap Accept for the license
terms and the privacy statement.

5. When Remote Desktop first opens, it is empty, and you won't see any PCs
or workspaces. You will need to add your Windows 365 PC. To do so, tap
the plus sign and then select Add Workspace.

When you add a workspace, you are asked for the URL of the workspace.
Navigate back to your web browser that shows your Windows 365 dashboard
(if you closed the window, it is https://windows365.microsoft.com and
then the Quick Action to Download Remote Desktop — refer to Figure 4-2).

6. Tap the Get Subscription URL link in the Android section, copy it to the
clipboard, and then navigate back to Remote Desktop and paste it in the
textbox with the label Email or workspace URL.

7. Tap Next to add the workspace and then sign in with your Microsoft 365
credentials.

A dialog appears letting you know your workspace is being set up. Then, your
cloud PC appears on the Workspaces tab as an option, as shown in Figure 4-15.

8. Tap the Workspaces tab and then tap your cloud PC icon to connect to
your cloud PC. Android asks you to confirm that the remote PC can access
resources such as your local storage, microphone, clipboard, and camera.
Tap Connect and then allow the microphone and other requests.

Congratulations! You are accessing your Windows 365 cloud PC from your
Android device. Figure 4-16 shows our cloud PC desktop on our Android
phone.
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FIGURE 4-14:

The Windows 365
client of Remote
Desktop in the
Google Play store.

FIGURE 4-15:

The Windows 365
Remote Desktop
client running on
Android showing
a connection to
your cloud PC.
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Figure 4-16 shows how the Windows 365 Remote Desktop client takes over the
entire screen of your device. This is standard for Android phones and tablets but it
can be a bit jarring the first time you see it. Think of your connection to your cloud

TIP PC as just another app on your Android phone or tablet. You can navigate away
from it and call someone or send a message and then navigate back to it and con-
tinue working. In this way it performs the same as any other app on your phone
or tablet.

ﬁgﬂ Ela

FIGURE 4-16:
Using your
Windows 365
cloud PC from an
Android phone.

To disconnect, click on the Remote Desktop icon (a black icon with two arrows
facing each other), and a new screen will appear. Click on the Disconnect All PCs

Sessions to disconnect from the cloud PC.
TIP
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IN THIS CHAPTER

» Expanding your knowledge to better
understand how your cloud PC works

» Exploring how to open the Windows
365 Remote Desktop client
application

» Using your web browser to connect
to your cloud PC

» Taking a look at the differences
between using a web browser and
the client

Chapter 5

One Desktop from
Any Device

he metaverse is the new name for all things virtual. Facebook went as far as

to change their name to Meta in order to show how serious they are about

the virtual world. The concept of the metaverse is not new. What is new,
though, is how connected everything has become and the ubiquity of high-speed
and high-quality Internet connections. By moving your PC into the cloud, you
don’t have to worry about a physical computer anymore. The physical computer
you sit in front of, have in your pocket, or rest on your lap is just an interface into
your cloud PC. In this way, you can think of your cloud PC as your computer in the
metaverse. We expect that in the future you will access your cloud PC from your
smart glasses, or maybe even a brain implant that provides an interface between
your brain and the metaverse. It sounds outrageous, but Elon Musk is working on
it with his company called Neuralink. For now though, you are stuck using regular
old computers, laptops, tablets, and smartphones. That is to say, even though
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your cloud PC is available to nearly any device, you still need a physical device to
access it. The good news is that just about any device will do. You literally have one
desktop (cloud PC) and you can access it from any device with a web browser.

In this chapter, we walk through the concept of a cloud PC to understand fully
what it is and how it works. We talk about how to access your cloud PC from a
web browser, and then we discuss some of the differences between using the
Windows 365 Remote Desktop client, which we covered installing in Chapter 4,
and using your web browser. We take a look at using your smartphone to access
your cloud PC, and finally, we take a peek at how you can configure your cloud PC.

Performing a Reality Check on Your
New Cloud PC

You interact with your cloud PC from your phone or tablet. Everything you do
within the window happens on your cloud PC, not your iPhone or iPad. To test this
out, open a Notepad document, type hello, and then close the Windows 365
Remote Desktop application. Now go to another computer or device and connect
again to your cloud PC. You will see your Notepad document just as you left it.
Everything you do on your cloud PC happens in the cloud. This is the primary
benefit of Windows 365 in our opinion.

Access the apps you have on your cloud PC from anywhere using just about any
device.

Opening Your Cloud PC from
a Web Browser

In Chapter 3, you learned how to install the Windows 365 Remote Desktop client
on computers, phones, and tablets. You will get the most out of using the client as
we explore further later in the chapter. However, with that said, you can connect
to, and work with, your cloud PC from just about any device running a web
browser. The general process is the same for any device since everything happens
using your web browser.
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Let’s take a look at how to get to our cloud PC using your favorite web browser.
Here’s how:

1. Open your favorite web browser and go to https://windows365.
microsoft.com.

The Windows 365 main page appears.
2. Sign in using your Microsoft 365 credentials to see your cloud PCs.

If you are following along, we created our Microsoft 365 credentials in Chapter 2.
Our username is rosemar ie@windows365fordummies .onmicrosoft . com.

3. InthePCthat you want to work on, click the Open in Browser button at
the bottom of the information card, as shown in Figure 5-1.

A new tab opens and you are asked if you want to allow your cloud PC to use the
printer, microphone, and clipboard of your local computer, as shown in Figure 5-2.
The Advanced Settings drop-down includes options to select an alternative
keyboard layout.

4. Click the Connect button and then sign into your cloud PC.

Your sign-in to your cloud PC is the same as the sign-in to Microsoft 365. So we
use the same credentials that we used in step 2 above. Another advantage of
using the Windows 365 Remote Desktop client is that you don't have to sign in
all the time. After you get things set up, you can access your cloud PC by just
clicking on an icon to connect and get started working with your cloud PC. We
cover getting the client installed in Chapter 3.

We experienced errors sometimes when it had been a while since we con-
nected to our cloud PC. We suspect it took a little time for our cloud PC to wake
up from its dreams of electric sheep. If you experience an error, then try again

TP after a minute or two. If you keep getting an error, then open a support ticket
with Microsoft. You can open a support ticket in your Microsoft 365 administra-
tion center athttps://admin.microsoft.com.

5. The page loads, and you are presented with the desktop of your cloud PC,
as shown in Figure 5-3.
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FIGURE 5-1:
Opening a cloud
PC using a web
browser.

FIGURE 5-2:
Allowing the
cloud PC to use
the printer,
microphone, and
clipboard of the
physical
computer.
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Making your cloud PC feel like it is
running locally

It can take a while to get used to looking at your PC desktop in your web browser.
We find it helpful to maximize the screen so that your cloud PC desktop takes up
the full screen of your physical computer. To maximize the screen, click the
diagonal line with an arrow at each end. You can see it in the upper-right of
Figure 5-3. To get back out of full-screen view, click the icon that shows two
lines with arrows pointing towards each other. You can also press the Esc key on
your keyboard.

When you make the window full-screen, you can have the feeling you are working
on your Windows computer regardless of what operating system your physical
computer is running. If, for example, you purchased your physical computer from
System?76 and it is running the Linux operating system, when you connect to your
cloud PC using a web browser and maximize the window then it feels just like you
are working on your Windows computer.
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TAKING A LOOK AT MULTIFACTOR
AUTHENTICATION AND UNDERSTANDING
@ HOW IT RELATES TO AUTHORIZATION

The language of the day moves quickly and buzzwords come and go. We often find our-
selves updating our vocabulary without really understanding what something really
means. Multifactor authentication is one such buzzword that is worth taking a deep dive
on in order to understand what it means and how to make the most of it.

TIP

One way most people are familiar with accessing a computer, app, or website is by
entering a username and password. Using a username and password has been around
since the dawn of the computer age. A username and password has always been the
most standard form of authentication.

Authentication is the process of proving that you are the person you say you are. When
you sit down at your computer to access it, you have to prove who you are and authen-
ticate yourself, and you normally do this by entering your username and password.
When you are authenticated, the computer is convinced you are who you say you are.
When you need to open a file, the computer checks whether you are authorized. This is
the key difference between authentication and authorization. Both you and your
co-worker might be able to sign into the same computer (authenticate) but your
co-worker may not be able to open the same files you do (authorization).

The problem with a username and password is that anyone who knows the information
can sign in as you and pretend to be you. In fact, usernames and passwords are hacked
all the time, and bad actors take note of all those hacked username and password files.

You can check to see whether your email address is part of a known hack by going to
the website https: //haveibeenpwned. com. This is a known website by a known secu-
rity expert named Troy Hunt.

A username and password is one way to prove that you are the person you say you are.
In other words, it is one form of authenticating yourself. To add a level of security, most
systems allow you to add additional methods of authenticating yourself. This is known
as multifactor authentication. Apple calls this two-factor authentication, Google calls it
2-step verification, and Microsoft calls it multifactor authentication (MFA). For example,
after you enter your username and password the system might ask you for another
code. This may be code sent to your mobile phone by the system or available in a code-
generation application you have already pre-installed on your phone. When you enter
this code, the system knows that you have received the code in addition to entering
your username and password.
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Benefits of using your web browser

You can use just about any computer to sign in and use your cloud PC. For exam-
ple, you might be a globe-trotting nomad working from a remote beach some-
where. As you are working on a deadline, a rogue wave splashes your computer
and renders it dead. To make the deadline, you’ll have to run down to the local
Internet café, sign in using the web browser, and complete your work there. (Okay,
maybe our imagination got away from us there, but we would like to think that
working from a beach somewhere is definitely within the realm of possibility!) In
any case, just remember that most any physical computer will do when you need
to get work done on your cloud PC.

Be careful signing into anything from a public computer. Although you could
technically do this through the web browser at an Internet café, you should be
aware that security issues are rife around the world these days. The simplest thing

TIP a bad actor might do is install a key logger on the computer, which allows them to
review the log at a later time to see your username and password. We always rec-
ommend multiple factors of authentication, such as using a code sent to your
phone. And if you sign in from an untrusted computer, be sure to change your
password as soon as possible. You do use a password manager, right?

Another benefit to using your web browser is that you don’t need to go through
the process of installing the Windows 365 Remote Desktop client application
(which we covered in Chapter 3). When using your web browser you just navigate
to the Windows 365 dashboard and open up your cloud PC.

Installing the Windows 365 Remote Desktop client can take some time but it is

worth the effort on computers that you use on a regular basis. We cover some of

the benefits of using the client, as opposed to your web browser, later in the
TIP chapter.

Opening the Windows 365 Remote
Desktop Client

After you install it, the Windows 365 Remote Desktop client is just another appli-
cation on your computer, phone, or tablet. Its name is one area of confusion:
Remote Desktop. This can be particularly confusing because Microsoft also has an
application called Remote Desktop Connection. It is important that you use the
correct Remote Desktop app: the Remote Desktop client application from Win-
dows 365 that you learned how to install in Chapter 3. Figure 5-4 shows the two
applications in Windows 10 when searching for the word remote. The top
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application was installed from Windows 365, and the second application down
was already part of Windows 10.

When you have the Windows 365 Remote Desktop client installed, you can open it
just like any other application on your computer. The process is different depend-
ing on whether you’re running Windows or Mac or whether your phone or tablet
is running iOS or Android. In any case, once you have installed the Windows 365
Remote Desktop client you will find it under the name Remote Desktop.

Top open the client in Windows 10 or Windows 11, follow these steps:
1. cick open the Start menu and then type Remote Desktop in the search

field.

Windows filters your applications and shows you everything that contains the
word remote.

2. Inthelist of available applications, click the one that says Remote Desktop
and that includes an icon that looks like two ‘L’ letters facing away from
each other, as shown in Figure 5-4.

The Windows 365 Remote Desktop client opens and you will see all of the
available cloud PCs that are available.

3. Double-click the cloud PC icon that you want to open and then sign in.

All Apps Documents Web More ¥

Best match

@ Remote Desktop
App

Apps

Remote Desktop
% Remote Desktop Connection App

i@ RemoteDesktop_1.2.2688.0_x86.
msi ;
Open
Search work and web
O Run as administrator

/O remote - See work and web results ~ .
Open file location

Settings (7+) Pin to Start
= Pin to taskbar

Uninstall

FIGURE 5-4:

The Windows 365
Remote Desktop
client and the
Remote Desktop
Connection app
in Windows 10.
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To open the client in MacOS, follow these steps:

1. Open Spotlight and type Remote Desktop in the search field.

Spotlight narrows down the list and shows you the Remote Desktop
application.

2. Click the one that says Remote Desktop and that includes an icon that
looks like two ‘L’ letters facing away from each other, as shown in
Figure 5-5.

The Windows 365 Remote Desktop client opens, and you will see all of the
available cloud PCs that are available.

3. Double-click the cloud PC icon that you want to open and then sign in.

® Finder File Edt View Go Window Help 2 2 FriMay 27 2:33PM

Q remote desktop - Microsoft Remote Desktop
© Microsoft Remote Desktop

@ Apple Remote Desktop — App Store - Utlities - k% dr e (579)
'@ remote desktop

'3 remote desktop windows 10

@ remote desktop connection

© remote desktop mac.

@ remote desktop chrome

Siri Suggested Websites

top — Apple Dictionary « An Apple app that lets you manage computers, interact wit...

FIGURE 5-5:

The Windows 365
Remote Desktop
client and the
Microsoft Remote
Desktop app in
MacOS.

Be aware that you should install the Remote Desktop client from the Windows 365
administration center as outlined in Chapter 3. If you have already installed
Remote Desktop (separate from the Windows 365 administration download page)

warning  then you won’t see your cloud PC as an available connection. If you already have
Microsoft Remote Desktop installed as an older version you can update the app in
the App Store to add the cloud features.

CHAPTER 5 One Desktop from Any Device 69

0005408825.INDD 69 Trim size: 7.375in x 9.25 in July 4, 2022 12:46 PM



Web Browser vs. the Windows 365 Remote
Desktop Client

On the surface, you can use either your web browser or the Windows 365 Remote
Desktop client and either should work just fine. In our experience, we have found
that the client works better than using the web browser. For example, when we
were using Teams on our cloud PC, we were unable to get the video to work in the
web browser. When we switched to the Windows 365 Remote Desktop application
to connect to our cloud PC, however, the video worked fine.

Other applications, of course, also come in both client and web-browser flavors,
and you may find you strongly prefer one of these over the other. For example,
consider the Office applications such as Word, Excel, and PowerPoint. These are
available both as a client that you install and as a resource accessible from a web
browser. When we work with Word, we prefer the actual client and dislike opening
files in the web browser. Why? We are hard-pressed to list specifics. It’s just how
we feel. The same is true with Windows 365. We have some experience, like we
mentioned with video in Teams, but on the whole preferring the client is just a
feeling. The client seems to have a tighter integration than the web browser. This
makes intuitive sense because there are many different web browsers and they all
implement the various standards differently. So you might have a perfect experi-
ence using Microsoft’s Edge web browser with your cloud PC and then have a dif-
ferent experience using Firefox or Safari.

The Remote Desktop client, as opposed to a web browser, is specifically designed
from the ground up to be a connection to a remote computer. The Remote Desktop
client is specialized, so it makes sense that it would provide a better experience for
working remotely with another computer.

We recommend using the Windows 365 Remote Desktop client whenever possible
as opposed to a web browser. We have had a much more consistent experience
using the client.
TIP

Theoretically, it shouldn’t matter which web browser you are using or whether
you are using the Remote Desktop client. However, in reality, the Remote Desktop
client offers a consistently better experience, and we recommend it whenever
possible.
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Using Your Phone in a Pinch
(pun intended)

In Chapter 3, you learned how to install the Windows 365 Remote Desktop client
on iPhone, iPad, and Android devices. Working with a full-fledged version of Win-
dows in the cloud using a device designed for fingering and tapping, however, can
be a challenge. We mostly use this method in a pinch when we need to do some-
thing critical on our work PC and are away from any regular computer. We always
have our phones with us, and this has saved us from a pinch multiple times.

The primary way you work with a Windows computer is using a mouse. It can be
tricky to move a pointer around using your finger on a small phone screen or even
a larger tablet screen. The Remote Desktop application lets you choose between
two different ways of moving the mouse pointer on your cloud computer.

The first method lets you swipe the screen to move the pointer and then tap to
click. Microsoft calls this Mouse Pointer mode. The mouse pointer on your cloud PC
doesn’t follow your finger directly. Instead, it moves in more general terms: swipe
towards the left anywhere on your phone and the mouse pointer will move over
towards the left of wherever it was currently positioned. This mechanism is hard to
describe but feels natural after you start working with your desktop on your phone
or tablet.

The best comparison we can come up with is the pinch gesture on your phone. You
can zoom in and zoom out by pinching your fingers together or expending your
fingers apart. It doesn’t matter exactly where you pinch the screen, the main thing
is the gesture of pinching the screen. The same is true with this method of mov-
ing the mouse pointer. Say the mouse pointer on your cloud PC is on the right side
of the screen, and touching your finger to the screen and moving it to the left
causes the mouse pointer on your cloud PC to move to the left as well. The pointer
won’t move exactly where you touched the screen, but it moves in the same direc-
tion. This can be beneficial for moving the mouse pointer to a particular spot
without needing to touch your screen on the exact spot you are targeting.

The second method lets you tie the mouse directly to wherever you touch on the
screen. Microsoft calls this method Direct Touch mode. So, touching your finger to
the screen causes the mouse pointer to move right at that exact spot. If you then
move your finger to the left or right, then the mouse pointer will follow exactly
where your finger is touching the screen.

Even though it doesn’t sound intuitive, we actually prefer the first method, Mouse
Pointer mode, where the mouse on your cloud PC can be moved by dragging your
finger on your screen instead of appearing exactly wherever you touch the screen.
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This lets us move our finger around but still see exactly what the mouse on the
cloud PC is doing.

To left-click on your cloud PC desktop while using your phone or tablet, you tap
the screen. To right-click, you tap and hold.

TIP . .
You can switch back and forth between these methods by going back to your
Remote Desktop application. To break out of full-screen view, tap the icon that
shows two arrows pointing towards each other, as shown in Figure 5-6. Then, tap
the icon that looks like a mouse to use Mouse Pointer mode or the icon that looks
like a finger to use Direct Touch mode, as shown in Figure 5-7.
[
2
FIGURE 5-6:
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Windows 365
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Peeking under the Covers of Your Cloud PC

Earlier in this chapter, you used your web browser to sign into your main
Windows 365 page at https://windows365.microsoft.com. From this page you
can see all of your cloud PCs and perform tasks on them. The main card for each
cloud PC provides some basic information such as the Windows version, CPUs,
RAM, and file storage.

Chapter 2 provides information to help understand CPU, RAM, and file storage.

TIP You access the Settings menu on your cloud PC by clicking the gear icon, as shown
in Figure 5-8. From this menu you can restart your virtual computer, reset it back
to a default setting, or rename it to something that means something to you. You
can also start a troubleshooting process if you cannot access your cloud PC for
some reason. And finally, you can view the system information about your cloud
PC as shown in Figure 5-9.

We cover administration of Windows 365 cloud PCs in Chapter 18.

TIP
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Windows Hybrid: Keeping a Foot
in Each World

In the future, using a physical computer may become a thing of the past. We
remember how our grandparents were baffled by the Internet. During their life-
time, the world changed dramatically from using horses and traveling slowly to
using cars and jet planes. Then the Internet came along, and it was at a level of
understanding that was beyond their time. We expect we will be there in the
future with the metaverse. People will plug into the metaverse, and the world will
change in ways we can’t comprehend. Until that time arrives, though, we are
happy using our physical computers, phones, and tablets as an interface to our
cloud PC in the metaverse.

We try to keep up with the latest buzzwords, and the metaverse is all the rage. The
metaverse is just another word for describing the virtual world of online games, or
virtual reality, or augmented reality. We like to think of the metaverse as the new
TIP term for online worlds. Remember that game The Sims in which you create an
avatar that can walk around and talk to other avatars (people)? The virtual world
of The Sims was released over two decades ago! And the virtual world is the same
thing we call the metaverse. A fantastic new name, metaverse, for a very old and
well-understood idea. It wouldn’t be a great buzzword any other way.
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It seems a bit greedy for Microsoft to charge for the Windows operating system on
both your physical computer and your virtual computer. We can understand the
cost of the virtual computer because behind the scenes there are real computers in
a real-world data center somewhere, and someone needs to continually maintain
them. The operating system also requires work to build and maintain, so we
understand the need to charge money for it. But it would be nice if Microsoft
would give a bit of a bonus for people that choose to use the Windows operating
system on both their physical computer and their virtual cloud PC. The good news
is that Microsoft agrees with us, and they provide a discount on your cloud PC
when you use Windows for your physical PC. The discount is called the hybrid
discount, and you obtain it when you sign up for your cloud PC. We walk through
the process and point out the place where you get the discount in Chapter 3.

Another benefit to using Windows on both your physical and cloud PCs, though
this one is arguable, is that getting familiar with a single operating system makes
it easier to move between your physical computer and your virtual cloud com-

TIP puter. You get used to how things work, and the same knowledge transfers
between both. Personally, we love our operating systems and we use Linux, Mac,
and Windows all at the same time on many different computers. If you aren’t
happy to be techy nerds like us, it can save you a lot of time and effort to just learn
one operating system, though.
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Windows 365



IN THIS PART ...

Make your desktop your own by personalizing it

Connect your cloud PC with the physical world

Dig into the popular apps in Windows

Learn about printing, USB sticks, and other peripherals

0005408846.INDD 78 Trim size: 7.375in x 9.25in July 4, 2022 2:48 PM



IN THIS CHAPTER

» Learning how the start menu and
taskbar work

» Figuring out how to customize the
look and feel of your desktop

» Getting in the habit of securing your
cloud PC

Chapter 6

Personalizing Your
Desktop

veryone is different, and each person has their own preferred way of setting

things up. Maybe you like to have your desk in your office super-neat and

tidy or maybe you have a disorderly set of piles around you, organized in a
way that makes perfect sense to you. No one way is the best way, and how you
organize your work environment is completely up to you. The desktop on your
cloud PC is no different.

In this chapter, you learn how to customize and organize your cloud PC desktop to
fit your work style and preferences. You start with the Start menu (what a perfect
pun) and then move onto the look and feel of other areas of the desktop, such as
the taskbar and the desktop. Next, you learn some of the ways to work with your
desktop. Finally, you learn how to do some basic security tasks like locking your
cloud PC when you are not actively using it and disconnecting when you are done
working.

Finding the Best Place to Start

Before you begin, check whether your cloud PC is using Windows 10 or Windows 11.
In the future, we expect your cloud PC will always be using the latest version of
Windows and will use a rolling update, like Office does with Office 365. For now,
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in the early days, the version of Windows in your cloud PC can be either Windows
10 or Windows 11. We use Windows 11 in our examples.

To check which version of Windows your cloud PC is running, follow these steps:

1. Open your web browser and sign in to https://windows365.
microsoft.com.

2. Each cloud PC has an information card associated with it. Find the
version of Windows you're running on the information card, as shown in

Figure 6-1.
0O | P Windows 365 x 5= = a X
& C @ https//windows365.microsoft.com * 1= e o

Windows 365

X Get more Cloud PCs

- I r‘ Microsoft 365 Admin Center Download Remote Desktop

(5] Mansoe usersan asign censes 5 Access yourCloud P directly rom ) Add more Cloud PCs 0 your
4 Microsoft 365 products. your device with the Remote Deskto. subscription for you and your team,

fi] Your Cloud PCs ;& Your organization's Cloud PCs

Rosemarie Withee - Clo...

Last connected 1 week ago

- ws 11
@ 2vcru
& 4GBRAM

€ 12868 Storage

FIGURE 6-1: [ open inbrowser |
Viewing the
Windows version =
acloud PCis
running. Windows version

In Chapter 3, we cover how to install the Windows 365 Remote Desktop client on
your physical computer. We recommend using it to connect to your cloud PC. If
you can’t use the client, you can always use a web browser, and we cover using a
web browser to connect to your cloud PC in Chapter 4.
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When you have connected to your cloud PC, we recommend making the window
full screen. This provides the illusion that your cloud PC is the actual computer
you are typing on. In our experience, the client becomes full screen by default, and

TIP you can minimize or resize the window just like you would any other window.
Look for the floating display bar. The display bar can also be hidden unless you
move the mouse over it. You can pin and unpin using the thumbtack icon at the
very left side of the bar.

Taking a trip around your desktop

The main screen of your cloud PC is called the desktop (see Figure 6-2). This is a
reference to the top of a physical desk, the kind you pull up a chair and sit at to get
work done. On the top of your physical desk, you might set out some files and
folders that you want to read through. Your virtual desktop is similar. You can
save files and folders there, too, so that they are right on top in plain sight. You
can also store files in folders that are tucked away in your computer, much like
you can store files in a filing cabinet. We cover working with files in Chapter 8.

Ha .l Cloud PC Business 2vCPU/4GB/128GE

FIGURE 6-2:

The main deskto . = . ' - :
of Windows 365, HOoulEOZCB® nagw
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In Figure 6-2, you can also see a couple of shortcuts on the desktop. A shortcut is
a link to a file, folder, or application. We like to think of a shortcut as a sticky note
we put on our physical desktop that says to look in the third drawer down or in the

TIP second file cabinet from the left to find a physical file. You access the shortcut by
double-clicking it on your desktop; when you do so, whatever the shortcut points
to will be opened.

Your cloud PC desktop includes a taskbar along the bottom and a small control
menu. The location of the control menu depends on the physical device you are
using to connect to your cloud PC. In Figure 6-2, we are using the Windows 365
Remote Desktop client running on our Windows 10 physical computer. The control
menu is specific to your cloud PC and is your key to your cloud PC connection. The
taskbar along the bottom is what you use to control your cloud PC operating sys-
tem. The taskbar in your cloud PC, along with all other aspects of your cloud PC
user interface, stays the same regardless of the physical computer you are using.
The easiest way to get your mind around this is to think of your cloud PC running
inside of a window on your physical device. The way you work with the window
running your cloud PC depends on how your physical device handles the user
interface of windows. For example, if you are using a web browser on Linux, then
the window running your cloud PC is a tab on your web browser on the Linux
operating system. If you are using the Windows 365 Remote Desktop client on a
Mac, then the way you open the client and how you maximize and minimize win-
dows on your Mac is different. The same goes for using your iPhone to connect to
your cloud PC. The key thing to keep in mind is that regardless of how you connect
to your cloud PC, the desktop of your cloud PC is always the same. The control bar
that you use to interact with your physical computer might be slightly different,
but your cloud PC desktop is a constant.

Whenever you are signed into your cloud PC, your window displays your
Windows 365 cloud PC desktop. You can maximize or minimize the window you
use to view your cloud PC desktop. If you are using Windows for your physical

TIP computer, then it is easy to get confused about which taskbar belongs to which
computer (the physical computer or the virtual computer). To avoid confusion, we
like to keep our virtual PC maximized until we are done working on it.

One major shift between Windows 10 and Windows 11 is that Microsoft moved the
Start button. In Windows 11, the taskbar, which includes the Start button, is more
centered, whereas in Windows 10 it was always in the lower-left corner of the

TIP desktop. If you set up your cloud PC with Windows 11 and find you hate that the
Start button is not on the lower-left corner of your desktop, then you can move it
back to match the Windows 10 behavior. You do this in the Personalization section
of Settings, which we cover later in this chapter.
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Getting comfortable with the Start menu
and the Taskbar

The Taskbar includes three primary sections, the Start button, taskbar items, and
taskbar corner icons. The Start button is how you open the Start menu. When you
click the Start button, a menu pops up in which you can search to find applications
and files, open applications pinned to the menu, view recommended files, lock
your screen, sign out, update your settings, or disconnect or restart your virtual
computer. The Start menu is shown in Figure 6-3.

Y
e
O Type here to search
<
Q)
» N
v Pinned Allapps >
{CrEat
. C E = & = B
0 Edge Word Excel PowerPoint Mail Calendar
Wl
- B & ©® @@ A
‘ Microsoft Store  Photos Settings OneNote Calculator Clock
= : =
= ’i =
Notepad Paint File Explorer  Movies & TV Tips

Recommended More >

a financials.xlsx J file-on-my-physical-computer.txt
Feb15 L Jan 27

my-file.txt Screenshot (3).pn¢
u d E Jan17 @ene

Jan 27

%2 Disconnect

) Restart

Rosemarie Withee

FIGURE 6-3:
The Start menu in . = _ N .
Windows 365. e e woewD.Coa redo N0 e

Just to the right of the Start button are taskbar items. The taskbar items area is
where you have quickly accessible items. You can configure which items are shown
here. In addition, you will also find open applications. For example, if you open a
Word document then a new icon will appear that represents the Word application.
When you close Word, the icon will disappear. You can also “pin” applications so
that the icon is stuck to the taskbar regardless of whether or not you have it open.
When you do this, you can open the application by just clicking the icon on the
taskbar.
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Finally, on the right side are the taskbar corner icons. The corner icons show var-
ious information about the status of applications that are running that are not
actively opened windows. For example, if you use OneDrive or Dropbox (we use
both), then you will see icons for them in this area. You will also find the date and
time and other useful information such as the status of the network connection
and sound. As you add software to your system, you might notice new corner icons
appear. You can get information about what each icon represents by hovering the
mouse pointer over it.

The corner icons area only shows a limited number of icons. You can see the rest
of the icons by clicking the up arrow (just to the left of the corner icons) to see
additional icons.

TIP

You can customize the taskbar to fit your personal preferences.
To customize the taskbar:

1. Right-click on your desktop and select Personalize.
2. On the list of options, choose Taskbar.

3. Cchoose which items appear as taskbar items and as taskbar corner icons,
as shown in Figure 6-4.

You can also customize the behavior of the taskbar such as the alignment of
the taskbar (remember how we mentioned it is centered in Windows 117?). You
can hide the taskbar until you hover the mouse over it, you can show badges
such as unread messages, and you can set it so that clicking the far corner of
the taskbar minimizes every window and reveals your desktop.

Staying informed with notifications

The operating system can provide notifications. Notifications include information
such as the result of a recent virus scan by Windows Defender, new email mes-
sages, and things like that. New notifications appear on the rightmost side of the
taskbar as a light-blue circle with a number inside. That number lets you know
how many new notifications you have. To view new notifications, you click the
blue circle, and a pop-up appears showing you the notifications.
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You can configure what notifications you receive in System settings.
To customize notifications, follow these steps:

1. Cclick the Start button and then click the Settings app. It appears in the
Pinned section by default. However, if you don’t see it, you can type
settings in the Search box to find it.

The Start menu filters results based on what you typed, so you will see the
Settings app.

2. To open the Settings app, click it, or, if it is already highlighted, just press
Enter.

3. Inthelistof settings, select Notifications, as shown in Figure 6-5.

You can configure which apps are allowed to send you information. You can
also configure notifications from the operating system. The operating system
notifications include tips and suggestions as well as ways you can improve your
device. One of the main features we like is the Focus Assistant. The Focus
Assistant lets you configure when the system is allowed to send you notifica-
tions and when it should be quiet so you can focus. With so many things vying
for our attention these days, we love being able to turn things off and just
focus during certain times.
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Making Your Desktop Your Own

You can customize your desktop and the look and feel of your cloud PC. You can
set the background of your desktop (often called wallpaper), change colors and
themes, change the lock screen, customize the Start menu and taskbar, change
fonts, and set notifications based on how you plan to use your computer.

Picking a memorable background

We think that the main background of your desktop is particularly important
when using a cloud PC. The reason being is that it is easy to get confused when
your physical computer also uses Windows. We set our cloud PC background to an
image that we use only on our cloud PC. That way, just looking at the desktop tells
us which computer we are working on, our cloud PC or our physical PC.

To change the background, follow these steps:

1. Right-click anywhere on your desktop and select Personalize, as shown in
Figure 6-6.

The Settings app opens with the Personalize section automatically selected
for you.
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You can also get to Settings by clicking the Start button and looking in the

Pinned section. If you don't see the Settings app there, you can type the word

settings, and then pressing Enter. From there, you can select the Personalize
TIP section.

2. Onthelist of sections, choose Background.
The Background customization page appears, as shown in Figure 6-7.

3. Cchoosean existing picture, upload a new image, or select a color.

After you have selected an image, you can close the Settings app and view the
new image on your desktop. If you choose something that is specific to your
cloud PC, then you will always have a visual reminder when working on your
cloud PC as opposed to your physical PC.

88 View
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(C Refresh

® New >

& Display settings
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FIGURE 6-6: R

Right-clicking
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desktop and
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your cloud PC.

Selecting a theme to match your
personality

In the previous section, you changed the background of your desktop. Changing
your background is one component of the overall look and feel of your cloud
PC. The theme includes things like the colors of windows and buttons, the sounds
used for different events, and the way the mouse pointer moves around the screen.

Earlier we mentioned we like to change the background of our desktop on our
cloud PC so that we always know we are working on our cloud PC as opposed to
our physical PC. Taking this a step further, you can also choose a theme that you

TIP use only on your cloud PC. That way, you will always realize you are working on
your cloud PC even if you have an app open in full screen and can’t see your desk-
top background.

You change the theme of your cloud PC in much the same way you changed the
background of your desktop in the previous section. Right-click anywhere on your
desktop and choose Personalize. Then, instead of selecting Background from the
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list of items you can customize, you choose Theme. You can choose from several
existing themes, or you can browse additional themes from the Microsoft store.
The Themes customization screen is shown in Figure 6-8.
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Many people prefer a darker overall look and feel to the way their computer works.
For example, most of the settings pages in Windows are a light-colored back-
ground with dark-colored font. This is called light mode. Windows uses light mode

TIP by default. In dark mode, the scheme is reversed: The primary background is a dark
color, and the fonts are lighter colors. You can switch to dark mode in Personal-
ization settings on the Colors page.

Customizing the Start menu to increase
your productivity

When you click the Start button, a menu pops up called the Start menu which
includes a section for Pinned apps. The Start menu is where you open new apps
either by clicking on them from the Pinned section or by searching for them. The
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way you set up your Start menu will likely be different for a cloud PC than for a
traditional physical PC. This is because the apps in a cloud PC are always exactly
how you left them when you last ended the connection. On your physical com-
puter, you might start your day by turning on the computer and then opening
specific programs, whereas, on your cloud PC the apps will be exactly as you left
them when you disconnected, and you won’t need to open them again each day.

On your cloud PC, it might be more productive to organize the Start menu in a way
that accommodates the “always on” nature of your virtual computer. For exam-
ple, if you create a lot of new spreadsheets using Excel, new documents using
Word, or new presentations using PowerPoint, you could pin these apps to the top
row of your Start menu. Or if you have an application or a folder that you don’t
want to keep open but you want to be reminded to check occasionally, you could
put this app or folder on the second line of the Start menu and build a routine to
check it daily. The possibilities are endless, and you can customize the Start menu
to suit your work style.

When you customize the Start menu, you can pin specific apps or folders so that
you can open them by just clicking on them in the menu. You can also rearrange
these menu items by clicking on them and then holding down the mouse button
and dragging them to other areas of the menu to suit your needs.

You can pin an app or folder to the Start menu by right-clicking it and choosing
Pin to Start.

TIP
To customize the Start menu, follow these steps:

1. Right-click anywhere on your desktop and select Personalize, as shown
back in Figure 6-6.

The Settings app opens with the Personalize section automatically selected
for you.

2. On the list of sections, choose Start.
The Start menu customization page appears, as shown in Figure 6-9.
3. Choose the options to suit your work style.

If you don't want your recently used apps to appear on the Start menu, toggle
the option off. (It is on by default.) You can also toggle on the option to show
your most frequently used apps. Other options include showing recently used
items and other apps such as File Explorer (which is used to browse folders on
your system).
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You can configure the Start menu to automatically pin apps that you recently used
or that you use frequently. This avoids you having to pin them manually.
TIP

Security Habits Worth Adopting

The good thing about the Internet is that you can be sitting on a beach some-
where and get just as much work done as if you were sitting in a stuffy office in
a downtown hub. The bad part about being so connected is that anyone else on
the Internet can attack you and your work from wherever they happen to be,
too. As a result, security is more important now than it has ever been in
the past.
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We cover security in-depth in Chapter 14; however, here are some quick tips that
should be at the top of your mind:

3 When you step away from your physical computer, make sure to lock it so
others can't sit down and become an imposter. “Locking your computer”
means that someone must enter a password to access the computer again.
You can lock a physical computer running Windows by pressing and holding
the Windows key on the keyboard and then pressing the L key. On a Mac
computer, the keyboard shortcut is to press the Command key plus the
Control key and then the Q key.

3 When you are done working on your cloud PC, close the window and your
connection will automatically be terminated. Alternatively, you can click the
Start button and then click the Power icon and choose Disconnect (refer to
Figure 6-3). This habit ensures that someone sitting down at your physical
computer won't be able to open your cloud PC window and pretend to be you.
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IN THIS CHAPTER

» Seeing how to use real-world items
like printers and USB drives

» Learning how to interact with your
Windows 365 computer using your
tablet

» Getting comfortable traveling with
your cloud PC

» Discovering how to use your
headphones, speakers, and other
peripheral devices

Chapter 7

Expanding the Reach of
Your Cloud PC

our Windows 365 computer lives in a virtual world out on the Internet. The

latest word to describe this world is the metaverse. By the way, buzzwords

like metaverse are a great way to impress your friends and family. You might
slip into a conversation that you just wrapped up some work on your cloud PC in
the metaverse and that later you might jump back into the metaverse using your
virtual reality goggles to have a virtual happy hour with your co-workers and dis-
cuss finalizing a report.

With the cloud, and the virtual worlds it enables, reality becomes a bit confusing. How
do physical devices that we need to interact with in the real world fit into this picture?
I mean, the metaverse and our cloud PC are great, but what if we need to print some-
thing, or have a call with someone using a headset, or get a file off a USB stick?

In this chapter, you learn how you extend your cloud PC to the physical world. You
walk through how to print and how to interact with files on USB devices, aka
thumb drives. Next, you discover how to get the most out of your cloud PC using a
tablet. Then you learn some tips about traveling and what it means to move around
while your cloud PC remains in the cloud. Finally, you learn how to use
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headphones, speakers, and other peripheral devices that connect your physical
world with your virtual computer.

Introducing Your Cloud PC to Your
Peripherals

When you are using the Windows 365 Remote Desktop client, you can connect
most peripheral devices and use them in your cloud PC. When you are using your
web browser to connect to your cloud PC, you can still use some peripherals, such
as speakers, but others won’t work. For example, we weren’t able to use the
camera in Teams on our cloud PC when using our web browser. When we switched
to using the Windows 365 Remote Desktop client, our camera worked just fine.

DIGGING INTO WEB BROWSERS

A web browser is a piece of software designed to run on a specific operating system.
Different companies and organizations make web browser software. For example, you
can install the Firefox web browser on your Windows computer, your Mac computer, and
your Linux computer. The web browser software — Firefox in this example — is different
for each operating system. Generally, the software should have very similar functionality;
however, each operating system has its own way of doing things and the fact of the mat-
ter is that the same web browser on different operating systems is not always the same.
To complicate matters further, there are different versions of each web browser. If you're
using a Firefox browser, for example, you might be using Firefox version 91, or version 96,
or a version the developers are currently working on, such as version 108.

These days quite a few web browsers are available. In the past, however, Microsoft's
Internet Explorer web browser was the top of the list. In fact, it was so popular, the
U.S. Department of Justice brought an antitrust case against Microsoft in 1998. Today,
Microsoft has replaced Internet Explorer with a new web browser called Edge. As of
2022, Edge is nowhere near the most used web browser.

Today's top web browser is made by Google and is called Chrome. The second most popu-
lar is made by Apple and is called Safari. Microsoft's Edge and Firefox are the third and
fourth place browsers. Firefox is made by an organization called Mozilla and has a long
and storied history worth checking out. If you are using a Samsung device, then your web
browser is probably called Samsung Internet. Samsung devices also have Chrome prein-
stalled so you could be using either one. Another well-known web browser, Opera, is made
by a company of the same name. In addition to these, you can also find several other less
well-known web browsers such as the security-focused browsers Brave and Vivaldi.
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We cover installing the Windows 365 Remote Desktop client in Chapter 3 and
cover connecting to your cloud PC in Chapter 4.

How your cloud PC views peripheral
devices

A peripheral is any device that you plug into your computer. In other words, it’s a
device that is outside of the box of your physical computer, which often you con-
nect to your computer by plugging a wire into a port. The connection to your
computer can be of many different styles with the most common these days
being USB plugs. Many peripheral devices even connect to your computer wire-
lessly instead of using a physical wire. The most common type of wireless con-
nection is called Bluetooth. Some common peripheral devices you might have
used include printers, USB thumb drives, cameras, speakers, headsets, mouses,
and keyboards.

After you plug your peripheral into your physical computer, the computer’s oper-
ating system recognizes it and makes it available for you to use. Most devices are
“plug and play,” meaning that when you plug in the device the physical computer
automatically recognizes it and makes it available for you to use. If you are using
a wireless peripheral connected via Bluetooth, then some minimal setup is also
necessary so that your computer trusts the wireless device. For example, you must
pair the peripheral and the physical computer to establish a trust relationship
between them. Your cloud PC then uses the trust relationship between your physi-
cal computer and your peripheral so everything works correctly.

After you have connected a peripheral to your physical computer and your physi-
cal computer recognizes it, the next step is to use it with your cloud PC. What
happens next depends on whether you connect to your cloud PC via the Windows
365 Remote Desktop client or via a web browser:

3 Windows 365 Remote Desktop client: If you are using the Windows 365
Remote Desktop client, then the connection happens automatically. The client
allows you to use your peripherals on your cloud PC just like you would on
your physical PC.

3 Web browser: When you connect to your cloud PC using your web browser,
you are presented with a dialog that asks whether you want to allow your web
browser to use the available peripheral devices on your physical computer.
You must agree to allow your web browser access to your peripherals.
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Note that using a web browser does not grant your cloud PC access to all
peripherals. Figure 7-1 shows the permissions request dialog when connect-
ing using a web browser. Notice that a webcam is not listed. When we make
the same connection using the Windows 365 Remote Desktop client, our
cloud PC recognizes our webcam so we can use it just like we would on a
physical computer. (Figure 7-2 shows the webcam in the devices list on Teams
running on our cloud PC.) We used the same physical computer with both
connections. The difference is that using the Remote Desktop client allows

us to use our webcam whereas the web browser does not. If we try to use our
webcam when connected to our cloud PC using our web browser, we see that
None are available, as shown in Figure 7-3.

We cover working with Teams on your cloud PC in Chapter 11.

TIP
0 | 3 Windows365 X | (P Rosemarie Withee - Cloud PCBL X | = = a X
(@} () https://windows365.microsoft.com/webclient/d913f048-d346-4bdc-bbac-ea1b3276c0ff * = < 2
| E—
In Session Settings
Select the devices or features your Cloud PC can use.
Printer
Microphone
Clipboard
FIGURE 7-1: Show Settings
The available-
. . [ pon't show again
peripherals dialog %
when connecting
to your cloud PC

using a web ﬂ e
Type here t h
browser. ype here to searc
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FIGURE 7-2:
Using the
webcam of our
physical
computer when
connected to our
cloud PC using
the Windows 365
Remote Desktop
client.

FIGURE 7-3:

The webcam
peripheral device
is not available in
our cloud PC
when we are
connected to it
using a web
browser.
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Putting type to paper with printing

The world is moving forward into the digital age faster than we can believe. Every-
thing from plane tickets to college homework assignments are now digital. You
may find that you don’t need to print something to good ole paper very often, but
when you do need to print from your cloud PC you have the option. The only
requirement for printing from your cloud PC is that your physical computer must
recognize the printer. This might seem trivial, but we have fought with printers
more in the past than we would like to admit.

If you are connecting to your cloud PC using a web browser, then you will be asked
when you first connect if you want to allow your cloud PC to use your printer
peripheral. Refer to Figure 7-1 to see the printer in the list of permission options.
If you plan on printing, then make sure the option for your cloud PC to use your
printer is selected. On the other hand, if you are using the Windows 365 Remote
Desktop client, the printer connected to your physical computer will automatically
be available for use with your cloud PC.

When you get to the point where you can print from your physical computer, then
printing from your cloud PC is a piece of cake.

TIP . . . . .
Figure 7-4 shows the printer we use on our physical computer being available on
our cloud PC.
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Using a USB drive with your cloud PC, aka
sneaker-net

Moving files around is often done over the Internet these days. To do so, you
might use File Transfer Protocol (FTP) or email or a shared drive like OneDrive or
Dropbox. There comes a time, though, when so-called sneaker-net is required.
Sneaker-net is a term used to describe moving files by physically walking them
between computers. The media often used to store files in this portable manner is
a small drive that plugs into the USB port on your computer. These small storage
devices with a USB plug are often called thumb drives, flash drives, or jump drives. If
you have worked with computers as long as we have, then you might also slip up
and refer to them as a Zip drive. Zip drive is the brand name for the removable
floppy storage system of yesteryear.

To move files from a USB drive to your cloud PC, you first need to make your
physical computer aware of the USB device. Usually, all you have to do is plug in
the USB drive to a USB port on your computer and the computer will automatically
open the folder on it. When your physical computer sees the USB drive, you can
then sign in to your cloud PC and move files between your physical computer and
your cloud PC. In other words, your physical computer must first recognize the
USB device because your physical computer acts as an intermediary between your
USB device and your cloud PC.

We cover moving files from your physical computer to your cloud PC in
Chapter 8.

USB drives are a huge security risk. It is not uncommon for IT administrators to
turn off USB functionality completely, or at least disable AutoRun and AutoPlay on
office computers due to the danger of introducing viruses onto the devices and the
network. You should never plug in a USB device that you are not 100 percent sure
is secure. A popular attack involves dropping infected USB drives in parking lots
and waiting for unsuspecting office workers to pick them up, take them inside to
their desk, and plug them in. When a bad USB drive is plugged in, the attackers
have compromised the computer. If you want to learn more about these dangers,
use your favorite search engine and type BadUSB. The name BadUSB refers to the
attack mentioned above. You might be surprised to learn how easy it is to create a
bad USB device. You can even buy them right on Amazon!

REMEMBER

When your cloud PC is aware of a peripheral device, then you can use it just like

you would on a physical computer. You can attend video calls using your webcam

and headset or microphone and speakers. We cover using Teams for collaboration
TIP in Chapter 11.
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Working with Your Cloud PC from Your
Tablet or Phone

If you primarily get work done by sitting in front of your computer using a stan-
dard keyboard, mouse, and monitor, then your Windows 365 cloud PC will feel
very comfortable, and you won’t notice much change. However, one of the big
changes that comes with your cloud PC is the ability to work on it using other
computer devices such as a tablet or phone.

Tablets and phones are touch-based devices designed for interaction using your
fingers. For example, when you interact with your tablet or phone, you usually
don’t break out a keyboard and mouse. Likewise, you might have a Windows lap-
top known as a 2-in-1. These devices provide two ways of working with them: a
keyboard, like a regular laptop, and a touchscreen, which you can interact with
like a tablet if you flip the screen around and hide the keyboard. Beginning with
Windows 11, the user interface has been designed to accommodate both forms of
interaction. Your cloud PC is like a 2-in-1 in that you can interact with it using a
traditional physical computer with a keyboard or mouse or with a physical phone
or tablet. The physical device doesn’t matter.

When you are using the Windows 365 Remote Desktop client, the way you interact
with your cloud PC can be adjusted in the client. You can set the mouse to move
exactly where you touch the screen, or you can set the mouse to move based on the
gesture you make on the screen. For example, you might set the mouse to match
exactly where you touch on the screen. So, touching part of the screen causes the
mouse to jump to that point. On the other hand, you might want to be able to see
the mouse on the screen while you make movements with your finger to drag the
mouse around. Working with the mouse in these two ways can be difficult to
understand, but once you do it becomes very intuitive. When using a touch device
to connect to our cloud PC, we find ourselves switching back and forth between
these two behaviors based on the size of the screen we are using. We cover these
user interface details further in Chapter 4.

Traveling with Your Cloud PC

Before the pandemic, travel while working was relegated to a few specific roles.
The rest of us had to slog into the office every day, sit down at our computer, and
work from the same boring location day in and day out. The pandemic forced
almost everyone who works on a computer to work from home. Over the last two
years of the pandemic, the world has shifted to a primarily remote workforce. Now
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people are ready to travel again. If there was a silver lining from the pandemic, it
is that many people can work from anywhere in the world as long as they have a
good Internet connection and a way to access their work computer. Windows 365
achieves part of this equation by moving the work computer into the cloud in the
form of a cloud PC.

After you are set up with your cloud PC, you can connect to it from just about any
device and get work done. The primary thing to keep in mind is that you will still
need a physical computer to act as the gateway to your cloud PC. This could mean
that you bring a laptop with you, or it could mean that you buy an inexpensive
computer at your destination. We like to keep a computer at each of the places
around the world where we spend time. The physical computer only acts as the
gateway to our cloud PC, so it doesn’t matter so much. If it is damaged, then we
just buy a new one. All our work happens on our cloud PC.

Your physical computer as a gateway to
your cloud PC

As we just mentioned, your physical computer acts as a gateway to your cloud
PC. However, you still need to make sure your physical computer is up to date with
patches and to maintain good security practices.

Writing down your passwords on sticky notes or scraps of paper and using the
same passwords across multiple accounts are critical security risks. Anyone who
stumbles across the paper will be able to access your accounts. For example, if
your password for your physical computer is the same as the password for your
cloud PC, then anyone with the physical computer’s password will be able to
access your cloud PC from anywhere in the world.

We recommend using a password manager. We prefer LastPass, but other good
choices include 1Password, Bitwarden, Zoho Vault, and Keeper Password Manager
& Vault. There are countless others, too. Use the password manager to generate a
complicated and unique password for every account. When you need to access
your passwords, you login to your password manager. Many password managers
have advanced features designed for organizations. We like to think of a password
manager as the next evolution in passwords. Some of the features password man-
agers provide include logging you into accounts automatically and offering sug-
gestions on creating and rotating passwords for each account. If your organization
doesn’t provide a password manager, then you can get brownie points for doing
the research and suggesting one that fits your needs.
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Using a password manager is critical in maintaining security. We cover using a
password manager to log into your cloud PC and other Microsoft accounts in
TP Chapter 14.

In closing, remember that your physical computer is a gateway to your cloud
PC. You want to make sure the gateway is secure so that someone else doesn’t
pretend to be you. When you travel, your cloud PC is always available in the cloud,
and where you are physically located doesn’t matter. However, just as you are
careful with your physical security and wouldn’t open your laptop and start work-
ing in a dark alley, you shouldn’t hop onto a shared computer in a sketchy Internet
café or connect to a suspiciously named Wi-Fi signal to access your cloud PC. You
can improve your security when you travel by using a Virtual Private Network
(VPN), which we cover how to do in Chapter 14.

Keeping your meetings organized across
time zones

When you set up your cloud PC, the time zone is automatically set for you based
on your location. You can change the time zone of your cloud PC so that it matches
your physical location.

To change the time zone on your cloud PC, follow these steps:

1. click the Start button on your cloud PC
The Start menu opens.

Make sure you click the Start button on your cloud PC. If your physical
computer is also running Windows, then it is easy to make a mistake and click
the Start button on your physical computer. To avoid confusion, we recom-

REMEMBER mend changing the background to alter the look and feel of your cloud PC so it
is clear which computer you are working on. We cover making these changes
in Chapter 5.

2. Click the Settings icon to open the Settings app, as shown in Figure 7-5.

The Settings app opens.
3. Intheleft navigation area, select Time & Language.
4. ontheTimeand Language screen, select Date & Time.
5. onthe Date and Time screen, select the drop-down to change your time

zone, as shown in Figure 7-6.

When we are only in a time zone for a short time, we prefer not to change our
cloud PC. More than once we have changed our time zone and then forgot to

change it back when we were in a longer-term location.
TIP
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To avoid confusion when moving between time zones, you can add additional time
zones to your Outlook calendar. Having multiple time zones on your calendar
helps you keep track of when a virtual meeting will be at various locations in the
world. For example, it might be handy to know that 10:30 a.m. in French Polyne-
sia, and Hawaii, is 3:30 p.m. in New York. That way, you can plan your meetings
and out of work activities accordingly.

To add another time on your Outlook calendar:

1.

TIP 2.

Open Outlook on your cloud PC.

We cover working with Outlook and the other Microsoft Office applications
further in Chapter 10.

Click File and then select Options.
The Outlook Options dialog appears.

On the left navigation area, select Calendar and, in the options, scroll
down to Time Zones.

You can add a label for each time zone you add. For example, you might want
to label one time zone Tahiti and the second one San Francisco. Or whatever
your locations happen to be.

Select the box to add a second time zone and then select the time zone,
as shown in Figure 7-7.

In our example, we selected the Pacific time zone and labeled it Seattle, and
selected the Singapore time zone and labeled it Manila.

Click OK to save the settings.

When you navigate back to your calendar in Outlook, you will see both time
zones on your calendar, as shown in Figure 7-8.

We cover Outlook and the other Microsoft Office applications further in
Chapter 10.

TIP
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THE FUTURE OF TIME

Time zones are a relatively recent invention that were forced on the world back when
trains started traveling so quickly that something had to be done beyond a time for
each city. As we move into the metaverse, or whatever you prefer to call online life, we
expect there will come a point when there is just a single time zone. This may seem out-
rageous at first. However, the more we think about it the more we like the idea: One
single time zone, and everyone adapts to whatever time it happens to be. For example,
in Italy maybe it becomes standard that sunrise is around 18:00 global time and your
9-to-5 working hours are 20:00 to 04:00. If the entire planet followed the same time,
then a meeting time would just be whatever time the meeting is and nobody would
have to calculate their own time zone. For example, a meeting at 04:00 might be the
evening in Europe and the middle of the night in China. The time is the same for the
entire world and each location adapts to what the time ‘means’ to them. Like we said, it
seems like an outrageous idea until you start to really think about it. The only thing
holding back a global time is the connotation that comes with 9 a.m. being the start of a
workday regardless of geographical location. To make the current system work requires
a constantly changing time zone so that the sun rises in the “morning” hours and sets in
the “evening” hours. If there is one single global time, then the time becomes the con-
stant and the relation between the time of day and the sun rising and setting would
become an old-school way of thinking. The benefit is that the entire world becomes in
sync and meetings in the metaverse are standardized. In other words, our working
hours might become 01:00 to 09:00 and anything outside of those hours are off limits.
And your working hours might be 07:00 to 15:00 and everything outside of those global
hours are off limits. You might be on the other side of the world from your colleagues
and yet 03:00 is the same time for both of you. The only difference being that at 03:00
global time one of you might be asleep and the other working.
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IN THIS CHAPTER

» Finding software applications that
are already installed in your cloud PC

» Exploring the free and paid software
options in the Microsoft Store

» Learning how to install and uninstall
programs in your cloud PC

» Seeing how security is important
when installing software

Chapter S

Digging into Software
Applications in
Windows 365

our Windows 365 cloud PC can run any of the software you would normally

run on a physical computer. A lot of software comes with your cloud PC by

default. You might find some of this software useful and you might enjoy
exploring it. On the other hand, some of this software you might want to uninstall
right away. A computer is only as useful as its software applications, and your
cloud PC is no different.

In this chapter, you look at using your cloud PC to run software. You learn about
the software that is already installed by default on your cloud PC. Next, you learn
how to install new software both from the Microsoft Store and from other sources.
You learn about the importance of security and about installing only legitimate
software. Finally, you learn how to uninstall software that you don’t want or need
on your cloud PC.
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Discovering Programs Already Installed on
Your Cloud PC

Your Windows 365 cloud PC comes pre-installed with many software applications
that Microsoft thinks you might find useful. Of course, among these are the famil-
iar Office applications and collaboration applications such as Teams. In addition,
you will also find many other familiar apps: apps for multimedia, such as Media
Player and Photos; apps for generating content, such as Voice Recorder, Snipping
Tool, and Video Editor; and apps for most basic computing tasks, such as Alarms
& Clock, Calculator, and Notepad. There is even an app for checking the weather,
aptly named Weather, and an app for checking the news, called Microsoft News.
Covering every app on your Windows 365 cloud PC would require a book unto
itself, so in this chapter we cover only a few of the most popular types of apps.

zation uses a Business plan or an Enterprise plan. Some applications, such as
Office, depend on other subscriptions, like the Microsoft 365 subscription your

TIP organization uses. In addition, for large organizations, your IT team may have
already pre-installed software you will use in your job duties. For example, if your
organization uses an Enterprise Resource Planning (ERP) system, then that soft-
ware may already be installed for you and ready to go when you log in for the first
time.

g The apps installed on your cloud PC can vary depending on whether your organi-

You can find all the apps on your cloud PC by clicking on the Start button and then
clicking the All Apps button in the upper-right part of the menu, as shown in
Figure 8-1. All your apps are listed in alphabetical order, as shown in Figure 8-2.
You can drag the slider on the right of the menu to scroll down the list of apps.
Alternatively, you can type in the search box to filter down the list of apps based
on an app’s name. When you find an app, you open it by clicking it in the list.

Finding our dear friends, the Office apps

We absolutely love Microsoft Office and have used it seemingly forever. Office 365
began the transition of moving the familiar Office apps such as Word, Excel, and
PowerPoint (and many others) into a cloud-based world. We were happy to see
our favorite apps were included as part of the future of Windows and pre-installed
in Windows 365. We already pay for these apps through our Microsoft 365 sub-
scription, so we were excited to see that we could continue using them when we
logged into our cloud PC for the first time. We cover finding and opening the
Office apps in Chapter 8 and go into more detail in Chapter 10.
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Using Media Player to view videos

Video is everywhere these days because almost all of us are carrying around a
video-recording device in the form of our smartphones. Also, when working on
our computer we often take video recordings to capture and convey information.
For example, we might take a video capture of a bug we found in a software appli-
cation so we can show it to the development team. In addition, web-based video
(think security cameras) is more prevalent now than ever. The good news is that
an app called Media Player is pre-installed on your cloud PC, and you can use it
to watch videos and listen to audio.

If you use a screen-capture program on your cloud PC, then any video you record
is already available on your cloud PC. If you use a physical device, such as your
smartphone or a security camera, then you’ll need to get the video file onto your
cloud PC. You can do this in multiple ways. We cover getting files from your physi-
cal computer to your cloud PC in Chapter 8. If your organization uses Teams or
SharePoint, then your files are likely already available on your cloud PC as soon as
you log in.

We have heard rumors for years that Microsoft might remove Windows Media
Player from Windows. Those rumors have never come true. Instead, Microsoft
added a brand new player called Media Player. When you search for Media Player,

TP you will see in the results both the older Windows Media Player and the new Media
Player. We suspect Microsoft added the new Media Player because many organiza-
tions still use video files distributed locally, or via a web URL, instead of using
cloud-based services such as YouTube and Vimeo.

A common task in any organization is taking training in the form of videos.

Although many videos can be streamed on a website, others can be found in the

form of local files or web URLs. You can use Media Player to watch these videos
TIP and listen to audio files.

To open Media Player and watch a video, follow these steps:

1 . Make sure you are logged into your cloud PC and then click the Start
button.
The Start menu appears.

2. Click the All Apps button in the top-right corner of the Start menu.

Alist of all the apps installed on your cloud PC appears (refer back to Figure 8-1
and Figure 8-2).

3. scroll down the list of apps until you see Media Player and then click it.

The Media Player app opens, as shown in Figure 8-3.
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4. click the drop-down arrow on the right side of the orange Open Files
button shown in Figure 8-3.

You can open a file, a folder, or even a URL to load videos. When you open
more than one video file, you queue up the files in a playlist. You can then
watch the videos in the playlist.

If you can't find the video file you are looking for, it might be on your physical
device (such as your phone or tablet). You can move the video file to your
cloud PC. We cover how to do that in Chapter 8.

TIP
5. Cclickthe Play button to begin watching the video.
Your cloud PC uses the speakers attached to your physical computer. We cover
working with physical peripherals, like speakers, in Chapter 6.
© Media Player - o X
= Home
| @
A
0
= Meet the new Media Player
_ Use this app to play your audio and video files and explore
your personal libraries.
3
FIGURES-3: | ™
Opening the .
Media Player app <X 4 PR SN
in Windows 365.

You can also listen to radio stations over the Internet using Media Player. The key
is that they must broadcast in a format that Media Player understands. This is a

nice concept; however, we find we mostly use Spotify or Pandora these days.
TIP

Content-generation apps

Creating new content for others to consume is fun and a great way to boost your
career. Some of the most popular apps used to create content are part of Office.
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However, there are other apps you can use, too. Your Windows 365 cloud PC ships
with apps pre-installed that you can use to capture voice recordings, screenshots,
and videos.

The Voice Recorder app is installed by default. We cover earlier in this chapter how
to find and open apps. When you open the Voice Recorder app for the first time, it
asks whether it can use your microphone. This seems like a straightforward
request, and it brings us back to thinking about the ways our cloud PC and what-
ever physical device we happen to be using interact with each other. The micro-
phone you use to record your voice on your cloud PC is located on your physical
device. Microsoft does a good job with Windows 365 of making this complicated
arrangement invisible. When you open the Voice Recorder app, or any app that
requires a component of your physical computer, you are benefiting from a com-
plicated feat of engineering. You are using the Internet to connect your physical
device with a computer running in some other location. Such an arrangement is
incredibly complex under the covers. However, Microsoft has developed Windows
365 to be as seamless as possible so you shouldn’t experience any friction.

The Voice Recorder app is extremely simple. Click one button and you begin
recording from your microphone. All your recordings appear along the left side of
the app; just select them and then select the Play button to listen to them. The
Voice Recorder app is shown in Figure 8-4.

Voice Recorder _ o x

Recording
Today 2/23/2022 12:05 PM

Recording
2/23/2022 12:05 PM 0:01

FIGURE 8-4:
The Voice 000 @ 001

Record (Ctri+R)

Recorder app on
a Windows 365 @
=3 i =h
cloud PC. = i 0 !
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A picture, they say, is worth a thousand words. We couldn’t agree more! To convey
meaning about something we are working on, we often take a screenshot.

A screenshot is a picture you take of your screen at a specific point in time. You can
capture your entire screen or just parts of your screen.

TIP
Your cloud PC comes pre-installed with a screenshot-taking app called Snipping
Tool. The Snipping Tool app is what we have used to take all the images you see in
this book. Open the Snipping Tool app and then click the New button to begin the
capture process. By default, the app captures the entire screen of your cloud PC in
what is known as Full-Screen mode. After you take a capture, you can edit the
image using basic features built into the app. When you are satisfied, save the
image to your cloud PC. Figure 8-5 shows a screen capture of our cloud PC screen.
+Ha ol Cloud PC Business 2vCPU/4GB/128GB
:'i
el _—
e Snipping Tool saveas(Ctilss) O X
+New @ O Vv ¥ @ Essu“‘@%D@
i
el
F
et (it
W
FIGURE 8-5: -
Using the HOLMOZNEB®HT ~ace e
Snipping Tool app
to ca pture an
image of the SO T =
cloud Pg screen. " PO Ca# % ~e gy 7o e

A shortcut to taking a screenshot with the Snipping Tool app is to press and hold
both the Windows and Shift keys on your keyboard and then press the S key. When
you do so, the Snipping Tool app automatically opens in capture mode, and you

TIP can use your mouse to click and hold and draw a rectangle of the area of your
screen you want to capture.
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If a picture represents a thousand words, then a video represents more words than
we can count. Professional video-editing software is numerous, but it can be
expensive. A basic video-creation-and-editing app, called Video Editor, comes
already installed with your cloud PC. The app provides basic functionality that lets
you create videos by adding sound and combining video clips. The app provides
basic functionality, and we have found it useful for the videos we create.

Oldie but goodie apps

Some of the apps installed on your cloud PC have been around for ages and are still
some of our favorites. The Notepad app, for example, is a very simple, bare-bones
text editor. We use it all the time to take quick notes and when we just want to type
text from our keyboard and capture it in a digital format.

into the Notepad app to remove any formatting. What you are left with is simple
text in Notepad, just the text content, which you can then copy and paste into any
TIP other app.

Q You can copy text from a web browser or document-processing app and paste it

In addition to Notepad, another favorite app is the Calculator. The Calculator app
provides basic functionality, and we find ourselves using it constantly for basic
calculations.

Some of the other apps you might find useful include Alarms & Clock, Weather,
and Microsoft News. The names of these apps do a good job of describing what
they do. We find ourselves using them because they are always available on our
cloud PC and easy to use.

The Clock app includes a Focus Sessions feature, which is good for time manage-
ment systems such as Pomodoro.

e Other websites and apps might be more useful for specific tasks, yet we find our-

selves coming back to the pre-installed apps regularly for basic tasks.

Getting Comfortable with Apps on Your
Physical Computer versus Your Cloud
Computer

Your cloud PC is a separate computer that lives in the cloud. This is a concept that
can take some time to adjust to. It is separate from any of your physical devices.
There are applications that are installed, and that you use, on your physical device,
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and there are applications that are installed, and that you work with, on your
cloud PC. Figure 8-6 illustrates the point.

Apps on your cloud PC are
separate from apps
running on your physical
computer.

Apps running on
your cloud PC

FIGURE 8-6:

Apps installed on

your physical . Your physical device is
computer are Apps running on whatever simply a connection to

separate from phVSical_ device you happen use your cloud PC.
apps installed on 10 be using to connect to

your cloud PC.  your cloud PC

It is important to remember that your cloud PC is separate from any of your phys-
ical devices. The software running on your physical device is completely separate
from the software running on your cloud PC.
REMEMBER

The separation of software between your cloud PC and physical device is straight-
forward when your physical device is running MacOS or when it is a phone or a
tablet. However, it is easy to get confused when both your physical device and
cloud PC are running the Windows operating system, especially when you have
the same software installed in both locations. We have caught ourselves opening
apps such as Notepad on our physical computer when we meant to be working on
our cloud PC. This is one of the reasons we decided to change the look and feel of
our cloud PC compared to our physical computers. We cover how to do this in
Chapter 5.

After some adjustment, however, the difference becomes intuitive. We now use
many different physical devices as a gateway into our cloud PC. We use our cloud
PC as our primary work environment and don’t worry about backing up our physi-
cal devices anymore. If one of our physical devices crashes and burns, we just grab
another one, or a new one, and continue working on our cloud PC right where we
left off. It can take some time to get comfortable with this new way of working,
but when you do having your work environment always available and separate
from the physical world is a great feeling.

Be sure you are aware of the location where the software you open is running. It is

easy to open a software application on your physical device when you meant to

open it on your cloud PC.
TIP
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Finding and Installing Software
on Your Cloud PC

The Microsoft Store is a centralized place where you can find and install apps.
Microsoft makes both free and paid apps available in the store. The benefit of
installing applications from the store (as opposed to somewhere else) is that
Microsoft puts all the store’s apps through its vetting process, which ensures the
store’s apps are legitimate and free of malware. With that said, you can, of course,
still install software you buy and download from other locations.

Think of the Microsoft Store as being similar to app stores on other devices. For
example, Apple has the App Store and Google has the Play Store.

TIP
Installing apps from the store
The Microsoft Store is available on your Windows 365 cloud PC by default. To find
applications, simply open the store and browse for apps that you want to install.
The Microsoft Store offers more than just software apps. You can also browse for
games, movies, and TV shows.

TIP

There are many web browsers to choose from. Microsoft Edge, for example, is
already installed on your cloud PC. We like to have options, however; another web
browser we like is Firefox by Mozilla. Firefox is a free app and is available in the
Microsoft Store.

To install the Firefox web browser from the Microsoft Store, follow these steps:

1. Make sure you are logged into your cloud PC and then click the Start button.
The Start menu appears.
2. Click the All Apps button in the top-right corner of the Start menu.

Alist of all the apps installed on your cloud PC appears (refer to Figure 8-2).
Alternatively, you can type the word store in the search box and then jump to
step 3 below to open the Microsoft Store app.

3. scroll down the list of apps until you see Microsoft Store, and then click it.

The Microsoft Store app opens, as shown in Figure 8-7.
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4. Inthe search field at the top of the store, type firefox and press Enter.
The Firefox app is displayed, as shown in Figure 8-8.
5. Click the blue Get button to download and install the app.

The button you clicked provides status updates as the app is downloaded and
installed. When it is done, the blue button will change to say Open. Click the
same button again to open Firefox.

(Canva

Canva: An online visual communications platform

See details

Canva: An onlines
visual p
communicatiofs... | |

Top free apps See all

FIGURES7: | @
The Microsoft Helo @ NETFLIX u G

Store app on your a = 51
e, ZouEO=CE nagw

Another app that we use regularly is called Adobe Creative Cloud. Adobe Creative
Cloud requires a paid subscription and includes a number of Adobe apps such as
Acrobat, Photoshop, Illustrator, and InDesign. Rosemarie is an avid photographer
and uses these apps on a regular basis.

The Microsoft Store includes apps you can install and use for free and apps that
you must pay for. For example, the Firefox web browser is free, whereas the Adobe
Creative Cloud is subscription-based software you must purchase. Be sure to

TIP check the subscription requirements for any app you want to try. Many apps offer
a free trial. Some apps charge a one-time purchase fee and others charge a
monthly or yearly subscription.
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Installing Apps from Other Sources

If you use an iPhone, then you are aware that you can only install software from
the Apple App Store. Microsoft has the Microsoft Store, but it’s not so restrictive:
You can also install software on your cloud PC directly from the Internet. This can
be a risky proposition, however, and we recommend taking every precaution
should you decide to install software you download.

The Microsoft Store is a great way to install software that you know is trusted and

free of malware.
TIP
One of our favorite screen-capture programs is called Snagit, made by a company
called TechSmith. When we want to install this software, we must make sure we
are buying it and downloading it from the company that makes it. In other words,
we need to use our web browser and go to the website, https://www.techsmith.
com. If you happened to do this from an untrusted Internet connection, such as a
coffee shop Wi-Fi, then you should take extra precautions as well. You should
make sure the certificate for the website shows the verified name of the
company — otherwise, a bad actor could be displaying a fake site to you in the
hopes you will enter your personal and payment information. To check the certifi-
cate for the site, look to the left of the website’s URL in your web browser. In
Google Chrome and Microsoft Edge, you will see a padlock icon. Click on the
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padlock icon to view the details of the certificate, as shown in Figure 8-9. When
you verify that the site is legitimate and has a valid certificate, you can then inter-
act with the site to purchase, download, and install software.

Padlock icon
[ | KN Global Leader if Screen Recordii X | NN Cloud PC Business 2vCPU/4GB/128G8 _ a x
o C B |nttps//www.techsmith.com ® s v )

NTechSm < Connection is secure RPN ¢ Store Q 3 ® = sgnin | [

This site has a valid certificate, issued by a trusted authority.

This means information (such as passwords or credit cards) will be
securely sent to this site and cannot be intercepted.

Always be sure you're on the intended site before entering any

Shoy
You

Create and share images and videos for better

training, tutorials, lessons, and everyday NTeChSmlth”
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communication.

N

Show What You Know

'iew Products _ 120 o = — @ O B O

Over 73 million users worldwide.
FIGURE 8-9:
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When viewing a website in a browser, you should check to make sure the site has
averified certificate. For most web browsers a padlock icon will appear to the right
of the website. If you don’t see a padlock on a website, then the website has not
TIP been verified and you should not trust it.

One of the most important steps in installing software you have downloaded is
verifying the publisher of the software. When you install software, a warning pops
up asking you to confirm you want to install the software. You should confirm that
the software is a verified publisher before installing. If you see a message that the
publisher is “Unknown Publisher” then consider it a red flag and avoid installing
the software. Only in rare cases does a software company fail to go through the
process of obtaining a software signing certificate and still wants people to install
their software so we recommend putting your radar on high alert before installing
any software that has not been signed with a certificate. Figure 8-10 shows the
trusted publisher information when we installed Snagit.
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User Account Control

Do you want to allow this app to make
changes to your device?

- TechSmith Snagit

Verified publisher: TechSmith Corporation
File origin: Hard drive on this computer

Show more details

FIGURE 8-10:

The trusted
publisher
notification when
installing
software. Publisher info

Only install software that has been signed and that shows up as a verified pub-

lisher. If you see a message that the publisher is “Unknown Publisher,” be sure to

dig in deep to understand why the software company is not going through the
waArRNING  process to sign their software as trusted software.

Cleaning Up and Uninstalling Apps

Everyone has a different level of comfort when it comes to the number of apps
installed on their computer. Some people prefer to install and uninstall apps that
they use frequently, and others prefer to keep all the apps they might ever want to
use installed at all times. We lean towards limiting the number of apps installed
to those that you use because it lowers the attack surface for any hackers.

Uninstalling software that you don’t use is important in maintaining security. We
cover security further in Chapter 13.

TIP
To view the apps installed on your cloud PC and uninstall the ones you don’t need,
follow these steps:

1. Make sure you are logged into your cloud PC and then click the Start button.

The Start menu appears.
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2. Inthe search box type add or remove programs and then click the app, as
shown in Figure 8-11.

The Apps & Features settings page appears with a list of apps found on your
computer.

3. scroll down and find the app you want to uninstall, click the vertical
ellipsis to the right of the app, and choose Uninstall, as shown in
Figure 8-12.

A warning is displayed for you to confirm that you want to uninstall the app
and all its associated data.

If you are using Windows for your physical computer, then it is easy to get
confused and uninstall apps from your physical computer instead of your
cloud PC. Make sure you are working in your cloud PC if that is where you want

REMEMBER to uninstall an app. We found ourselves thinking we were in our cloud PC when
we were really on our physical computer many times before we came up with
a strategy and habit to avoid the confusion. We changed the look and feel of
our cloud PC and physical computer, so we always have a visual clue as to
where we are working. We cover this in more detail in Chapter 5.
4. select Uninstall to confirm you want to remove the app and all its
associated data.
The app is uninstalled and removed from the list.
£ add or remove pmgramsl
All Apps Documents ~ Web More v gj
Best match
Add or remove programs
| R e £33
Search work and web Add or remove programs
Control panel
add or remove programs - See work
o and web results >
(2 open
0 add or remove programs from my N
Somputer Get quick help from web
£ add or remove programs-bing > Uninstalling apps
O add or remove programs apps Installing web apps from Microsoft
Updating apps
£ add or remove programs printer
FIGURE 8-11: £ add or remove programs windows
Opening Add or
Remove £ add or remove programs bing
PrOgramS from £ add or remove programs 1
the Start menu.
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IN THIS CHAPTER

» Gaining a general understanding of
creating a document

» Exploring how to use File Explorer

» Getting familiar with how to do
backups

» Seeing how to move files between
your physical computer and your
cloud PC

Chapter 9

Working with
Documents and Folders

f you are like us, then you remember the days when the world ran using paper.

Big file cabinets contained all sorts of documents in the form of pieces of paper.

Each piece of paper represented information of some type, and they were
grouped together in folders. Some of those pieces of paper were drawings or pho-
tographs, some were typewritten text, and others were a combination of both. And
then the digital age swept the world.

If you are an experienced computer user, then you are already familiar with docu-
ments and folders in the digital age. Documents became digital, and working with
them involved using specific software applications such as the popular Office
applications Word, Excel, and PowerPoint. We like to think of the migration from
paper to digital documents as the first great wave of transition. We are now well
into the second great wave of transition, which involves software developed in a
hyperconnected world using the Internet (aka the cloud).

As computing has moved into a cloud-first world, the concept of a document has
morphed from a piece of paper into something that is not so easy to understand.
Yes, a document still represents a type of information, such as a Word document,
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an Excel spreadsheet, or a PowerPoint presentation. However, with cloud-first
software, the file can be synchronized automatically between cloud locations and
physical devices. In other words, a shift has happened so that a document can
magically be many places at the same time. This requires a mental shift, the famil-
iar reference of a digital document representing a physical document no longer
works. Microsoft undertook this shift nearly a decade ago when they introduced
Office 365. With Office 365, your documents are often available on all your devices
without you having to think of where you left them. For example, in order to work
on a file in the days before Office 365, you would first have to remember whether
your file was on your laptop or maybe on your computer at the office. If you
wanted to move a file between devices, then you could put it on a disk or email it
to yourself or a colleague. Office 365 removed this burden with the result being
that your files were always available on every device.

Now Microsoft is doing the same with the Windows operating system in the form
of Windows 365. Windows 365 makes your entire operating system available just
as Office 365 did with your documents. Which brings us to the current chapter.
Microsoft provided a gradual on-ramp to the cloud-first world with the move
from Office to Office 365. Microsoft is doing the same in the move from Windows
to Windows 365. When thinking about your documents and folders on your cloud
PC, you’ll have to make mental adjustments to some things, although for now,
most of your current knowledge will directly translate.

In this chapter, you learn how to create new files on your cloud PC. You learn how
the new Office application is a one-stop shop for creating Office documents. You
then learn how to open a particular Office application, such as Word, directly and
how to create a document. Next, you explore how to work with files using File
Explorer, how backups work in Windows 365, and finally, how to move files
between your cloud PC and your physical computer.

Finding Microsoft Office

The traditional Office apps, such as Word, Excel, and PowerPoint, are a major part
of Windows in your cloud PC. Microsoft has created a unified Office experience in
the form of a single Office app (although you can still launch each Office app indi-
vidually). From the single Office app, you can find all your Office formats and
create and open files.

and other popular Microsoft products such as Teams and SharePoint. At some
point, it might be hard to tell where the operating system of your cloud PC ends
TIP and the apps it runs begin. Your cloud PC will become your productivity portal in

g We expect that in the future, Windows 365 will continue to integrate with Office
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the metaverse and any device with an Internet connection will work. We feel that
Microsoft is laying the groundwork for a new era of computing in the metaverse.
Perhaps an augmented reality device, such as HoloLens, or a virtual reality device,
such as Oculus, will be your primary cloud PC interface at some point in the future.
Some people are even working on direct brain-computer implant interfaces, like
Elon Musk and his company Neuralink, so perhaps the future of computing will
see our brains integrating completely with the cloud! Seems a scary thought —
although probably no more radical than the concept of the Internet would have
been 100 years ago.

The Office apps are integrated and available in a single app that feels like part of
your cloud PC. Microsoft has named this new app simply Office. You can still find
the stand-alone apps and open them individually, too. We walk you through both
methods of accessing your favorite Office apps next and cover the SharePoint and
OneDrive apps (which are part of Office 365) further in Chapter 11.

Creating a new Excel spreadsheet
from the Office app

Microsoft has evolved Office into much more than the traditional apps such as
Word, Excel, and PowerPoint. As Office transitioned to a cloud-first strategy with
Office 365, a significant number of apps were added to the product. To help you
wrangle all these new apps, Microsoft created a super-app called simply Office.
The Office app has the same name as the Office suite of products from yesteryear,
although it is so much more. All these new Office apps might boggle your brain,
but if you are just trying to open Excel to create a spreadsheet, you should know
that it is as easy as ever.

To open Microsoft Excel from the Office app on your cloud PC, follow these steps:
1. Makesure you are logged into your cloud PC and then click the Start
button.

2. Type office and then click the Office app, as shown in Figure 9-1.

The main Office app opens, and you can see all the individual apps along the
left side of the screen, as shown in Figure 9-2.

3. Click the icon to load the Excel app. Alternatively, you can click the plus
sign at the top of the list and then select the type of file you want to
create, as shown in Figure 9-3.

The Excel app then launches, and you can create a new blank spreadsheet,
open an existing spreadsheet, or create a new spreadsheet from a template.
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Working in full-screen mode when
creating a new document

When you open an app such as Microsoft Word, you must make sure you are open-
ing it in your cloud PC, not your physical PC. It can be easy to make a mistake if
your cloud PC and your physical computer have the same apps running. If your
revemser  physical computer is running MacOS, on the other hand, then it is easier to avoid
the mistake. If your physical computer is running Windows 11 and your theme and
background are identical on both systems, then it is easy to make the mistake.
As we mentioned earlier, we like to change the look and feel of our cloud PC so that
we never make the mistake of working on physical computer when we thought we
were working on our cloud computer.

To open Microsoft Word on your cloud PC, follow these steps:

1. Besure you are in the window you are using to connect to your cloud PC.

We covered connecting to your cloud PC using the Windows 365 Remote
Desktop client or a web browser in Chapter 4.
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2. Click the Start button (on your cloud PC).
The Start menu appears.
3. Click the Word app (or type word in the search bar and press Enter).

The Word app opens on your cloud PC.

A good habit to get into is making the look and feel of your cloud PC different from
any look and feel of your physical computers. Another good habit is always mak-
ing the window you are using to connect to your cloud PC full screen. To illustrate

TIP the point, we opened Word on our cloud PC and made the window smaller so that
you can see the Start menu and the desktop of our physical computer as well as the
cloud PC, as shown in Figure 9-4. When we put the window that shows our cloud
PC (which is the Windows 365 Remote Desktop client running on our physical
computer) into full-screen mode, then our entire physical display is filled with
our cloud PC desktop. This concept can take some time to get used to, but after you
are familiar with it, using your cloud PC from any physical device is a piece
of cake.
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Saving a document

When you sign into your cloud PC, you are using your Microsoft 365 credentials as
we outlined in Chapter 1. This means that when you sign into your cloud PC you
get all the Office 365 cloud-enabled features by default. A perfect example is sav-
ing a document. You won’t see the Save menu item if the AutoSave toggle is on.
This is because your document is automatically saved for you by default. In other
words, when you stop working, move to another computer, or throw your com-
puter in the ocean, and then come back to work on the document again, using
whatever physical device you decide you want to use, your cloud PC and the doc-
ument you were working on will be exactly as you left them.

The AutoSave toggle is turned on automatically when you are logged in to your
Microsoft 365 account. When you are using your cloud PC, you sign in using your
Microsoft 365 account. If you are using a traditional version of Windows on a

warning  physical computer, however, then you need to keep in mind the document might
not be saved automatically. We experienced this when we got used to working on
our cloud PC and then had to work on a document on a traditional version of
Windows. We forgot to constantly save the document and lost a significant
amount of work. To avoid making the same mistake, you should always remem-
ber to save your document when not working in your cloud PC.

The AutoSave feature can be tricky when you are used to the traditional method of
saving a file as you work. We have run into issues where we were used to saving a
file with a new name as we made changes, and this doesn’t work with AutoSave.

warning  Microsoft is trying to be helpful and automatically save your work; however, it can
be a struggle to get used to the feature.

Copying and pasting

When you first begin to use your cloud PC, you will likely have information on
your physical computer that you will want to get into your cloud PC. Later in this
chapter, we tell you how to move files. However, you might want to move only a
paragraph of text, or an image, or some financial data. To move information to
your cloud PC, you can copy from a document on your physical computer and then
paste into a document on your cloud PC. Copy-and-paste works because of a
shared clipboard between your physical device and your cloud PC.

The way you add information to your clipboard on your physical device depends
on the operating system the device is using. For example, in Windows you can
right-click and select the Copy icon. You can also use the keyboard shortcut by
pressing and holding the Ctrl key and then pressing the C key. On a Mac, the key-
board shortcut is to press and hold the Command key and then press the C key to
copy. On a tablet or smartphone, you tap and hold and then select Copy. After
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you’ve successfully copied the information, you can paste it in your Windows 365
cloud PC by right-clicking and selecting the Paste icon or by using the keyboard
shortcut (Ctrl-V).

Copying and pasting from your physical computer to your cloud PC can also be
done when using your web browser. When you connect to your cloud PC using a
web browser, make sure that the selection for Clipboard is selected, as shown in

TIP Figure 9-5.

0 | 3 Windows365 X | [P Rosemarie Withee - Cloud PCBL X | o = a X
C (3 https;//windows365.microsoft.com/webclient/d913f048-d346-4bdc-bbac-ea1b3276c0ff * = S
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Advanced Settings

Closing a document

Because your cloud PC is always on and always available you don’t necessarily
need to close a document. When we first started using Windows 365, we were in
the habit of closing documents when we shut down our computer. Over time, we
adjusted to the fact that our cloud PC is always on and always available and exactly
how we left it. Now we keep documents open and when we close them, we think
of it as archiving it or moving our thinking about it to a closed state. If you want
to close a document, click the X in the upper-right corner of the document. Alter-
natively, you can click on the File menu in the upper-left of a document and then
select Close.
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Getting Familiar with Windows
in Windows 365

Microsoft tends to use the same words for various meanings. It is especially the
case with software like Teams where your team can work together. Teams is rel-
atively new, and we cover it further in Chapter 9. Windows, on the other hand, has
been around for ages. An eternity, in Internet time. Windows refers to the operat-
ing system that runs all the hardware on a computer. A window is also a box that
is displayed on your computer that represents the user interface for an applica-
tion. So, it makes some sense that Windows, the operating system, is focused
around using windows to get things done. If you are already familiar with Win-
dows, then this concept is all too familiar. What makes Windows 365 different is
that the entire Windows operating system is also running within a window on
your physical computer. It doesn’t matter what physical computer you are using
or what operating system that physical computer is running. When you connect to
your cloud PC, you are viewing it through a window on your physical computer.
This can take some getting used to. As we mentioned previously, we like to make
the window we are using work with our cloud PC full screen, so we have the illu-
sion that our cloud PC is running on our physical computer.

One of the most important concepts to keep in mind when using your cloud PC is
that it is separate from whatever physical computer you happen to be using to
connect to it. The best way we have found to get our minds around it is to think of

TIP your cloud PC as an actual computer that Microsoft has set up for you and that you
log into and use remotely over the Internet. Using this way of thinking makes it
easier to think about apps and files and where they live and run. The apps either
live and run on your cloud PC or they live and run on whatever physical computer
you are using to connect to your cloud PC.

Looking at Files and Folders

There is a special app in Windows called File Explorer. When you open this app,
you are presented with the files and folders on your computer. Be sure you are in
the correct window and looking at the desktop of your cloud PC and then click the
Start button, type file explorer, and press Enter. The File Explorer app opens, and
you can see all your files and folders, as shown in Figure 9-6. By default, it opens
and shows you quick access areas that you might want to look at, but you can also
click on the left side of the app to explore the files and folders in other places on
your computer.
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If the File Explorer application is pinned to the tray, which it is by default, then

you can click the icon to open it. In Figure 9-6, you can see the icon, which looks

like a file folder, on the tray. In general, there are multiple ways to perform the
TIP same task in Windows 365.
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Moving and copying files

You can move files between folders by clicking on them, holding the mouse button
down, and then dragging them to another folder. You can make copies by right-
clicking on a file and choosing the Copy icon, as shown in Figure 9-7. You can then
go to another folder, right-click, and choose the Paste icon, which makes an exact
copy of the file in the new location.
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Creating folders

You can create new folders and name them so that you can organize your docu-
ments. A folder can be created within another folder. To create a new folder, navi-
gate to the location you want to create the folder, then right-click in File Explorer
and select New from the menu and then choose Folder, as shown in Figure 9-8.

Figure 9-8 shows you how to right-click and create a new folder. Notice that you
can also choose to create a new document using the same process. It is often the
case in Microsoft products that you can achieve the same result in multiple ways.

After you create a folder, you can move it just like you move files: Click on it and
hold down the mouse button and then drag it to the new location and release the
mouse button.

Organizing files

Keeping files, as well as our homes, organized can be a challenge for us all. On the
surface, it can feel overwhelming to start using a new cloud PC. It seems like it is
just one more place you might have to look for your digital files. If you are dread-
ing this aspect of Windows 365, then you are not alone. We felt the same way
when we started using our cloud PC. We already used Dropbox, Box, OneDrive,
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Teams, SharePoint, and folders on various devices and external drives. Over time,
we shifted to keeping all our work documents on our cloud PC and slowly stopped
using other locations. It took time, but after a while we found our work lives to
become more organized because we know our cloud PC is always on and always
available. We like to think of it as being like the mental shift we went through
when banking shifted to the cloud (yes, we remember it like it was yesterday).
Prior to online banking, we had to correspond through the mail, waited for a
statement every month, and reconciled our checkbook. Now we don’t even receive
a paper statement, and we know exactly the details of our checking account in
real-time on our phone. We have found the same holds true with our cloud
PC. After shifting to using our cloud PC, we don’t think much about our work
documents. We know we can connect to our cloud PC from any device and from
anywhere in the world. Our work progress is exactly how we left it the last time
we connected, even if that was from a computer in another time zone.

Folder option
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When you get your mind around your cloud PC being always on and always avail-
able, the next step is organizing your files. If you are already familiar with folders,
then you will feel right at home in Windows 365. You can create new folders
(described in the previous section) and you can put documents inside those fold-
ers. You can also put folders within other folders in a hierarchy of folders. To
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move a folder into another folder, click on it, hold down the mouse button, drag
the folder over the top of another folder, and then release the mouse button. The
folder will be moved inside of the other folder. You can continue this process in a
way that makes the most sense for you.

Sharing documents with others

Sharing folders with other people in your organization is a concept that has been
around for a long time. Windows 365 provides the same functionality through
Teams, SharePoint, and OneDrive. The Teams application has a place where you
can store and share files with others. When you put documents in Teams, they are
shared with others on the team, and you can work on them and collaborate in real
time. We cover using Teams in detail in Chapter 10, but if you want to dive even
further check out Teams For Dummies by Rosemarie Withee (Wiley). You can think
of OneDrive and SharePoint as almost the same thing. SharePoint includes a web
interface and OneDrive is used to sync files with SharePoint sites and colleagues.
In fact, SharePoint uses OneDrive to sync files. We cover OneDrive in more
detail in Chapter 11.

If you are using Teams to store your files, then you are already using SharePoint.
Teams uses SharePoint behind the scenes for document storage.

TIP

Deleting and recovering documents
and folders

You can delete a document or folder by selecting it and pressing the Delete key on
your keyboard. Alternatively, you can right-click and select the Delete icon (it
looks like a trashcan, which you can see by referring back to Figure 9-7). When
you delete a document or folder, you move it to a special folder called the Recycle
Bin. The Recycle Bin in your cloud PC is like the recycle bin at the food court in a
mall. When you throw something like an empty soda can into the recycle bin, it
remains there for a while, but eventually it is removed and recycled and used to
make a new can. In the same way, when you delete a file, it is moved to the Recycle
Bin, and you are letting your cloud PC know that it can recycle the digital space
that it took up and make it available to create new documents.

By default, the Recycle Bin keeps your deleted files until the space reserved for
recycled items runs out. The default size of the Recycle Bin on our cloud PC is 1638
megabytes. When we have deleted more than 1638 megabytes, the Recycle Bin

TIP folder will start permanently deleting older Recycle Bin files to make room for
files we recently deleted. You can change these settings by right-clicking the
Recycle Bin icon on your desktop and selecting Properties.
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If you accidentally delete something, you can still retrieve it for some time by
looking for it in the Recycle Bin. To restore an item you deleted, double-click the
Recycle Bin folder on your desktop to open it, right-click the item, and select
Restore.

Getting files from your physical
computer to your cloud PC

One of the first tasks most people want to achieve with a cloud PC is to get the files
on their physical computer into their cloud PC. The good news is that when you
are using the Windows 365 Remote Desktop client, the storage on your physical
computer shows up in the File Explorer app on your cloud PC. You can find that
storage by selecting “This PC” on the left side of File Explorer. You will see the
storage on your cloud PC, and at the bottom you will see the Redirected Drives and
Folders section, as shown in Figure 9-9.

Using the Windows 365 Remote Desktop client on MacOS is slightly different than
on Windows. On MacOS you will find the Folders options on the Folders tab where
you can redirect folders.

Keep in mind that the contents you see in the Redirected Drives and Folders sec-
tion are specific to whatever physical computer you happen to be using to connect
to your cloud PC. If you connect from your laptop in the morning, then you will see

TIP the files and folders on your laptop. If you connect from your desktop computer,
then you will see the files and folders in your desktop. When using the Windows
365 Remote Desktop client, you can even see the storage on your phone, if that is
the device you happen to be connecting from.

To move files from your physical computer to your cloud PC, use File Explorer.
The process is similar to moving a file between folders within the same computer.
On your cloud PC, open File Explorer twice so you have two windows open. In one
window, open the files on your physical computer, found in the Redirected Files
and Folders section. In the second window, open the location on your cloud PC to
where you want to move the files. Then, click on a file in one window and drag
and drop it in the other window, as shown in Figure 9-10.

By default, dragging and dropping files between computers creates a copy. If you
want to move the file instead of copying it, then use the right mouse button to

drag and drop. When you use the right mouse button and drop a file, you are pre-
TP sented with a menu with options other than copy.
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FIGURE 9-9:
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If you are using a web browser to connect to your cloud PC, then you won’t see the

Redirected Files and Folders section in File Explorer. This is another reason we

recommend using the client whenever possible. Using a web browser is fine in a
rememeer  pinch but for everyday work we always use the client.

With files in so many places it can be easy to get confused. For this reason, we
recommend using a content management system like SharePoint to keep your
files organized and share and collaborate with others in your organization. If your
organization uses Teams and you have files in Teams, then you are using Share-
Point. Teams uses SharePoint as a content management system and provides a
simpler interface to work with files than going directly into SharePoint. We cover
using Teams in Chapter 10 and SharePoint in Chapter 11.

Getting Comfortable with Backups
in the Metaverse

If you have used a computer connected to the Internet to interact with others,
then you are a bona fide member of the metaverse. Congratulations! We love the
“metaverse” buzzword because it sounds like we are in a sci-fi movie such as The
Matrix. Cue the movie voice, “in a world known as the metaverse, a young heroine
fights evil . . .”. Using the previous buzzword, the cloud, was cool for a long time,
but it is time to move into the future. Both terms mean essentially the same thing.
You are using resources “out there” that are being hosted and run by someone
else. Since “out there” isn’t very catchy most people prefer to call it the cloud or
the metaverse. In the case of Windows 365, the group out there hosting the soft-
ware is Microsoft. And this is a good thing because it means they are on the hook
for making sure our digital infrastructure is backed up and secure. Even though
we are offloading most things to Microsoft, there are still some backup consider-
ations we need to keep in mind.

The term cloud derives from the early days of drawing diagrams of networks. Net-
works consist of pieces of equipment such as routers, switches, cables, and plugs.
Drawing a network can be time consuming so engineers, being inventive, decided

TIP to just draw a cloud shape for a complex network diagram. The Internet became
the network of all networks and thus became the cloud shape in diagrams. This
tidbit is a great conversation piece at cocktail parties.
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You can think of backups in two primary ways. The first way is to think of the
personal work you are doing on your cloud PC in the form of your documents and
files. The second way is to think of your cloud PC and the settings and applica-
tions you have installed.

Making sure you don’t lose work

Modern computing is very forgiving to the mistakes we humans make. Lately, we
are more surprised when we can’t recover from a mistake with the few clicks of a
button. With that said, you still need to be aware of the content on your cloud PC
and take the proper precautions so that you never lose your work. For example, if
you accidentally delete data in a spreadsheet and don’t realize it, then the data is
likely lost unless you have a previous version backed up.

If you keep your documents in SharePoint and have versioning on, then you can
easily go back and see all the different versions from when you saved and worked
on a document.
TIP

To keep your hard work safe, we recommend keeping your documents in a content
management system such as Teams or SharePoint (hint, Teams uses SharePoint
behind the scenes). When your files are in a content management system they are
automatically backed up. You can turn on automatic versioning and avail of all
sorts of great features. We cover Teams in Chapter 10 and SharePoint in Chapter 11.
We have even written entire books on Teams and SharePoint. If you want to dive
deep in these areas, check out Teams For Dummies and SharePoint For Dummies
(Wiley).

Keeping your cloud PC safe and backed up

The cost of a cloud PC is not insignificant. One of the benefits of having Microsoft
take on the ownership of managing the infrastructure is that they are on the hook
for backing up your cloud PC. Going into the details of what this entails would
require several books. If you are interested in learning more about this, open your
favorite search engine and type in “how does a Microsoft data center work.” We
think understanding all the pieces of a data center is on par with understanding
all the pieces of the U.S. Government. In other words, a lot of people have careers
focused on various aspects of the process. With all this in mind it is important to
know that you or your administrator can cause problems for yourself by perform-
ing actions such as resetting a cloud PC from the Microsoft 365 administrative
interface.
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If you have followed along with the book, then you personalized your cloud PC in
Chapter 5. Making your cloud PC your own can consume a lot of time, and you
don’t want to lose the work. If you are an administrator, then keep in mind that
you can reset a cloud PC back to a fresh state. However, when you do this, you are
removing all the changes that have happened to the cloud PC since it was first
created. If you are not the administrator for your cloud PC, then make sure to tell
the administrator not to reset things without checking with you first.

An administrator can reset your cloud PC, which removes all apps and local docu-
ments you have created on it. We cover administration further in Chapter 18.

WARNING
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IN THIS CHAPTER

» Gaining a general understanding of
Teams

» Getting familiar with basic Teams
terminology

» Learning how chats, channels, and
teams work

» Digging into tabs and files

Chapter 10

Using Microsoft Teams
to Stay Connected

irst, Office went to the cloud with the introduction of Office 365. Then the

Office suite of apps grew with the addition of SharePoint, Teams, OneDrive,

and so on. Windows 365 completes the seamless cloud experience. As previ-
ously mentioned, you need to have a Microsoft 365 account in order to use
Windows 365. The good news is that Microsoft Teams is already preinstalled with
your cloud PC so you don’t have to take the extra steps of installing it.

We admit that when we first heard about Microsoft Teams, we were not very
impressed. The market was already filled with chat programs. Microsoft even
purchased the most popular one, Skype! So why did Microsoft decide to create
redundant software? Well, that was years ago. Since then, our opinion has under-
gone a radical transformation. Now we understand the vision Microsoft had for
Teams, we have seen what it has become, and we know why it has surpassed
SharePoint as the fastest-growing product in Microsoft’s history.

In this chapter, you see what makes Teams so special. First, you take a quick spin
around the Teams interface and learn some of the basic Teams terminology. Then,

you get up and running with the Teams app in a quick tutorial. After that, you find
out how to sign up and sign in. Let’s get Team-ing!
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Wrapping Your Head around
Microsoft Teams

Microsoft Teams is a relative newcomer to the world of business communication
software. It was first announced in 2017, and when we first heard about it, we
weren’t sure what to make of it. We had been using Skype to chat with friends and
family for years, and we had used Lync (later rebranded Skype for Business) for
business communications. Since its announcement, Teams has been integrated
with just about every product Microsoft offers and has swallowed all the features
that used to make Skype for Business so great. You can make phone calls, chat,
conduct meetings, share your screen, and have video calls, to name just a few of
the features Teams offers.

Microsoft Teams as a communications platform, replacing Skype for Business, is
nice, but that is not what has made it the fastest-growing product in Microsoft
history. What makes Teams so special is that Microsoft has invested heavily to
make it the face and entry point to almost all other Office services. This means you
can use Teams to not only collaborate in real time to chat but also work with oth-
ers using the Office apps such as Word and without having to leave Teams. For
example, we are writing this book using Microsoft Word, but we are doing so from
within the Teams app, as shown in Figure 10-1. We really like having one main
app that acts as a hub and think you will, too.

In addition to integrating with Microsoft Office, Teams also integrates with many
third-party applications. The app section, as shown in Figure 10-2, includes
Microsoft apps and also many others.

To be fair, the big competitor to Teams called Slack (https://slack.com), is also
racing to integrate other software and be the primary business tool you use for
communications and productivity. Slack had a head start — hitting the market in
2013 — and became incredibly popular very quickly. However, Microsoft had a big
advantage in that so many people already used Office products, so when Microsoft
integrated Office with Teams, it was an easy move for users to start using Teams.
In fact, in 2020 it was announced that Teams now has more active users than
Slack. That is a big milestone!

Don’t get us wrong; We still use Slack in Rosemarie’s consulting business, because
some of her clients only use Slack and don’t use Teams. In fact, we use other apps,
too, such as Google Workspace (https://workspace.google.com) and Zoom
(https://zoom.us). Zoom has become extremely popular for video-calling espe-
cially for groups. However, Zoom is focused on video-calling and lacks the inte-
grated capabilities needed to do effective remote work and collaboration.
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FIGURE 10-1:
Using Microsoft
Word from within
Teams.

FIGURE 10-2:
Some of the apps
that integrate
with Teams.
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It is this software diversity resulting from Rosemarie’s consulting that gives us
confidence to contrast and compare these tools.

Microsoft Teams is becoming the one app to rule them all in the Microsoft world.
It has become the entry point for Office applications as well as other non-
Microsoft software. This is the reason it has grown so quickly. If you are using
Microsoft 365 apps on your cloud PC, you may find yourself using the integrated
apps (some of which are covered in Chapter 11) through Teams instead of trying to
remember how to use them independently.

Getting Familiar with Teams Terminology

Just like every other software program out there, Microsoft Teams has its own
specific terminology. And even though the list of terms is short, keeping the
Teams terminology straight can be a challenge. For example, you will likely one
day find yourself inviting one of your teammates to your Teams team. Or asking
which Teams team your coworker is talking about. After you get used to it,
however, the terminology will seem normal.

To get a jump on the terms, here are some quick definitions:

¥ Teams: Use the term Teams (uppercase) to refer to the product itself.

¥ Team: A team (lowercase) is a group of users. You can specify settings for
teams and have multiple teams within Microsoft Teams. For example, you
might want to create a team for accounting, a team for legal, and another
team for external contacts.

3 Channel: A channel is a group chat within a team. A team can have multiple
group chats with the idea being that you can create a chat for different topics.

¥ Thread: A thread is a specific topic of discussion within a channel. For
example, one person might start a new thread in the channel and then others
can reply to that thread. You can have multiple threads going in a channel at
the same time.

3 External/guest user: An external or guest user is a user who is not part of
your organization. For example, you might be a consultant and need to
communicate with the company’s accountant. You can invite that person as a
guest user to your team.

These are the basic terms to get you started. When you get familiar with the rela-
tionship between Teams, a team, a channel, and a thread, you have all the knowl-
edge you need to dive in further and get productive.

146  PART 3 Getting Work Done with Microsoft 365

0005408830.INDD 146 Trim size: 7.375inx9.25in July 4, 2022 12:52 PM



Getting Started with the Teams App

Now that you have an idea of what makes Microsoft Teams a useful tool for online
collaboration and communication, it’s time to dive in and take a look at the app
for yourself. It is already installed by default on your cloud PC.

Taking a Quick Spin around Teams

If you have been following along in this chapter, you may notice that Teams run-
ning on your cloud PC (refer to Figure 10-2) looks a lot like Teams running from
within your web browser (see Figure 10-3). Microsoft did this on purpose. The
design thinking is best practice, and we were glad to see Microsoft adopt it. This
way, if you usually use Teams on your cloud PC and find yourself logging in to
Teams using a web browser on your computer at home, you don’t have to worry
about learning a different interface. Of course, you could always just log into your
cloud PC directly, too, and find the same Teams app you are used to using.
Microsoft gives you options, though, by also offering Teams in any browser on

any device.
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Primary navigation appears on the left side of the screen and includes the
following icons: Activity, Chat, Teams, Calendar, Calls, and Files, as shown in
Figure 10-3. At the bottom of the screen on the left, you will find links to Apps
(refer to Figure 10-2) and Help. Clicking one of these main options opens that
associated screen in the main part of the app.

Activity

If you click the Activity icon in the navigation pane, you will see your feed. You can
also see your activity by clicking the feed heading and selecting My Activity, as
shown in Figure 10-4. In the Activity feed, you find notifications about things
going on around Teams that you might find interesting. For example, if there is an
unread message in a channel or if someone sends you a chat message, it will
appear in your Activity feed. Think of it as your one-stop-shop for everything that
has happened in Teams since you were last there.
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Teams can get very noisy very quickly. Just a handful of people chatting and
carrying on is enough to tempt you to ignore it entirely. Using the Activity feed,
however, you can tune in to only the things that are important to you.
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TIP

FIGURE 10-5:
The Teams area
of Microsoft
Teams.
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The Chat area is where you find all of your personal and group chats. There is a
subtle difference between conversations in chats and conversations in channels.
We like to think of chats as ad-hoc messages to one other person or a few other
people. Chats come and go and are spontaneous, whereas a channel is a dedicated
area that persists and where people can communicate about a particular topic. You
will find channels within Teams as described in the next section.

You can have one-on-one chats with another person or group conversations with
several people at the same time in the Chat area.

Teams

The navigational area where we seem to spend all our time, and likely you will too,
is the Teams area. Yes, the product is called Teams and the navigation component
is also called Teams (see the left side of Figure 10-5). And within the Teams
navigation component you have individual teams called a team. Confused yet? We
don’t blame you! But don’t worry; it will become clear shortly.
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Clicking the Teams icon in the left navigation pane opens all the teams you are a
member of. In Figure 10-5, you can see that we are only a member of one team:
Windows 365 For Dummies. This is the team we created when we first set up
Teams. Within the Windows 365 For Dummies team is a channel called General,
which is the default channel created automatically when a new Team is created. If
we click the General channel, we can see all of the chats going on in the channel.
Right now, it is empty because Rosemarie is the only person in the team and in the
channel.

Calendar

The Calendar area is focused on your calendar of events and meetings, as shown
in Figure 10-6. If you have ever scheduled a meeting in Microsoft Outlook, then
you will be familiar with working with your calendar in Teams. The calendar area
is where you can have real-time meetings.
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Calls

The Calls area is where you can make and receive phone calls, as shown in
Figure 10-7. If you have ever used Skype, then this area will feel familiar to you.
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Files

The Files area is where you can save and share digital files, as shown in
Figure 10-8. If you have ever used SharePoint or OneDrive, then you will be happy
to learn that you are already ahead of the game. Teams uses SharePoint and One-
Drive behind the scenes of Teams, and at any point you can jump out of Teams and
open the same files in the SharePoint or OneDrive applications.
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FIGURE 10-8:
The Files area of

Teams.
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Before we started using Teams to chat, Rosemarie’s team had been using a differ-
ent chat application for which we paid a monthly fee. However, we also had an
Office 365 subscription (which included Teams). Teams was still brand new back
then, but we realized we could stop paying for the other chat program and use
Teams instead. It already came with Office 365, and unless it was terrible, it would
work just fine for sending instant communications.

Our story happened a few years ago when Teams had just been released. However,
based on our work with many clients, their stories (and perhaps your story) are very
similar to us. Teams might have already been included with your organization’s
Microsoft 365 subscription, even though you hadn’t used it before. You might need
to use Teams now because the coronavirus pandemic in 2020 forced everyone in
your office to start working from home, and you need a way to communicate virtu-
ally with your coworkers. Regardless of how you start using Teams, you will likely
spend your initial interactions sending messages to other people on your team.

Instant messages in Teams happen in channels. A channel is a place where people
can type messages, add files, and share links. We like to think of a channel like a
virtual water cooler. You go there to communicate with colleagues, learn and
share gossip, and generally stay in touch with your social circle.
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A channel lives inside of a team, and a team can contain multiple channels. You can
name a channel anything you want. We recommend using a name that describes
the purpose of the channel. For example, you could name your channels channeloi,
channelo2, channelo3, and so on, but these titles aren’t descriptive. Are you creat-
ing a channel that people in your team will use to discuss carpooling to and from
work? Name the channel Carpooling. Or do you want to create a channel for
accounting and another for human resources? Name them Accounting and Human
Resources, respectively. Or perhaps a group of people want to discuss the new pol-
icy of allowing pets in the office. Create a channel called Pets. You get the point.

A channel can contain multiple conversations happening at the same time. To try
to make these conversations easier to follow, Teams groups them together in what
are known as threads. A thread is simply a topic of conversation. When someone
types a brand-new message, it appears in the channel, and any replies to that
original message are placed underneath. If someone else types a different mes-
sage for a different topic, it will become its own thread and any responses to that
message will be grouped under the original message.

In Figure 10-9, you can see that we are creating a brand-new topic of conversation
in the General channel. If we want to reply to the existing topic, we click the Reply
link at the bottom of the thread. If we want to start another new topic, we click the
New Conversation button at the bottom of the message window to open the text
box to begin a new conversation.
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Sending Messages in Channels

Whenever you create a new team, a channel is created for that team automatically.
Called General, this channel is perfectly acceptable to use to start chatting with
others on the team.

To send a message in the General channel, follow these steps:

1. select the Teamsicon in the left navigation pane to view all your teams.

Under each team, you will see a list of channels that are available to you. If this
is a new team, you will only see the General channel until more channels are
created.

In addition to the channels available to you, there may be other, private
channels in the team that you don't have access to. There could also be
channels that are public but that you have not joined. The list of channels you

TIP see under a team might not be inclusive of every channel that team contains.
You will see channels that you have either joined or that the channel adminis-
trator has joined you to on your behalf.

2. Select the General channel, as shown in Figure 10-9.
When you click a channel, it opens in the main part of the screen.

3. Click the New Conversation button that appears at the bottom of the
screen.

4, Type a message in the text box that appears and click the Send icon,
which looks like a paper airplane (or press the Enter key).

Your message appears in the General channel screen.

Congratulations! You are sending messages!
Notice above your message that Microsoft Teams is giving you some hints about
adding more people, creating more channels, and opening the Frequently Asked

Questions (FAQ). These buttons that appear in new channels are shortcuts for you.
TIP You can achieve these same tasks without using these shortcuts.

Creating a New Channel

As you use Teams more, you will want to create chat channels for other topics so
that everything does not happen in one “general” channel. For example, you might
want to create a channel for your team to discuss finances, another for carpooling,
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and another for team morale events. Team conversations can be organized in
endless ways. The only thing that matters is what works for your team.

To create a new channel in your team, follow these steps:

1. select the Teams icon in the left navigation pane to view all your teams.

2. Click the ellipsis to the right of the team to which you wish to add a
channel.

The More Options drop-down menu appears.
3. Choose Add Channel, as shown in Figure 10-10.

If this option isn't shown in the drop-down menu, you don’t have permission to
create a new channel. If you are a guest to a team, your ability to create teams
and channels can be limited.
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4. Enter anameand description for the channel in the dialog box that
appears and then click Add, as shown in Figure 10-11.

The new channel appears under the team.
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When you create a new channel, you can set a few options. First, you can set the
privacy settings as shown in Figure 10-11. The options are standard and private. A
standard channel is accessible to everyone on the team by default. A private chan-
TP nel is only accessible to a specific group of people. When you select Private, you
then have the option on the next screen to add members to the channel. You can
always add additional people to a private channel at any point in the future.

Second, you can also select the box to have this channel automatically show up for
every person in the team. If you don’t select this box, the channel will show up
as hidden, and people will need to click a button to see it in the list of channels in
the team.

Ha .l Cloud PCBusi vCPU/4GB/128GB
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A channel is part of a team. A team can contain multiple channels, and each chan-
nel can contain its own threads of conversation. You can create chat channels for
any topic you want. We see teams have a lot of success breaking out work-related
rememeer  channels from non-work-related channels, such as morale events in one channel
and budget discussions in a different channel.
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Some things to keep in mind with channels are:

¥ Each team can have a maximum of 200 standard channels.

¥ Each team can have a maximum of 30 private channels with a maximum of
250 members each.

¥ You can search using keywords in standard or private channels.

3 Guest users cannot create private channels.

Configuring a Channel

You can configure many different settings for a channel via the More Options
drop-down menu. You access these additional options by clicking the ellipsis next
to the channel name you wish to manage. Figure 10-12 shows the More Options
drop-down menu that appears next to the new channel we created in the previous
section. The options that appear for a channel you add include the following:

¥ Channel Notifications: You can configure the notifications you receive for
this channel. This is important as your organization’s use of Teams increases.
Teams can quickly become noisy with everyone chatting about all manner of
topics. You can use this setting to turn down the noise for channels that are
less important to you and turn up the volume for topics you need to pay close
attention to.

¥ Pin: Select this option to keep a channel at the top of your list of channels.
You can pin multiple channels and arrange them in any order you want.
Teams hides the Pinned area until you pin a channel. You can rearrange your
pinned channels by dragging them up and down. And you can remove a
pinned channel by choosing More Options and then selecting Unpin.

3 Hide: Select this option to hide the channel from the list of channels you have
in the team. You can always unhide the channel at any time. You will see a
little message that lets you know how many channels you have hidden, and
you can click it to see those hidden channels.

3 Manage Channel: This option allows owners of the channel to manage the
permissions for the channel, as shown in Figure 10-13. You can allow others to
moderate the channel and control who can post new messages to the
channel. See “Adding Moderators” later in this chapter for more on adding
moderation to a channel.
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¥ Get Email Address: A cool feature we use all the time is the ability to send an
email message directly to a channel. You can configure the channel so that if
you send an email, the message appears in the channel. (We frequently send
a copy of our email messages to our channels!) Figure 10-14 shows the email
address for the private channel we created. Whenever we send an email
message to this address, it appears in the channel.

Ha .l Cloud PCBusin: PU/AGB/128GB

Get email address

See advanced settings for more options.

____ windows365fordummies.onmicrosoft.com@amer.teams.ms>|

T Remove email address

FIGURE 10-14:
Obtaining the
dedicated email
address to send

email directly to : - — 3:20PM
the channel E:myd"“y s O D-C a @ AED om0

3 Get Link to Channel: You can quickly get overwhelmed with the number of
teams and channels in your organization. When you want to tell people about
a channel, you can send them a direct link to the channel. You can get the link
by using this option.

3 Edit This Channel: When you first created the channel, you set the title and
description. You can change those settings with this option.
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FIGURE 10-15:
Viewing some of
the connectors
that are available
for a channel.

TIP
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¥ Connectors: Connectors are add-on apps. Think of them as custom exten-
sions to Teams that you can add to a channel in order to connect with other
software services. They allow you to connect other apps to your channel.
There are many types of connectors, as shown in Figure 10-15. For example,
you can connect your channel to GitHub or Zendesk or seemingly any other
app on the Internet.

3 Delete This Channel: When you are ready to remove a channel, you can
choose this option to delete it.

Ha il Cloud PC Business 2vCPU/4GB/128GB -8 X
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Marketing Gather, organize, and assign issues detected in your software.

News & Social

[gaaanda i

pa—— . Yammer
roject Managemen Receive updates from your Yammer network
Others
Trello
Manage Trello cards and tasks all in one place.
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Note which ellipsis you click to open the More Options drop-down menu.
Figure 10-10 illustrates opening the menu for a team, whereas Figure 10-12
illustrates opening the menu for a channel. Channels appear underneath the team
name, but it is easy to select the wrong ellipsis because they appear very close to
each other.
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Adding Moderators

One way to keep the team channel organized is to assign moderators. Moderators
may only be assigned by team owners. With moderation, only an assigned moder-
ator is able to start new posts and decide whether or not members are able to reply
to posts. Using moderation allows you to leverage subject matter experts for a
channel and ensure that their voices are heard. Think of a moderator as an air
traffic controller. They can help things keep moving and avoid collisions.

The General channel and private channels do not have moderators by default. To
turn on moderation for a standard channel, follow these steps:

1. clickthe ellipsis next to the channel name to which you want to add a
moderator and choose Manage Channel.

2. oOnthe Channel Settings tab, open the Channel Moderation drop-down
menu and select On, as shown in Figure 10-16.

3. Click the Manage button to select who can be a moderator and then
select which options require moderation.

+Ha al Cloud PC Business 2vCPU/AGB/128GB
Q Search
Q Restart Teams to tum on the new meeting experience. Meetings and calls will open in their own
) Teams = " i
Activity
S) e Windows 365 For Dummies > Carpooling -
Chat
Windows 365 For Durn...
(]
ms General Channel settings 1 more
Carpooling
~ Permissions Set channel moderation preferences
Channel moderation
Calt on o
e Who are the moderators?
Team owners Manage
Who can start a new post?
Only moderators
Team member permissions
Allow members to reply to channel messages
Allow members to pin channel messages
Allow bots to submit channel messages
Apps
2
FIGURE 10-16: @ Allow connectors to submit channel messages
Turning on Q 8 Join or create a team 3
moderation for a - 7241 PM
1] B €
channel [E Bm O O @ w NS DD oy O
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You can allow or disallow members to reply in the channel and bots or connectors
to submit messages.

Your changes are saved as you make them so there is no need to click a Save
button.

TIP
A team moderator can do the following:

9 Start new posts: Note that only moderators can start new posts when
moderation is turned on.

» Add and remove team members as moderators to a channel: Moderators,
however, cannot remove a team owner as a moderator.

3 Control whether team members can post replies to existing channel
messages: The moderator can also control whether bots and connectors can
make changes as well.

Moving from a Channel to a Chat

The various ways you can communicate within Teams can quickly become con-
fusing. As a quick recap, a team is a group of people, and a channel is an ongoing
conversation within the team. You can be in multiple teams and each team can
have multiple channels.

The nice thing about this system of communication is that it has structure. You
can always select a team from the left navigation pane and see the channels in
that team. However, you might also need to just chat with someone or with groups
of people, and you don’t want to go through the process of setting up a new team
or channel. Teams has you covered with a concept called chat. You find the Chat
icon in the left navigation pane just above the Teams icon.

Starting a Private Chat

You can start a private chat by selecting the New Chat icon, located to the right of
the Filter icon at the top of the chat list. The New Chat icon looks like a piece of
paper with a pencil on it (see Figure 10-17). When you select the icon, a new chat
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appears in the main pane of the Teams workspace. Type in the name of the person
you want to send a chat message to in the To: field, and then click that person’s
name to add that person to the chat. After you have added the person to the chat,
you can send a message just like you do in a channel. You type your message in the
text box at the bottom of the chat area and press the Enter key on your keyboard
or select the Send icon, which looks like a paper airplane.

Ha Cloud PC Business 2vCPU/4GB/128GB

Q Search

Activity
- S
. New chat
)]
v
&
cas | J
®
D 6
You're starting a new conversation
Type your first message below.
e Type a new message
FIGURE 10-17: @9 v 2 B © PR e ¢ a - B>
Starting a new i . - _ 324PM
chat in Teams Mostly cloudy @m O ODada ?. AQD om0

Adding Multiple People to a Chat

The previous section covers how to start a new chat. You can chat with multiple
people by adding them in the To: line when you start the chat. However, you may
find that you want to add more people to an existing chat.

To add more people to a chat that has already started, select the Add People icon
that appears in the top-right corner of the chat window. Then, type in the names

of the people you want to add in the Add dialog box. If you are chatting with only
one person and you add another person, a new chat will appear with the three
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people in the chat. If you already have three people in a chat and you add a fourth
person (or more), you will be presented with the option of including the chat his-
tory for the new people you are adding.

If you are chatting with one person, you cannot add another person to the same
e chat and share the history of the personal chat with the new third party. The fea-
6 ture of adding people and keeping the history of the chat only appears when there
TecunicaL  are at least three people already in the chat. Microsoft has said that this is done for

STUFF . . . . .
privacy reasons and the expectation that if there is a one-on-one chat happening,
Teams should not allow one person to share that confidential chat with other

people.

Giving a Chat a Title

By default, a chat is listed in your chat list with the names of the people in the
chat. Often a chat will take on a life of its own as more and more people are added,
and the chat becomes the central point of communication for a topic. When this
happens, we find it helpful to give the chat a title so that when we are looking
through our list of chats, we can quickly remember the topic of that chat.

To add a title to a chat, click the pencil icon at the top of the chat and type in a
name.

Pinning a Chat to the Top of the List

In addition to giving a title to a chat, you can also pin a chat so that it always
appears at the top of the list. By default, chats are listed in order with the most
recently used chat at the top. We like to pin a chat to the top of the list so that we
can quickly get to that chat even if it has been a few days since anyone has added
a message to it.

To pin a chat, select the ellipsis next to the chat in the left navigation pane and
choose Pin from the More Options drop-down menu.
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Sending More Than Text When Chatting

Entering text into a channel or chat is the most common way of sending your
message to others on the team. However, you can send more than just text. You
can send emojis, GIFs, stickers, and even attach files. These options appear at the
bottom of the text box where you type in your message.

Adding a File

You add a file to the chat message. For example, you might be working on an Excel
spreadsheet and you want to include it in the chat. You can add the file to your
chat message using the paperclip icon. You can choose a recent file you have been
working on, browse the files already uploaded to Teams, choose a file from One-
Drive, or upload a file from your local computer.

When you attach a file to a channel, the file appears in the Files tab at the top of

the channel. The Files tab is a SharePoint site behind the scenes. You can spot the

Files tab at the top of Figure 10-9 in between the Posts tab and the Wiki tab.
TIP
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IN THIS CHAPTER

» Getting Familiar with SharePoint in
your cloud PC

» Understanding SharePoint sites
» Adding content to SharePoint

» Using OneDrive

Chapter 11

Managing Content
with SharePoint
and OneDrive

harePoint and OneDrive go hand-in-hand and have been a part of the

Microsoft suite of content management products for a long time. You get

SharePoint when you sign up for a Microsoft 365 subscription. OneDrive is a
file management system that you use to sync your files between SharePoint and
your cloud PC.

In this chapter, you first learn how to create a new SharePoint site. You learn how
Teams acts as a front end to work with SharePoint and how SharePoint is behind
the scenes of many aspects of Teams. Next you learn how to work with SharePoint
directly. You learn how to create a new SharePoint site, get documents into your
SharePoint site, share documents, and sync content with OneDrive. Finally, we
walk through some guidance and strategies for storing documents in SharePoint.
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Finding SharePoint in Microsoft 365

In Chapter 2 we walked through signing up for Microsoft 365 and Windows 365.
When you sign up for Microsoft 365, you can choose a subscription option that
includes SharePoint. After you have signed up for Microsoft 365, you can access
your SharePoint site.

To access the SharePoint site in Microsoft 365, you must first sign into Microsoft
365 and then choose SharePoint from the available apps. Here’s how:

1. Open your web browser (on your cloud PC or physical computer, any
browser will do for SharePoint but we recommend using your cloud PC
so you maintain your sign in) and navigate to www.office.com.

If you have signed in before, your dashboard will load. If you have not yet
signed in, you will need to sign in.

2. Click the waffle icon in the top-left corner of the screen and then click
SharePoint, as shown in Figure 11-1.

The Frequent Sites page appears, which lists your frequently visited SharePoint
sites. If you have already visited some sites, then they will show up here and
you can open them. If this is a new subscription, then you can create a site.

You can also click SharePoint from the left side of the main dashboard to access
the Frequent Sites page. However, if you are in another app, such as Outlook, you
can always get to SharePoint using the waffle icon in the top-left corner. Also be

TIP aware that Microsoft tends to change things fairly frequently so your screen might
look slightly different.

To create a new SharePoint site, follow the same procedure above to access Share-
Point. Here are the steps to do it:

1. on the main SharePoint Frequent Sites page, click the Create Site button,
as shown in Figure 11-2.

2. When you create a new SharePoint site, you can choose between a team
site and a communications site. These are what are known as site
templates. A site template creates a site based on specific scenarios.

3. Click the Team Site option, as shown in Figure 11-3.
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4. Provide a name for the site and then click Next.

b

Add other members to the site if you want and then click Finish.

The site is created and loads in your browser as shown in Figure 11-4.
Congratulations! You just created your first SharePoint site.

SharePoint
O O Microsoft fice Home x +Ha .l Cloud PC Business 2VCPU/AGE/ 12868 _ 8 x
& (@} (&) https:;//www.office.com/?auth=2 B A {8 = S
—~
Office > Search 2 & ? (\R@
Microsoft 365
Install Office -
g Outlook @ Onenrive
m Word ﬁ Excel i &3 Shared ¥ Favorites T Upload = B8
& PowerPoint u OneNote Sun at 2:01 PM
. N
SharePoint Teams
a w Mar 19 2 Microsoft sent this
'.l Bookings m Admin
Mar 19 2 Microsoft sent this
() windows 365
Feb 20 2 Microsoft sent this
All apps
Feb 20 2 Microsoft sent this
Documents
Feb 15
FIGURE 11-1:
) New v
Selecting Jan 20 £ Microsoft sent this
SharePoint from o ChapterX
the main office. o Jan 20 2 w Feedback | @ Need help? .
com landing 0 - _ :
] ~ 404 PM
page Sunny 1] Ore 0O = E a AB Y oo

The team site template for SharePoint is completely different than Microsoft
Teams. This can be confusing because in Microsoft Teams you can create a new
team. And when you create a new team in Microsoft Teams, a SharePoint site is

TIP created for you on the back end. It would make sense if the site that Teams creates
is the same as the site you are creating now based on the Team template. Unfor-
tunately, however, this is not the case: The two sites are different. Keep in mind
that the team site template is different from a site created from a team in Teams.
Makes complete sense, right? The way we remember it is that the team site tem-
plate in SharePoint was introduced long before Microsoft Teams was even a prod-
uct. Microsoft Teams came along and took over the name, but the team site
template still persists.
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FIGURE 11-2:
Creating a new
SharePoint site.

FIGURE 11-3:
Choosing a
template when
creating a
SharePoint site.
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Exploring Your SharePoint Team Site

Although you can choose from many different site templates when you create a
SharePoint site, the most popular is the team site template, as it contains a num-
ber of useful features for teams to share content and apps and collaborate on
projects.

When you first open your newly created team site, you can do a number of things
right out of the gate. From the left-side navigation menu, you can partake in Con-
versations (which is an integration with Outlook), you can store your digital docu-
ments in the prebuilt Document Library app (Documents), you can open OneNote
to keep shared notes (Notebook), and you can create new web pages (Pages).

The default page that appears when you first open your team site is the Home
page, which is also always accessible by selecting Home from the navigation
menu. The team site home page has lots of useful functionality. It includes sec-
tions for news, quick links, activity, documents, and site comments. You can also
customize the home page sections to fit your own needs.
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Finding your way around

All SharePoint team sites have the same features. If you’re using a new team site,
your site should be similar to the one shown earlier in Figure 11-4. If you are using
a default communication site, you will see a site using that template designed for
communications. If your site has been customized, it may look slightly different.
Never fear: All the same features are there. You may just have to hunt a little bit to
find them.

Almost every SharePoint site contains the following major sections:

3 Header: The header spans the entire top of the page. The headerin a
SharePoint page acts much like the menu in a traditional Windows applica-
tion, such as Microsoft Word. SharePoint even features the ribbon in the page
header, similar to the way the ribbon appears in the top of many Office
applications. The header changes depending on what you are doing in
SharePoint. If you refer back to Figure 11-4, a New button appears, allowing
you to create new content as well as page details and analytic information. If
you are working in a document library, then the header will have items related
to that area of SharePoint.

¥ Left navigation pane: The navigation pane provides quick access to the site's
document libraries, lists, and discussion boards. You can even add links to
content you create, such as documents and web pages. The navigation is fully
customizable, and you can add any links you want. You can even add links to
websites outside of SharePoint, such as a link to your partner website or any
other favorite website.

3 Page content: The content displays in the body of the page. Microsoft has
done a nice job of providing a good default page for the team site. You can
add your own pages and also customize the default page.

Generally speaking, the header and left navigation pane stay fairly consistent,
whereas the body of the page changes to display the content of the web page. This
is very similar to how most websites work. However, some sites have different
layouts. For example, the Communication site includes navigation across the top
and then large tiles and sections that are geared toward distributing information
to an organization.

Microsoft has spent a lot of money on usability research to determine how best to
lay out the pages in SharePoint. We highly encourage you to use the layouts pro-
vided by Microsoft instead of creating your own custom layouts. We have seen

TIP more than one site turn into a never-ending journey of changes and edits that end
up causing confusion for people that land on the site.
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Uploading documents

On a default team site (see Figure 11-4), the section in the lower-right part of the
page is called Documents. This seemingly innocuous little section is actually an
example of SharePoint at its finest.

A link to the Documents section also appears in the navigation menu. This is a
common theme in SharePoint. There are seemingly endless ways to do any one
task in SharePoint, which can make for some interesting breakroom chatter. One

TIP person might insist on how to do something in SharePoint whereas another per-
son might insist on a different way. In SharePoint both ways can be correct!

In a nutshell, Documents is a digital repository to store your files. Adding a new
file, such as a Microsoft Word document, to Documents is as simple as clicking the
ellipsis link in the Documents header and then clicking New, as shown in
Figure 11-5. If your screen is wide enough, you might not see the ellipsis and will
see the New button directly on the Ribbon. After a document is located in
SharePoint, you have all the content management functionality right at your fin-
gertips, such as check-in/check-out, versioning, security, and workflow.
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Sharing your team site

A site without any users is a bit pointless. You can share your SharePoint team site
in a number of different ways. The easiest way to share is to invite users to the
site. When you share a site, the people you are sharing with receive an email with
all the information they need to access the site.

To share your SharePoint site using your web browser, follow these steps:

1. Open your web browser and navigate to the SharePoint team site you
want to share.

2. Click the gear icon in the upper-right corner and select Site Permissions.
The Permissions pane opens.

3. Click the Add Members button and choose either to add members to the
group of users who can access the site or to share the site only.

In this example, we chose to share the site only, as shown in Figure 11-6.

If you choose to add members to the group, you will be presented with a list of

users who are already part of your Microsoft 365 subscription. If you are

following along with the book, you will only see a single user (unless you have
TP added more along the way).

4. Enter the email address of the person with whom you want to share
the site.

If the person is outside of your organization, a message that alerts you to that
fact appears. This notice is important, as you want to be careful not to share
information outside of your organization if it shouldn’t be shared. If you are an

WARNING administrator, you can turn off the ability to share with people outside of the
organization completely.

5. Type a message to the person with whom you are sharing the site,
confirm that the check box for Send Email is selected, and then click
Add (see Figure 11-7).

In SharePoint, Microsoft lets you choose between using an older user interface
experience or a newer user interface experience. The older user interface is called
the classic experience. If you are using the classic SharePoint experience, your

TIP interface will be different than we describe here. For example, in the past, a Share
button would be displayed at the top of a site. However, there could be a number
of reasons why you may not see this button. We have seen where it doesn’t appear
in the Chrome browser but appears in others. We outlined the procedure to share
a site via the Permissions window because this method works regardless of
whether you see a Share button at the top of your screen.
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If you don’t have permission to share access to the site, you won’t see the Site
Permissions link when you click the gear icon — SharePoint automatically
removes it. In general with SharePoint, if you read about something and it doesn’t

rememeer  Match what you see on your site, it is probably due to one of two issues: First, you
might not have the right permissions for that particular feature; or second, the
feature might not be activated or configured for your site. For example, if email is
not configured for your SharePoint instance, you won’t see the Share button.

Requesting a SharePoint Site

If you aren’t a site administrator, you won’t have permissions to create a new
SharePoint site. In this case, you need to request one. Most organizations have a
process for requesting a team site. For example, you might send an email request
to the SharePoint administrator or fill out a form.

CHOOSING AMONG EDGE, CHROME,
FIREFOX, AND SAFARI

Which browser should you use with SharePoint on your cloud PC? Firefox, Chrome, and
Edge browsers have some differences; for instance, some pages look better in Firefox
or Chrome than in Edge. After you create a SharePoint site you can access it from
outside of your cloud PC too. Because Chrome and Firefox were designed to be
0OS-agnostic, they support Mac and Linux users as well as Windows users and Microsoft
Edge supports Windows, macOS and Linux. Microsoft has worked hard to make the
SharePoint experience the same in all mainstream browsers; however, you might find a
scenario where something doesn't work as expected in all browsers. The bottom line is
that if you think something should work and it isn't currently working, try the same thing
in a different browser, then choose the browser that works the best and is speedy. We
recommend using Edge in your cloud PC. The new Edge browser is very similar to
Chrome and uses the same underlying technology. Microsoft is actively improving Edge
and adding features to make life in your cloud PC easier than ever.
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Getting Your Documents into SharePoint

There are many ways to upload your documents into SharePoint. You can upload
them one at a time, or add a whole bunch in one swoop. You can even upload tem-
plate files so that you can use them to create new documents within SharePoint
based on the template. SharePoint doesn’t care whether you are uploading from
within your cloud PC or from a physical computer.

Uploading files has become quite easy and intuitive with modern web technolo-
gies. If you are using your web browser, you can drag and drop them right into the
web browser window. If you are using Microsoft Office, you can save them right
into SharePoint without even leaving your Office application.

We cover getting files onto your cloud PC using File Explorer in Chapter 8. Another

approach could be to upload your files from your physical computer using your

web browser and SharePoint. In SharePoint, you can access your files from your
TIP cloud PC.

Uploading a single document

When you have a single document to upload into SharePoint, you can do so easily
through a web browser. The easiest way is to simply drag the file onto the Share-
Point app and drop it, as shown in Figure 11-8. Dragging and dropping the file into
the web browser uploads it automatically to the SharePoint library. In this exam-
ple we are adding a file from our cloud PC onto our SharePoint site. We could just
as easily open SharePoint on our physical computer and drag a file into SharePoint
that way, too.

You can also upload documents from directly within the SharePoint Mobile App.
We have found this to be useful when we need to upload a document from another
e file-sharing service such as Dropbox into SharePoint so that we can work on it.
To upload a file using the SharePoint Mobile App, you first need to navigate to
the site you want to store the document. On the team site, there is a web part that
shows this on the main page. A web part is a special container in SharePoint that
contains functionality. Scroll down the page to see the Documents section and
then tap the small ellipsis that shows up next to the name of that location. (The
Document Library called Documents, in this case.)

Uploading multiple documents

There may be times when you have multiple documents to upload. You can drag
and drop multiple documents into SharePoint in the same way you do a single
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document. To select multiple documents, click the first document then, hold down
the Ctrl key as you click additional documents to select as many as you want.
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If you want to upload an entire folder of documents, choose the Folder option
from the Upload tab and simply select the folder you wish to upload. All the files
in that folder are uploaded to SharePoint. This makes it pretty nice when you want
to get your content into SharePoint quickly.

Uploading multiple documents saves you time getting the documents into your
app, but you still need to go into the properties for each document and set the
properties for that particular document. Unfortunately, you can’t batch-upload

TIP properties. To learn about how to update properties for documents you upload, see
the coverage of the Edit in Grid View option in the next section. Another option: If
you have a developer on hand and need to work with documents in batches, then
you can ask the developer to work with the SharePoint Application Programming
Interface (API) and create a script to make the changes through code.
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Your SharePoint administrator can block the upload of certain file types, such as
executable (.exe) files. The reason is to prevent a malicious person from uploading
a virus to SharePoint, because any user who clicked the virus file would run the
rememper  Virus. If you try to upload a blocked file type, you see a message letting you know
that the administrator has blocked the file from uploading.

Sharing Your Documents

You’re probably familiar with network file shares: the file systems that enable
people to upload files to a shared network drive so that other people can access
and use them. File shares, when they were invented, revolutionized the ability of
organizations to keep files in relatively secure locations and manage who had
access. But SharePoint has done the file-sharing process one (okay, a whole
bunch) better.

SharePoint apps based on libraries let you store and share files securely, and they
also add features that help you manage things such as document workflow (the
processes that let people edit, comment on, and approve documents) and version
histories (what happened to a file, and who did what). And although file shares
give you one path through folders to your document, SharePoint Library apps give
you other paths to expose content. You can access documents directly through the
browser, you can display them in Web Parts, and you can sort and filter them by
their metadata and content types. And with Library apps, you can expose files by
their title, not just their filename.

To share your document with others, they must know where to find the document.
One way to do so is to send them the web address of the SharePoint site. You can
also send them a link directly to the document itself.

To obtain the URL to a document in SharePoint, follow these steps:

1. click the ellipsis next to the document to view the pop-up menu.
The document options are displayed.

2. Click the Share option and provide the person’s email address or name.
You can also copy the URL link to the document on this dialog, too.

Alternatively, click the Copy Link option to copy a direct link to the document
into your clipboard. You can then paste it into an email or chat so the person
receives it. As long as your team members have network access and permis-
sions to the document, they can click the link and open the file.
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Recovering Deleted Documents

It is often said that SharePoint delivers on the promise of making people more
productive through software. Although that’s not always true, one feature of
SharePoint that truly delivers is the Recycle Bin. When you delete a document
from an app, it isn’t gone forever. Nope. The document just moves to a holding
place in your site — the Recycle Bin.

Go ahead and try it. Go to an app and delete a document. You can use the ellipsis
menu to access the Delete command. You can also select the document and then
use the Delete button in the ribbon. Either way, you’re prompted to confirm the
deletion, and then your document appears in the Recycle Bin.

The Recycle Bin works for items in lists as well. A list is like a document library
but instead of adding documents to it you add new items. For example, you might
create a list of lunch spots nearby and then add new places you and your cowork-

TIP ers find to the list. When you delete a list item it appears in the Recycle Bin and
you can restore it if needed.

Follow these steps to restore a document from the Recycle Bin to its original
location:

1. Gotothe Recycle Bin by clicking the Settings gear icon and choosing Site
Contents.

The Site Contents page is displayed.

2. Click the Recycle Bin button in the upper-right corner to display the
Recycle Bin.

This process works for any SharePoint template. If you are using the team site
and following along with this chapter, then you can also just click the Recycle

Bin in the left navigation.
TIP

3. Select the deleted document and then click the Restore link, as shown in
Figure 11-9.

You can click the Delete link in the Recycle Bin to remove the file from your Recy-
cle Bin. Doing so, however, doesn’t permanently delete the file. Instead, the file is
moved to another Recycle Bin that can be accessed by the site collection
administrator.

If you are a site collection administrator, you will see a link at the bottom of the
Recycle Bin called Second-Stage Recycle Bin. If you click that, you will see the

Recycle Bin for all the SharePoint sites in the collection. This is a feature of Share-
Point that gives additional power to site collection administrators. So if a regular

180  PART 3 Getting Work Done with Microsoft 365

0005408831.INDD 180 Trim size: 7.375inx9.25in July 4, 2022 12:53 PM



user accidentally deletes something and then goes into the Recycle Bin and acci-
dentally deletes it from the Recycle Bin, a site collection administrator can still get
the content back.
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Files remain in the Second-Stage Recycle Bin for a period of 30 days or until
they’re deleted by the administrator, whichever comes first. When removed from
the Recycle Bin, the fate of your documents depends on your company’s business
continuity management plan. That’s a fancy way to say, how does your IT team
back up data? SharePoint stores your documents in databases. An administrator
can connect to a backed-up copy of the database and select individual documents
to restore.

Uploading Documents into a Folder

You can use folders within your SharePoint apps as a means to organize your
documents. We show you how to create a folder and upload files into it, but we
urge you to first read the sidebar, “Why folders in SharePoint are evil.”
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4@ WHY FOLDERS IN SHAREPOINT ARE EVIL

Resist the urge to use folders in your SharePoint apps; this file-share paradigm generally
causes nothing but problems. One reason to use SharePoint instead of a file share to
begin with is so that you can add properties to describe your documents. Properties
allow you to view your documents in different ways. If you dump your files into folders
just like they were arranged on the file share, ignoring properties, you probably won't
be very satisfied with your SharePoint experience.

REMEMBER

Also, nested folders in SharePoint are just as hard to navigate as nested folders in file
shares (and nested URLs in folders inside apps get unwieldy quickly). Instead of replicat-
ing your file structure in SharePoint, we recommend you flatten the folder hierarchies
by replacing them with views. If you decide to use folders and find yourself going more
than two layers deep, stop and ask yourself whether you should create another app
instead.

The only reason to use a folder in an app is to separate a group of documents to give
them separate permissions. For pretty much everything else, we recommend you use
properties to organize your documents.

Perhaps you have an app and you have a subset of files that only supervisors should
see. You could put those files in a separate app and set the permissions on it. But
suppose you already have one app set up the way you like, and it seems silly to create
another one. Instead, you can use a folder to separate the restricted files from the rest
of the files in the app.

SharePoint apps can be confusing. An app based on a list is designed to store data in
columns. An app based on a library is designed to store documents and data about
those documents in columns. SharePoint tries to simplify the whole discussion of list
and library and just calls everything an app. When you create the app, you give it a
name and choose an app template. From that point on, you just call your app by its
name. For example, you might create the Sales Pitch app. The app is designed to hold
sales-pitch documents. Because the app holds documents, it uses the Document
Library app template. After your app is created, you wouldn't call it the “Sales Pitch app
based on the Document Library App template.” That would be a mouthful! If you're a
seasoned SharePoint user, this new app stuff might take you a while to get your head
around. It did us! But when you realize that most users don’t think in terms of lists and
libraries, and instead think about what a list or library does, it really is much easier to
just call everything an app.
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Saving Stuff with OneDrive

Your personal storage location, known as OneDrive, is designed as a place to store,
organize, and share your documents, such as a carpool list you’re working on or a
potluck spreadsheet. You might also be working on business documents that don’t
really fit into any specific app in SharePoint. Your OneDrive is the catch-all place
you can store it.

Think of your OneDrive as your personal Documents folder on your computer. The
difference is that the personal Documents folder on your computer is only on that
single computer. If you’re using a different computer, you can’t access those doc-
uments. In addition, if your computer crashes and you have not backed up your
Documents folder, then those files are lost. OneDrive is designed to be a secure
and safe place to store all your documents. What if your device crashes or is stolen?
With your documents stored in OneDrive, you just sign in again from a different
device and continue working on your documents.

Your OneDrive files are only secure and backed up if your IT team sets up the
infrastructure that way. If you’re using SharePoint Online, then you can be assured
that Microsoft is doing this for you. If your local IT team is running SharePoint for
TIP you, then check with them to make sure they back up and secure your OneDrive
documents. This is because SharePoint Online is hosted and run by Microsoft,
whereas SharePoint On-Premises is hosted and run by your internal IT team.

Your OneDrive is designed to live in the cloud and to be accessible by any device
you happen to be working on. For example, if you start a document at work and
then have to stop working on it when you leave to pick up your kids, you can sign
in and continue working on the document when you get home. And if you later
have to take your mother-in-law to the doctor, and you take your tablet with you,
you can sign in from your tablet while you’re waiting in the doctor’s office. Finally,
if you drop off your mother-in-law and make a quick stop at the grocery store,
and you get an email on your smartphone asking about a detail in the document
you have been working on, you can connect to your OneDrive on your smartphone
and view the document so you can respond to the inquiry. Being this connected
isn’t always the best way to spend your off-time, but OneDrive enables you to
decide when and where you want to work. The idea behind OneDrive is that when
you need your documents, you can access them as long as you can connect to the
Internet.

OneDrive has been a source of confusion in the past because there was a separate
OneDrive for business and a OneDrive for personal use. Microsoft has been mak-
ing changes to try to reduce this confusion. Now, when you sign up for a Microsoft
TIP 365 subscription, you can choose either a home- based subscription or a busi-
ness- based subscription. And OneDrive is included with all of the available
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subscriptions available. There is even a free Microsoft 365 subscription called
Basic, which includes 5GB of OneDrive storage. The OneDrive discussed in this
chapter is called OneDrive for Business, and it is designed for organizations and is
part of SharePoint. A consumer version of OneDrive is also available at https://
onedrive.live.com, but it is not part of SharePoint. It is a completely separate
offering designed for general consumers, not organizations and business. When
using the consumer version, your files are stored in the cloud on Microsoft serv-
ers. The consumer version of OneDrive is similar to other cloud storage services
such as Dropbox and Google Drive.

Creating or Uploading Documents
in Your OneDrive

When you first land on your OneDrive page, you are presented with a notice letting
you know some tips about OneDrive such as accessing recent documents. One-
Drive for Business is a place to store, sync, and share your documents. You can add
documents to OneDrive by following these steps:

1. Navigate to your OneDrive page by clicking the waffle icon in the top-left
corner of your screen and choosing OneDrive from the menu (refer to
Figure 11-1).

2. Click the New link at the top of the page and select the type of document
you want to create, as shown in Figure 11-10.

TP 3. The blank document opens, ready for you to add content.

4. ontheother hand, if you want to upload an existing document, click the
Upload button instead of the New button and then choose Files or Folder
(Step 2), browse to the document you want to add to OneDrive, and click
OK to add the file.

You can choose to overwrite the document if a document with the same name
already exists. If versioning is turned on, a new version of the document will be
created and the existing document will become the previous version. If versioning
is turned off, then overwriting will result in the loss of the existing document with
the same name.

The OneDrive site contains a number of ways to sort your document. You can sort
the documents by things like the type, name, modified date, modified by user, and

file size. You can also choose to do the sort in ascending or descending order. In
TIP addition, you can view the documents as a list, a compact list, or as tiles. You can
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FIGURE 11-10:
Creating a new
documentin

find these options in the top-right corner of the screen. You can see all the docu-
ments you have recently worked on and all of the documents that are shared with
you. You access these views by clicking the links in the left navigation pane (refer
to Figure 11-10).
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This chapter provides a brief overview of SharePoint and OneDrive. These topics
have a lot of depth and require a book unto themselves, and we have written just
such a book. If you want to go deeper in this area, then check out SharePoint For
Dummies (Wiley) in which we go through all aspects of SharePoint in detail.

Discovering How SharePoint
and Teams Work Together
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Chapter 10 covered Microsoft Teams. Whenever you create a new team in Microsoft
Teams you are also creating a new SharePoint site. When you select a team and
then click the Files tab or Wiki tab at the top of the team you are viewing the
contents of the back-end SharePoint site. Teams essentially becomes the
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front-end interface for using SharePoint. Teams even provides a menu item to
open a document directly in the back-end SharePoint site.

To open a document in the SharePoint site, select the ellipsis next to the document
and then select Open in SharePoint, as shown in Figure 11-11. The action opens
your web browser and loads the SharePoint site that acts as the content storage
mechanism for the Teams team.

Notice that the SharePoint site looks nearly identical to the site you created earlier
in the chapter. That is the good news: When you get up to speed on SharePoint,
you are already up to speed on the back-end content management system of
Teams — because it is SharePoint!
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IN THIS CHAPTER

» Understanding the basics of
Microsoft 365

» Looking into popular Microsoft
365 apps

» Getting familiar with the Power
Platform

» Rediscovering the Office
productivity apps

Chapter 12

Getting the Most Out
of Microsoft 365

s you learned in Chapter 1, you must have a Microsoft 365 subscription in
order to obtain Windows 365. Because you already have Microsoft 365, you
might as well get the most out of your subscription.

In this chapter, you learn about your Microsoft 365 subscription. You learn about
some of the most popular apps including Microsoft Office. You also learn about
some of the lesser known apps such as Bookings, Lists, To-Do, Whiteboard, and
Stream. Finally you learn about one of the most important apps, which is actually
a platform for building your own apps, called Power Platform. We consider the
Power Platform a game changer; the topic requires a book unto itself, but we cover
some of the key aspects here to get you started.
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Taking a Spin around Your Microsoft 365
Subscription

Microsoft 365 is a marketing term that encompasses many other services with the
most prominent being Office 365. As we mentioned in Chapter 1, Office 365 is the
cloud version of the traditional Office product. Several years ago, Microsoft moved
Office to the cloud in the form of Office 365 and thus began a cloud first suite of
software products. Over the last decade Microsoft has continued to build Office
365 and it is now a dominant product within the Microsoft offerings. Microsoft is
now doing the same with Windows in the form of Windows 365. We expect that
Windows 365 will now take the baton from Windows and be the primary operating
system that Microsoft invests in and that organizations move toward going
forward.

With all of that said, you can think of Microsoft 365 as an umbrella term that
encompasses many different services and products. Microsoft moved Office 365
into the Microsoft 365 umbrella in order to try to simplify the branding and ter-
minology. However, when you hear Microsoft 365 you can also think of it as a
synonym for Office 365.

Microsoft 365 you can think of the branding terms nearly interchangeably. We
still hear most of the people we work with use the term Office 365 even though
TIP Microsoft has changed the name to Microsoft 365.

Q Office 365 and Microsoft 365 are branding terms. When you hear Office 365 and

To learn about the latest Microsoft 365 and Office 365 products you point your web
browser to https://www.office.com. Microsoft segments the offerings into four
primary categories: Home, Business, Enterprise, and Education.

Some versions of Office are even free. You can find a link to the free version of
Office on the website office.com.

b In Chapter 2, you learned how to sign up for Microsoft 365 in order to sign up for

Windows 365. As a refresher, scroll down on the https://www.office.com/ web-
site and click For Business. All of the available Microsoft 365 subscriptions appear
here. The subscription types include different apps. For example, the Business
Standard plan includes the desktop versions of the Office apps whereas the Busi-
ness Basic subscription only includes the web versions of Office. And the Business
Premium plan includes advanced services such as Intune and advanced security
and cyberthreat features such as Defender for Office 365. You can also find a
detailed list of apps and what is available with each subscription type by scrolling
down the page and expanding each feature, as shown in Figure 12-1.

188  PART 3 Getting Work Done with Microsoft 365

0005408832.INDD 188 Trim size: 7.375inx9.25in July 4,2022 1:11 PM



0005408832.INDD 189

FIGURE 12-1:
Checking the
specific features
available with the
Business
Premium
subscription.

TIP

BY Compare All Microsoft 365 Plan< X | = —

]
< c = ® 2

X

(3 https;//www.microsoft.com/en-us/microsoft-365/business/compare-all-microsoft-3.. A [} g

o

Tools to build and manage Microsoft 365 Microsoft 365 Microsoft 365 Microsoft 365

your business Business Basic Apps for Business Busm_ess
business Standard Premium
$6.00 user/month $8.25 user/month $12.50 $22.00
Desktop versions of Office (Annual (Annual user/month user/month
apps for PC and Mac subscription-auto subscription-auto (Annual (Annual
renews)’ renews)’ subscription-auto subscription-auto
renews)’ renews)’
protection
Or try free for 2 Or try free for 2 Or try free for 2 Or try free for H
one month one month one month one month

Help protect against
sophisticated threats hidden in
email attachments and links,
and get cutting-edge defenses
against zero-day threats, V
ransomware, and other
advanced malware attempts
with Microsoft Defender for
Office 365
N

Remotely wipe company data
from lost or stolen devices with v
selective wipe from Intune

Restrict the copying or saving
of company information to
unauthorized apps and V
locations with app protection
for Office mobile apps

L Type here to search

= - | 943 AN
() wMr A & @ )

For large organizations, Microsoft offers Enterprise subscriptions. These sub-
scriptions are designed for the largest organizations. You can learn more about
them by clicking the For Enterprises link on the www.office.com website.

Rediscovering an Old Friend
in Microsoft Office
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We have used Microsoft Office on our computers for years and feel at home with
the software. Sure, new web-based productivity tools have been released includ-
ing Google Apps and the new web-based Office products, however, we still prefer
installing and using Office on our actual computer. We have embraced using a
cloud PC and even though our cloud PC is in the cloud, we still prefer installing the
Office products directly on our cloud PC.

When you sign up for Microsoft 365 you can choose whether you want access to
the Office software that can be installed on your computer. At the time of this
writing, the Microsoft 365 Business Basic subscription does not include the Office
software. You must sign up for one of the higher subscriptions, as shown in
Figure 12-2.
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FIGURE 12-2:
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The Office products, such as Word, Excel, and PowerPoint, are only available to
install on your cloud PC with specific Microsoft 365 subscriptions. If you want to
use this software on your cloud PC, make sure to check which subscription includes
it when you sign up for Microsoft 365.

We cover finding and opening the Office apps on your cloud PC in Chapter 8.

Learning about Common
Microsoft 365 Apps
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Microsoft is continually adding apps to the Microsoft 365 subscriptions. Some of
the apps are very simple and easy to use and others are more advanced and require
a bit of time to get the hang of. You find the Microsoft 365 apps on the app
launcher. Open your web browser and navigate to any of the Microsoft 365 apps
and you see the app launcher in the upper-left of the page. For example, you can
navigate to the administrative site at https://admin.microsoft.com and then
click on the app launcher to open the Bookings app, as shown in Figure 12-3.
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FIGURE 12-3:
Opening the
Bookings app
from the app
launcher on the
Microsoft 365
administration
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A handful of the most prominent apps are:

»
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Bookings: A meeting setting app that customers can use to set appointments
with your organization. For example, you might run a dog grooming business
and want your customers to be able to schedule and track appointments, and
have them appointments added to your calendar and their calendar. The
Bookings app lets you do this through a web-based interface.

Lists: An app designed to create and share lists of information. We find this
app incredibly useful because it is so simple and straightforward to under-
stand and use. We like to use lists to manage our daily routines, tasks, and
chores. The Lists app lets us do this and share our lists with other people and
stay in sync.

To-Do: Keeping track of things you and your team need to do is one of the
most basic needs of any organization. The To-Do app is a simple app you use
to keep track of things you need to get done. You can use the app on the web
and through a mobile device. You can create and share To-Do lists with others
so that everyone is on the same page with what needs to get done and what
is already done.
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The Lists and To-Do apps are similar. The Lists app has various templates you
can choose from depending on the type of project you are working on. It
provides columns and rows for more details as you track the progress of the

TP project. The To-Do app is more of your traditional set of bullet points of items
that need to be done. If you have used To-Do items in Outlook, then the To-Do
app will look familiar.

3 Whiteboard: One of the most useful tools for communicating with others is
a simple whiteboard and markers. We can't tell you how many times we
have worked with others, standing around a whiteboard, and drawing out
ideas. A whiteboard is right up there with one of the most useful ways for
people to communicate and exchange information. The Whiteboard app, as
its name implies, is a digital version of the tried and true physical white-
board. You can create a new whiteboard and then you and others can draw
on it, and everyone can see and interact with the same digital surface. In our
opinion, this doesn't beat being in the same room and standing around a
physical whiteboard but when everyone is remote then it is the next best
thing.

¥ Stream: You have probably heard of YouTube and have even watched some
videos there. Microsoft has its own version for organizations, and it is called
Stream. Using Stream you can upload and share your videos. You can embed
them in other areas and track metrics that relate to them. Stream uses
SharePoint behind the scenes, and if you are familiar with SharePoint, you
know the value it can provide. We cover SharePoint in further detail in
Chapter 11 and have even written an entire book on the technology called
SharePoint For Dummies (Wiley).

Finding Control with the Power Platform

The Microsoft Power Platform is a series of apps and services that have been
brought together under the same marketing umbrella. The Power Platform
includes Power Business Intelligence (Power BI), Power Apps, Power Automate,
and Power Virtual Agents.

Power Bl is a tool you can use to pull in data from many different sources and then
create visualizations in order to analyze and understand it. We like to think of
Power BI as an Excel spreadsheet with all sorts of super powers. We use Power BI
all of the time for large and small projects and we see even the largest organiza-
tions utilizing it to run even their largest businesses.

Power Virtual Agents is an area of the Power Platform designed to create chat bots.
Using artificial intelligence and machine learning you can create, train, and deploy
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agents that can provide information to customers in the form of chats. The tech-
nology is getting better all the time — we even found ourselves asking someone
on a support chat service whether they were a human or an Al Just the fact that
we had to ask says a lot about how far the technology has come and where it is
headed.

The other two areas of the Power Platform are Power Apps and Power Automate.
We think these are two of the most impactful tools in the Power Platform. Let’s
explore them in some detail.

Creating Apps across the Microsoft
Cloud with Power Apps

Microsoft Power Apps is a service that spans many different products. The idea of
Power Apps is to provide a platform for non-developers to build apps that people
can use on their smartphones and other computing devices. Power Apps is
designed for business needs and thus, fits in nicely with SharePoint and your
Windows 365 cloud PCs.

Introducing Power Apps

When we first started using Power Apps, we were excited. It seemed like a plat-
form designed specifically for SharePoint. The Power Apps we built we made
available to all types of users on their mobile phones. All of a sudden, people
started using SharePoint and had no idea they were using SharePoint. They just
used an app on their phones and knew that it solved a specific business problem.
So we initially thought of Power Apps as a mobile app platform, and we used it
almost exclusively with SharePoint. Now that we have some experience under our
belts, we realize that Power Apps is more than just making SharePoint apps avail-
able on a mobile device (though this is still the biggest value in our opinion).

Even though we think of Power Apps as primarily a mobile experience, you can
also add the Power Apps you build to SharePoint pages as well.

TIP

Signing into Power Apps

The easiest way to access Power Apps is by clicking the Microsoft 365 app launcher
menu and then selecting Power Apps. If you don’t see it right away, then you may
need to select All Apps.
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You can also access Power Apps by opening your web browser and navigating
to the site directly. The Power Apps site is located at https://powerapps.
microsoft.com. When you sign into the Power Apps site, you use your Microsoft
365 credentials just like you use to sign into your cloud PC.

Getting familiar with Power Apps

The Microsoft Power Apps service uses your web browser as a development tool
for building apps. The development environment is shown in Figure 12-4.
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Notice along the left side of the page you have the following navigation
options: Home, Learn, Apps, Create, Dataverse, Flows, Chatbots, Al Builder, and
Solutions.

The Home navigational link is your friend that always takes you back to the begin-
ning if you get lost. The Power Apps home page includes overview information
and is always a good place to start when you are developing Power Apps.

Next up is the Learn link. The Learn link includes guided learning, help topics, and
a Power Apps community.
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When you first get started with Power Apps, make sure to spend some time going
through the Guided Learning experience found on the Learn page. It is time well
TIP spent and saves you lots of frustration and headaches down the road.

The Apps link takes you to a location that shows you all your Power Apps. There
you can find the recent apps you have developed, apps that have been shared
with you, apps you have permissions to edit, and apps that are part of your
organization.

After the Apps link is the Create link. The Create link is where you go to create a
new PowerApp. You use this in the next section when you create your first Power-
App. After the Create link is the Dataverse link. The Dataverse link expands and
includes links for Tables, Azure Synapse Link, Connections, Custom Connectors,
and Gateways. This is where you can create connections and manage the data you
are using in your Power Apps. Data is at the heart of a business app, so you will
spend a lot of time here after you get comfortable with building and customizing
Power Apps.

After the Dataverse link is the Flows navigational link, which lets you integrate
your Microsoft Power Automate workflows directly into your Power Apps. We
cover Microsoft Power Automate in the next section.

Microsoft often changes the names of navigational items. If you don’t see the
exact names we mention then they have likely changed. As we were writing this
book, for example, the Data link changed to Dataverse even though the function-

TP ality remains nearly the same. Just something to keep in mind when using Micro-
soft 365 apps.

The Chatbots link is where you can create virtual agents that respond in chats.
Think of a chatbot as an automated response system that people can use to inter-
act and have guided conversations.

The Al Builder is covered further in the next section on Power Automate. Al Builder
is an advanced feature that lets you enhance your apps with common AI models.

Last in the list is the Solutions navigational link. Solutions is a relatively new
feature of Power Apps (Microsoft is adding new functionality all the time). Solutions
is beyond the scope of this book, but in a nutshell, a Solution allows you to encap-
sulate a group of Power Apps and move them all at once to another environment
instead of one at a time. Imagine a Power Apps solution for a finance team that
includes apps used by financial departments. This is the idea behind Solutions.

CHAPTER 12 Getting the Most Out of Microsoft 365 195

0005408832.INDD 195 Trim size: 7.375in x 9.25 in July 4,2022 1:11 PM



196

0005408832.INDD 196

Building your first Power App

A very simple, but incredibly powerful, use for Power Apps is to let users work
with a custom SharePoint List-based app using their mobile phones or tablets.
Just about everyone has a smartphone now, and building an app that lets your
users interact with a SharePoint list brings your intranet to their mobile devices.

Let’s build a Power App so that users can work with a SharePoint list from their

mobile devices.
To build a Power App for working with a SharePoint list:

1. Open your web browser and navigate to the SharePoint list.

This assumes you already have a SharePoint list in mind. If you don't already
have a SharePoint list, you can create one before proceeding. Refer to
Chapter 11 for more information on SharePoint.

2. Click the ellipsis in the Ribbon, choose Integrate, and then on the Power
Apps fly-out menu select Create an App, as shown in Figure 12-5.

If your screen is wide enough you might not see the ellipsis and will instead see
the direct options such as Automate and Integrate.

TIP A dialog displays where you can enter a name for the app.
3. Enter aname and click Create, as shown in Figure 12-6.

Your browser redirects you to the Power Apps development environment
called Power Apps Studio.

Power Apps Studio might sound impressive, but it is really just a web page with
a lot of functionality for building apps. All you need is your web browser to
work with it and build Power Apps. Because we started with an existing
SharePoint list, the heavy lifting of creating the Power App was already done
for us.

4. Cclick the play button, displayed in the top-right corner of the page, to
display the app in a preview window.

The preview shows you what the app will look like when viewed on a mobile
phone.

The SharePoint list that contains the data for this app doesn't have any items in
it yet, so let's create one.

5. click the plus (+) sign in the top-right corner of the screen.

A form that represents the columns in the SharePoint list appears.
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FIGURE 12-5:
Creating a new
PowerApp for a
SharePoint list.

TIP
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6. Enter information into the form to create a new list item and then click
the check mark in the upper-right corner of the app to create a new item,
as shown in Figure 12-7.

A new list item is added and the main app page reloads. Let's head back over
to our SharePoint list in our web browser to confirm the item was created.

7. Open the Power Apps Example list in our browser and confirm the new
item has been created from the Power App, as shown in Figure 12-8.

Next, let's create a new item in the SharePoint list in our web browser and then
confirm it appears in the Power App.

8. Click the plus (+) sign to create a new item in the SharePoint list, then
head over to the Power App preview and click the refresh icon (it looks
like a circular arrow).

Our new item is pulled into the Power App. We can now work with a
SharePoint list from a Power App.
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Power Apps can be integrated with Microsoft Power Automate. This combination
lets you take SharePoint to the mobile world and also incorporate your workflow
at the same time. In our view, this is a game changer in the technology world.
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FIGURE 12-6:
Providing a name
for a PowerApp.

FIGURE 12-7:
When a new
PowerApp is
created from a
SharePoint list,
we can preview it.
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Power Apps Studio is a complex development environment. It takes some time to
get a feel for customizing and creating new Power Apps. Remember to check out
the Learn navigational link at https: //powerapps.microsoft.com to see hands-
TIP on training guides and videos.

Sharing your PowerApp

Now that you have a working Power App, the last step is to share your app so that
it is available to use. To share a Power App:
1. Open the Power App you want to share in Power Apps Studio.

If you followed the previous procedure, you are already viewing the app
created for the SharePoint list.

2. Click the File tab, shown at the left in Figure 12-9, and then click the Share
button, shown at the right in Figure 12-9.

3. Enter the name or email addresses of the people you want to be able to
use the app and then click Share.

An email is sent with instructions on how to access the app.
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Building Workflows with Power Automate

Any organization is made up of processes. Some processes might be very simple,
such as checking an email, responding, and then filing it in a folder. Other
processes are more complex and might involve multiple people and computer
systems. In any case, processes — and workflows — are at the core of an
organization.

Understanding Workflow

A workflow can be used to manage a human-centric process or a computer-
centric process. For example, you might have a process that involves five people
working partly in parallel and partly in sequence. If these five people are all in the
same room and accomplish the process in one sitting, then using a workflow to
coordinate their activities wouldn’t make much sense. If the people are dispersed
in different offices or cubicles, or if the process takes place over a period of time,
then a workflow can be used to coordinate and keep the process on track.

In addition, a process might interact with other computer systems. For example,
you might have a process that needs to pull customer data from a Customer
Relationship Management (CRM) system. Or you might want to pull data into
SharePoint from Twitter and the CRM so that a workflow is triggered whenever
someone complains publicly about your company or product on Twitter. Just about
anything you can dream up can be built into a workflow.
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Introducing Microsoft Power Automate

Microsoft Power Automate is the next generation of workflow. It was born in the
cloud and designed from the ground up to interact with Microsoft 365 products as
well as third-party products (external to Microsoft) such as Dropbox, Amazon,
Twitter, Facebook, and nearly any other online service in the world. It enables
employees to create and automate workflows across multiple applications. When
you think of Microsoft Power Automate, think of an online workflow engine that
is available to the Internet — not just to Microsoft products.

Microsoft Power Automate is a rebranding of Microsoft Flow. If you are reading
about workflow in Microsoft 365 and see articles outlining Microsoft Flow, you
can think of Power Automate now instead. Microsoft has a culture of changing the

TIP names of things all the time so don’t worry if you see a new name. Chances are
good that the technology is not brand new, just the name.

Signing into Microsoft Power Automate

Microsoft Power Automate is accessed in one of two ways. You can select the
Power Automate icon in the Apps menu from within any Microsoft 365 service
(such as SharePoint) as described earlier. Alternatively, you can go to the Micro-
soft Power Automate web page at https://powerautomate.microsoft.com.

Getting familiar with Power Automate

The Microsoft Power Automate service uses your web browser as a design tool for
building out automated workflows called flows. The design environment is shown
in Figure 12-10. Notice the navigation options that appear along the left side of the
page: Home, Action Items, My Flows, Create, Templates, Connectors, Data, Mon-
itor, AI Builder, Process Advisor, Solutions, and Learn.

The Home navigational link always takes you back to your start page if you ever
get lost. The start page includes overview information and is always a good place
to return to when working with Power Automate.

The Action Items menu provides a place for approvals and business process flows.
The Approvals link takes you to the approvals page, as shown in Figure 12-11,

where you can build a new approval workflow or interact with approvals that you
have sent or received. You can even see the history of the approvals on this page.
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FIGURE 12-10:
The main
Microsoft Power
Automate page.

FIGURE 12-11:
The Approvals
page for
Microsoft Flow.
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The heart of the Power Automate interface is the My Flows page. When you click
this navigational link, you see all your flows and the flows for your team. There
you find tabs to group flows by Cloud flows, Desktop flows, Business Process
flows, and Shared With Me flows:

¥ Cloud flows are workflows that are triggered automatically, instantly, or via a
schedule based on events that happen in the cloud.

¥ Desktop flows are workflows for repetitive things that you do on your local
computer. For example, organizing your documents and folders or pulling
data into an Excel file from the same source each day.

¥ Business Process flows are designed for human workflows in that the
person follows the same steps each time. For example, when someone opens
a new account they should always follow the new account workflow.

¥ The Shared With Me flows are flows that others have created and shared
with you.

The Create navigation item lets you start a new workflow. The next item is the
Templates link that takes you to the Templates library. Templates are prepack-
aged flows you can use and customize for specific scenarios. For example, there is
a flow to send yourself a reminder in 10 minutes or start an approval when a new
item is added to SharePoint or Outlook. An incredible number of templates are
available, and new ones are added all the time. Chances are, if you already have a
workflow in mind, someone has created a template for it.

Next up on the navigational menu is Connectors. Connectors are where Power
Automate gets its power. Connectors, well, connect Power Automate to all types of
services and products. This is where you can build workflows that interact with
popular sites and products. Remember when we mentioned Dropbox, Amazon,
Twitter, and Facebook? This is where you find connectors for those products, as
well as nearly any other online service or product in the world.

Keep in mind that some services require a premium subscription in order to con-
nect to them.

TIP . . . . . .
The Data navigational link is where you can pull data into your flows so that it can

be analyzed and decisions in the workflow process can be made. After you get up
to speed with Power Automate, you will spend a lot of time in this area.

The Monitor option is where you monitor things regarding your flows. Here you
see things like notifications, failures, and alerts.
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The AI Builder option lets you enhance your workflows with common AI models.
For example, you might train a model to look at incoming invoices and pull out
key information. As the model learns it can adapt to new invoice formats without
human interaction. You can use many different AI models with Power Automate.

Next up is Process Advisor which you can think of as an automated way to visual-
ize your workflows. You can then review the visualizations and figure out how to
improve your workflows.

The Solutions navigational link is where you can bundle flows into a single deploy-
able unit. The deployable unit is called a solution and you can group related flows
together for ease of deployment and maintenance. Solutions can be very useful in
extremely large organizations that have a lot of flows.

Finally, the Learn navigational link is where you can find step-by-step learning
guidance from Microsoft.

Building your first flow

A basic, but useful, workflow is to send an approval email when a new item is
added to your SharePoint site. For example, imagine a ticketing app you have built
using a SharePoint List (see Chapter 11 for more about creating List-based apps).
Whenever someone adds a new item to the app, you want to fire off an approval
email to a group of people so that they know a new ticket has been added and
someone can approve it. Let’s build this workflow using Power Automate.

To build a workflow to send an approval email when a new item is added to your
SharePoint List app follow these steps:

1. i SharePoint, click the Microsoft 365 apps menu in the upper-left corner
and select Power Automate.

A new tab opens on your web browser and the Microsoft Power Automate
page loads.

2. Click the Templates navigational link on the left side of the page.

3. Type sharepoint into the search box and press Enter to display the
templates that relate to SharePoint, as shown in Figure 12-12.

Atemplate is already available to do exactly what we are trying to do.

4. Click the “send approval email when a new item is added” template
(shown as the last template in the third row in Figure 12-12).

The page for this template appears and provides a visual for how the workflow
flows. (Pun intended.) You can see in Figure 12-13 that the workflow originates
in SharePoint and then moves to Microsoft 365 and Office 365 Outlook (email).
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The arrow pointing to the right indicates the direction the data is sent. Farther
down the page are the permissions that are required for this email (see
Figure 12-14).

Something we appreciate about Microsoft services is that authentication is
handled for us automatically. If you look at the permissions required for this
workflow (Figure 12-14), you will see it actually crosses services. Because our

TIP user is part of Microsoft 365, we don't need to set up any extra permissions. It
“just works"” after we sign into each service from within the flow.

A"gotcha” with connectors is that Microsoft Outlook and Office 365 Outlook
are different email services. Microsoft Outlook is for personal email addresses
and Office 365 Outlook is for work and organization email addresses. If you try

WARNING to setup an email connector in a flow and receive an error that the account
doesn't exist, then you might be using the wrong email service for the type of
account you are signed in with. We ran into this with the connector that sends
an email notification when a new item is added to a SharePoint list. The
connector wants the personal Outlook.com email service and we were trying
to use the Office 365 Outlook service.

5. Make sure to click the “sign-in” next to either SharePoint or Office 365
Outlook and then click Continue. Next, click the SharePoint Site Address
drop-down menu and choose the SharePoint site where your List-based
app resides.

In our example we chose our Windows 365 For Dummies site that we created
in Chapter 11.

6. Cclick the SharePoint List Name drop-down menu and select the List-
based app the workflow will use.

In our example, we chose the Power Apps Example list from earlier in the
chapter, as shown in Figure 12-15.

It can take a little time for a SharePoint site or List-based app to appear in
these drop-down menus. If you just created something and it is not showing

up, go grab a coffee and check back later.
TIP

7. Fillinthe approval details and then click Save to create the workflow and
attach it to your SharePoint List-based app.

Now whenever a new item is added to the list, an approval email will be sent as
a notification. You can customize the workflow with the destination email, email
message, and timing by editing the flow. You can find it on the My Flows page.

Using Microsoft Power Automate, you can build workflows that integrate Share-
Point with just about any other software you can imagine. Spend some time
exploring the templates and when you are feeling comfortable, start customizing

TIP the templates to suit your own needs and then move into building your own cus-
tom flows from scratch.
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IN THIS CHAPTER

» Learning how Windows Update works

» Figuring out how to update all
Microsoft software

» Getting familiar with the Windows
Insider program

» Finding out how to keep all software
apps updated

Chapter 13

Keeping Your System
and Apps Up to Date

ne of the most important things you can do to ensure your computer

security is keeping your system and software apps up-to-date. Most

Microsoft software does a great job of keeping itself up to date through a
mechanism known as Windows Update.

In this chapter, we cover the primary update mechanism on your cloud PC called
Windows Update. We walk you through the various options and advanced options
and then cover the Windows Insider program. Finally, we discuss how to keep the

software on your cloud PC that was developed by someone other than Microsoft up
to date.

Learning Your Way around
Windows Update

Windows Update is part of the Settings application, and you can use it to keep your
Microsoft software up to date.
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To open Windows Update, follow these steps:

1. Makesure you are working on your cloud PC and then click the Start
button.
The Start menu appears.

2. Click the Settings app (if it is visible) or type settings in the search box.
The Settings app appears.

3. Cclick Windows Update in the left navigation area of the Settings app. It
appears at the very bottom of the list.

The Windows Update page opens, as shown in Figure 13-1.

A Cloud PC Business 2VCPU/AGE/ 12868 —ETX =
& Settings

@ Rosemarie Withee WindOWS Update

rosemarie@windows365fordummies...

You're up to date

Find a setting 0 m
u Last checked: Today, 12:30 PM Check for updates

& System

More options
©  Bluetooth & devices

q [] I] Pause updates Pause for 1week v
@ Network & internet

Personalization
@ Update history >

B N\

Apps

Accounts Advanced options

Delivery optimization, optional updates, active hours, other update settings

e
2

® Time & language

# Gaming @ Windows Insider Program >
Get preview builds of Windows to share feedback on new features and updates
K Accessibility
& Privacy & security /@ Gethelp
| ® Windows Update [N & Give feedback
FIGURE 13-1:
The Windows
Update area of
the Settings app aE - - ‘ 1231pM
sunny i= O CHR n ‘_r a * g NS DD

on a cloud PC.

You can open apps on your Windows 365 cloud PC in the same way you open apps

on your physical computer running Windows. Just make sure you are working on
e your cloud PC so that the work you do happens where you expect.

Windows Update provides a status area at the top of the screen, and you can click

the blue Check for Updates button to see whether any updates are available. Below

the status area you find and the More Options area. In this area, you can configure

how Windows Update works with your cloud PC. The options include the ability to
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pause updates, review update history, configure advanced options, and join the
Windows Insider program.

Pausing updates might sound counterintuitive because you really want to make
sure your cloud PC is always updated. However, you also don’t want Windows
Update hogging your system resources at the most inopportune time. We remem-
ber seeing a viral video of a live weather report where Windows stated it was per-
forming updates. Perhaps the weather person should have paused the updates
before going live on the air! You can pause updates from anywhere between 1 and
5 weeks. When the time has elapsed, the updates will continue again.

It can also be helpful to view the history of your system and see exactly what
updates have been applied and when. When you click the option to view update
history, you can see every update installed on the system along with the date it
happened and a status of whether it was successful. We rarely look at this infor-
mation; however, if you need to track down specific functionality regarding an
update, you will find the information incredibly useful.

The next two items are for configuring advanced options and joining the Windows
Insider program, and we cover them next.

Diving into Advanced Options

The advanced options page provides settings to fine tune the Windows Update
process. Here you can configure settings to update all Microsoft software (not just
Windows), set update notifications, and set active hours when you are working
and might not want to be bothered with updates. In addition, there are options to
configure optional updates, optimize how updates are delivered, setup recovery
and restart options, and configure policies. Policies are a mechanism that can be
set for an entire organization. For example, your organization can set a policy that
every computer updates automatically. The Advanced Options screen is shown in
Figure 13-2.

Keeping all Microsoft software updated

Windows Update keeps your Microsoft cloud PC operating system up to date by
default. But what about the rest of the Microsoft software installed on your sys-
tem? Windows Update can be configured to update all the Microsoft software on
your system. The setting is a toggle switch located in the Advanced Options sec-
tion of Windows Update. When you enable this option, the Windows Update checks
your system to see what Microsoft software you have installed and then provides
updates to it directly from Microsoft. The toggle is off by default; you can toggle it
on by clicking it.
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We highly recommend using Windows Update to keep all the Microsoft software
on your cloud PC system up to date. You can find the option in the Advanced
e Options section of Windows Update.

On the Advanced Options page, some options appear that aren’t relevant for your
cloud PC system. For example, the Keep Me Up to Date option is grayed out because
it is not relevant to a cloud PC. Another example: the Download Updates over
Metered Connections option — which isn’t grayed-out —isn’t relevant because
your cloud PC lives in a Microsoft data center and is always connected to the
Internet via an ultra-fast connection.

When Windows Update has downloaded and installed updates it often needs you
to reboot your system before the updates take effect. You can toggle an option to
receive a notification that will appear on your cloud PC screen when such a reboot
is required.

We have all experienced a surprise reboot in the middle of our work. The way to
avoid this is to let your cloud PC know when you are usually active on your com-
puter. Your active hours are set to “automatically” by default, which means Win-
dows learns from your behavior and sets the active hours for you automatically.
During your ‘active hours’ Windows won’t automatically reboot. You can also
override the default and set these active hours manually.
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We expect that Microsoft will start to tailor Windows 365 to the cloud-first world.
All we must do is look back at Microsoft Office to get a glimpse into the future.
Office became Office 365 and then Microsoft began building features specifically

TIP for the always on and always connected nature of the Internet. Eventually Office
365 became something barely recognizable as the traditional Office. The product
morphed and adapted. Microsoft did this over time and continues to release new
features. We cover this topic further in Chapter 1.

Taking a look at additional options

Many of the updates Microsoft sends to your cloud PC through Windows Update
are very important and should be installed right away. However, there are also
sometimes updates that are optional. Examples of optional updates include fea-
tures that you might want to try, quality updates that might be helpful, and driver
updates to help improve performance of devices. You can view and install optional
updates by selecting the option as shown in Figure 13-3. The screen shows how
many optional updates are available. In our case we like to keep all updates
installed so we have 0 available.

Ha Cloud PC Business 2vCPU/AGE/128GB TEx — a x
& Settings
Rosemarie Withee Windows Update > Advanced options
rosemarie@windows365fordummies...
Y Show notification when your device requires a restart to finish updating VN -
Find a setting Ie)
acteliours Currently 8:00 AM to 500 PM v
We won't restart your device during these hours
& System
© Bluetooth & devices Additional options
¥ Network & internet @ Optional updates D
Feature, quality, and driver updates
7 Personalization
B Apps @ Delivery Optimization N
== Bandwidth limits for updates, downloads from other devices
@ Accounts
. Recovery
R =l anotaoe = Reset, advanced startup, go back 2
#  Gaming
E Restart apps >
Accessibility ©  Automatically save my restartable apps when I sign out and restart them after | sign in
@ Privacy & security
ﬁ Configured update policies >
| @ Windows Update
FIGURE 13-3: B\ @i
Viewing and
installing optional 75T - 922
1] = AM
Sunny O D aCBE & & AS LD
updates. - = -
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The delivery optimization section is one of those areas that is a holdover from
Windows on a physical computer. The option allows you to set updates to down-
load from other computers on your network or even other computers on the Inter-
net, too. You can limit the amount of network bandwidth updates take so your
network is not overwhelmed, and you can monitor the updates as they happen.
In the case of your cloud PC, you get the updates directly from Microsoft data
centers and your cloud PC is already on the Microsoft network. So we recommend
sticking the default options.

Most everyone has experienced a time when their computer is not behaving, and
they need to recover to a working system again. In the old days, if you wanted to
start over with your computer, you would need to reinstall the operating system
(or perhaps just throw in the towel and go buy a new one). The Recovery screen,
shown in Figure 13-4, guides you in troubleshooting your system and if that
doesn’t work then in resetting back to a fresh state. If you decide to reset your
system, it is like starting over from the beginning with your cloud PC. Be very
careful before performing this option because it can have dramatic effects.

Resetting your system back to a brand-new state can have unintended conse-
quences. Before you reset your system, try working through the troubleshooting
guides provided in Windows Update.

TIP
Ha Cloud PC Business 2vCPU/4GB/128GB -8 X = a X
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rosemarie@windows365fordummies...
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As with many things in Windows, many user interface navigation paths take you
to the same task. Microsoft does this to try to make your life easier. For example,
clicking the Restart Apps option, which you can see in Figure 13-3, in the Advanced
Options section of Windows Update loads a screen in which you can configure
sign-in options, as shown in Figure 13-5. Notice in Figure 13-5 that the navigation
in the Settings app changed on the left side and it now says you are in the Accounts
area. This is because the option in Windows Update was a link to the Accounts area
of Settings where you can configure settings that relate to restarting apps. This
jumping around can be confusing at first and can make for a maddening experi-
ence. On the other hand, when you get used to it, it can make the user interfaces
in Windows feel more streamlined and connected. In this case, you can select the
toggle to save the state of your apps when you restart your cloud PC and Windows
365 will automatically start the apps for you again when you sign back in.

The Windows 365 user interface often has multiple ways to navigate to the same
settings. This can easily turn into a confusing situation. Keep in mind that navi-
gational items are often linked to other areas. For example, if you are in the

warning  Advanced options of the Windows Update section in Settings and click Restart
Apps, then you are instantly transported to the Accounts area of Settings. When
you realize what is going on, then the way things work begins to make sense.
Make sure to keep an eye on the navigation to understand where you are in Win-
dows 365 settings.

In the Settings app, you can click the “back” button (hint — it looks like an arrow

pointing to the left) in the upper-left screen of the app to go back to the pages of

the app you previously visited. This way you don’t have to click through the navi-
TIP gation to try to find your way back to settings you were just looking at.

There are many settings that are controlled in a bulk fashion on your cloud PC. In
large organizations many settings are usually controlled by your IT team and
administrators. The settings are controlled through policies, and you can view the
policies that relate to updates in the Configured Update Policy section. Several
policies appear already configured for your cloud PC, as shown in Figure 13-6.
Microsoft has configured these policies as part of Windows 365 and their duties in
managing your cloud PC.
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Understanding the Windows
Insider Program

The Windows Update screen includes a section for joining the insider program.
The Windows Insider Program gives you access to preview builds and provides a
mechanism to share feedback on any new features and updates that are planning
to be released. You can see the Windows Insider Program option in Windows
Update in Figure 13-1. This option was used for Windows 10 and, at the time of this
writing, is not currently available for Windows 365. In the future, we this will be
a primary mechanism for Microsoft to gather feedback from Windows 365 users
and make improvements and updates. Keep an eye on this area to see if it is avail-
able if you are interested in helping shape the future of Windows 365.

Until the insider program is available for Windows 365, you can still help the
Microsoft team by turning on diagnostic updates as shown in Figure 13-7. When
you turn on diagnostic updates, your cloud PC sends information back to
Microsoft on how you are using your system. Microsoft then uses this data to
make decisions on how they move the product forward.

& s Ha .l Cloud PC Business 2vCPU/4GB/128GB - & X = a X
Efl Rosemarie Withee Privacy & security > Diagnostics & feedback
rosemarie@windows365fordummies...

Diagnostic data
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You can turn on diagnostic updates to send data back to Microsoft so they can use
it to help improve the Windows 365 product. Not everyone is comfortable, or
willing, to send data to Microsoft and thus the option is disabled by default. In

TIP other words, you must opt into sending your optional data. You will find this
option in the Privacy and Security section of the Settings application.

Keeping All Your Software Apps Updated

Software can be updated in many ways. Sometimes a pop-up appears when you
open the app; other times, the app updates itself automatically. Keeping software
up to date is critically important because updates include security fixes. When
someone discovers a problem with software that can be abused, then a bad actor
can use it to steal your data. This is often referred to as an exploit or vulnerability.
Software companies fix these vulnerabilities and send the fixes to you through
updates.

It is important to keep all your software up to date. Problems, such as security
exploits and vulnerabilities, are fixed through updates. We catalog all the non-

Microsoft software we have installed that is not updated by Windows Update, and
TIP we check it frequently to ensure we are always running the latest versions.
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IN THIS CHAPTER

» Gaining a general understanding of
how credentials work

» Exploring how backups work in a
virtual world

» Getting familiar with the Windows
Security app

» Seeing how to adopt best practices
for security with your cloud PC

Chapter 14

Staying Safe in a
Virtual World

ecurity has always been important but now it’s more important than ever. In

the old days, you had a form of physical protection because your computer

was in your office. You had to go into a building to access your computer and
get work done. Now, with everything in the cloud, everything is always accessible
and available to you and from anywhere in the world. Unfortunately, this also
means the same cloud PC is also available for someone to hack at any time and
from anywhere in the world. For this reason, it is important to think about secu-
rity as a top priority.

In this chapter, you learn about the credentials you use to access your cloud
PC. You learn about Credential Manager and the Windows Security app that are
preinstalled and ready to use. Next, you learn about the importance of having
multiple steps to signing into your cloud PC. These multiple steps are called mul-
tifactor authentication and you learn how to set it up and start using it. Finally,
you learn about other aspects of security such as encryption, physical security,
and the difference between security on your physical device versus your cloud
PC. This chapter also includes some security best practices you can follow to get a
jump-start on staying safe in a cloud-based world.
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Keeping Track of Your Account
and Credentials

Your identity in Windows 365 comes from your Microsoft 365 account. In
Chapter 1, we signed up for Microsoft 365 and created credentials (username and
password) we use to sign into our Windows 365 computer. Microsoft often refers
to this as your “work or school” account. This account is different from a personal
account that you get when you sign up for a personal service. For example, you
would get a personal account when you sign up for a new personal email address
at outlook.com or Hotmail or when you sign up for Skype or Xbox.

Your Microsoft 365 account is already tied into your Windows 365 cloud PC. You
don’t have to set anything up. You just sign in with it.

TIP

Finding your account settings

Your account settings are located within the Settings app. We covered opening the
Settings app in Chapter 13. As a reminder, you can click the Start button and type
settings and then open the app. On the Settings app, Accounts appears in the left
navigation, as shown in Figure 14-1.

Cloud PC Business 2vCPU/AGB/128GE y = a %
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Rosemarie Withee ACCOU nts
rosemarie@windows365fordummies.
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Device access, work or school users, kiosk assigned access
K Accessibility
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On the Accounts screen are settings related to the accounts and security on your
cloud PC.

Some of the settings on your cloud PC are geared toward Windows on a physical

computer and cannot be changed. We expect that in the future the settings

throughout your cloud PC will shift toward a cloud first operating system and set-
TIP tings for physical devices will be removed.

Table 14-1 outlines the options on the Accounts settings screen:

TABLE 14-1 Accounts Settings
Option Description
Your info Change your photo icon and find related links and help info. We walk you through how to do

this in a later section.

Email & Add and manage accounts used by email, calendars, contacts, and other apps. This area is
accounts where you manage all of these. We show you how to add an additional Microsoft 365 account
in the next section.

Sign-in Set up a security key to add an additional security mechanism. The section below on security

options best practices outlines additional information about multi-factor authentication. You will also
find additional sign-in settings such as using sign-in information to automatically finish setting
things up after an update. Note you will also see options that are not relevant for a cloud PC.

Other Your Windows 365 computer is already pre-configured for your Microsoft 365 account. We are
users keeping an eye on the Windows 365 roadmap for the ability to add additional users to a cloud
PC. For now, think of your cloud PC as locked to only your user.

Windows Backup options are not relevant to your cloud PC because it is hosted and managed by

backup Microsoft. These backup settings are geared toward physical devices whose loss means you
lose everything. With your cloud PC, if can lose a physical device you can grab another one and
reconnect to your cloud PC. Your cloud PCis always available in the cloud and not attached to
any physical device.

Access Here you can see that your cloud PC is already preconfigured with your Microsoft 365
work or organization. We set this up from scratch in Chapter 1. Depending on your organization, this
school might have already been set up for you or you might have followed along in Chapter 1 and set

it up yourself.

Because the account you use to sign into your cloud PC is your Microsoft 365
account, you won’t need to adjust many settings. This is a good example of how
Windows 365 has evolved. We saw the same thing with Office moving to Office
TIP 365. In the beginning we wondered whether Office 365 was just another name for
Office. And then Microsoft put the development hammer down and the product
quickly diverged from its legacy roots. Windows 365 is currently quite similar to
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Windows 11. Soon, you can expect Microsoft to rapidly update the cloud PC operat-
ing system with cloud-first features and remove legacy features that only made
sense when operating systems were for physical devices.

Adding an additional Microsoft 365
account to your cloud PC

Within the account settings on your cloud PC, you can add additional accounts.
Microsoft refers to Microsoft 365 subscription accounts as “work or school
accounts” and others as “Microsoft accounts.” You can think of a “Microsoft
account” as a personal account you get when you sign up for an email service like
outlook.com, hotmail.com, or live.com. In Figure 14-2 you can see both account
types. The “work or school” account is the account we created in Chapter 1 when
we signed up for Microsoft 365 and Windows 365. The “Microsoft account” is one
of our personal @outlook.com email addresses we have added to our cloud PC.

A common use case is that you are a member of multiple Microsoft 365 organiza-
tions, and you want to sign into various resources as those other accounts. You can
add those credentials to your cloud PC.

To add a Microsoft 365 account to your cloud PC:

1. Cclick the Start button and then type settings in the search box.

The list of apps filters down and the Settings app becomes visible.
2. click Settings to open the app.

The Settings app opens, and the settings options for your cloud PC appear.
3. Intheleft navigation, click Accounts and then click Email & Accounts.
4. Inthe Add accounts section click Add a New Work or School Account.

A sign-in screen opens, and you can enter your username and password for
the new account as shown in Figure 14-3.

5. Enter your username and password for the account.

The credentials are validated and then the account is added to your cloud PC
as shown in Figure 14-4. We find this incredibly useful as we bounce around
between various SharePoint and Teams sites.

You remove a Microsoft 365 account in a different area of the Settings app than
where you added it. To remove an account, go back to the Settings app, click

Accounts, and this time click the Access Work or School button. Click the account
TIP you want to remove and then click Disconnect.
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FIGURE 14-2:
Adding an
additional

Microsoft 365
account to your
cloud PC.

FIGURE 14-3:

An additional
Microsoft 365
account added to
our cloud PC.
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Managing Windows Credentials
with Credential Manager

Credential Manager has been around for a long time. It is an app that can store
credentials so that you don’t have to constantly sign in each time you want to
access a resource. In the past, Credential Manager was integrated with the Inter-
net Explorer web browser and the Edge web browser.

The most recent version of the Edge web browser is built on top of Google’s open-
source framework called Chromium. And the new Edge browser is not integrated
with Credential Manager. Edge stores credentials inside the browser itself instead
of integrating with Credential Manager and we cover that next. With that said,
Credential Manager is still valuable for keeping track of the Windows credentials
stored on your cloud PC. To open Credential Manager and view and manage the
Windows credentials on your cloud PC, follow these steps:
1. Cclick the Start button and then type credential manager in the search box.

The list of apps filters down and you can see Credential Manager.
2. Click Credential Manager to open the app.

The Credential Manager app opens.
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FIGURE 14-5:
View credential
information in
Credential
Manager.
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Click Windows Credentials to see credentials for resources on your
cloud PC.

Credential Manager stores all types of credentials and not all of them are
usernames and passwords. Credentials can also take the form of certificates.
Certificates are similar to passwords but much, much longer. Think of a
certificate credential as a long password that uses math and encryption to let
you into a resource somewhere. Similar to how passwords work but geared
toward computers to authenticate with each other instead of for humans to
enter a username and password. The Windows Credentials on our cloud PC
are shown in Figure 14-5.
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Credentials in your web browser

There are many web browsers to choose from when browsing the web. Your Win-
dows 365 cloud PC comes preinstalled with the Microsoft Edge web browser. You
can install additional web browsers on your cloud PC, and we walk you through

how to do that in Chapter 7.
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Whichever web browser you use will store credentials for you so you don’t have to
repeatedly enter your sign-in credentials each time you visit the site.

It used to be very difficult on your cloud PC to change your default web browser.
Microsoft recently made headlines by making the option as easy as a single click
of the mouse. You can change your default web browser by going into the Settings

TIP app, selecting Apps, and then selecting Default Apps. Find the web browser you
want to set as your default, click the button to display the app’s screen, and then
click the Set Default button on the ‘Make <browser> your default browser’.

To view and edit the credentials in the Edge web browser on your cloud PC:

1. Makesure you are on your cloud PC and open the Edge web browser app.
The web browser opens, and your default web pages appear.

2. Cclick ellipsis in the upper right corner and then select Settings from the
drop-down menu.

The Settings page loads.
3. Click Passwords from the list of settings categories.

The Passwords page loads, as shown in Figure 14-6. You can choose how Edge
will save your web passwords. By default, Edge is set to save your passwords
automatically. You can change the option to require your cloud PC credentials
to be entered first, to prompt for a custom primary password, or disable the
option all together by toggling it off.

4. scroll down the page and view any saved passwords.

You can view and edit saved passwords. Edge also provides information about
the password including the health of the password. The health of the password
is a new feature that lets you see whether the password you use for a site has
ever been hacked and leaked and the weakness or strength of the password.
These are features that were previously only available in dedicated password
managers.

Credentials on your physical device
versus your cloud PC

We found that switching to a cloud PC is a giant paradigm shift, and it took us a
long time to get our heads around it. When you are sitting at your physical com-
puter, you might be working on your physical computer, or you might be working
on your cloud PC. You are using the same physical keyboard and mouse and mon-
itor regardless of where you are working. This can take some time to get used to,
and we covered some tips we have found helpful in Chapter 5.
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Microsoft Edge.

One area where the difference between your physical computer and cloud PC is
particularly important is credentials. The credentials (username and password)
you use to sign into your physical computer are different from those you use to
sign into your cloud PC.

It is important to keep in mind that the account you use to sign into your cloud PC

is your Microsoft 365 account. We covered setting up your Microsoft 365 account

in Chapter 1. You manage this account on the Microsoft 365 administration site,
rememger ~ Which is found at https://admin.microsoft365.com.

When you are working on your cloud PC, you sometimes also need to sign in to
other computers, services, and websites. Your cloud PC can manage these accounts
for you so that you don’t have to sign in each time you need to access a resource.
We covered ways you can manage credentials previously. Where we have found
ourselves getting confused is when we float back and forth between working on
our physical computer and our cloud PC. If you are working in a browser on your
physical computer, then any credentials you save in the browser will be on
your physical computer. If you move to a different physical computer, then your
browser won’t have those credentials. If you are using a browser on your cloud PC,
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then it doesn’t matter what physical computer you are using because the web
browser is installed on your cloud PC, and the physical computer is just acting as
a way to connect to your cloud PC. To make the most of this paradigm shift, we
embraced our cloud PC for work and use our physical devices to connect to our
cloud PC instead of doing work on our physical devices directly.

Changing your photo icon on your cloud PC

As mentioned previously, most of your information for your main cloud PC account
comes from Microsoft 365. One thing you can change is your photo icon. As with
many things in Windows 365, you can access the screen where you do this in mul-
tiple ways. The fastest way is to click the Start button and then click the icon on
the lower left of the Start Menu that shows your name. On the pop-up menu select
Change Account Settings. Alternatively, open the Settings app, select Accounts,
and then select Your Info. Both procedures take you to the Your Info screen as
shown in Figure 14-7. On the Your Info screen, you can change your photo icon.
You can take an instant selfie or you can browse for a picture to use.
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Using the Windows Security App

The Windows Security app is a one-stop shop for security issues on your cloud
PC. The Windows Security app, shown in Figure 14-8, includes features for viruses
and malware scanning, account protection, firewall and network protection, app
and browser control, device security, device performance and health, family
options, and protection history.

To open the Windows Security app and address any security issues, follow these
steps:

1. Cclick the Start button and then type windows security in the search box.
2. Inthe results, click the Windows Security app to open it.
The Windows Security app opens.

3. The app opens to show a Security at a Glance screen and provides icons
to show any potential problems. Scroll down through the cards and
address any warnings.

Notice in Figure 14-8 that a warning is displayed on the App & Browser Control
card. Turning on this feature lets your cloud PC protect you against apps and
websites that have a bad reputation when it comes to security.

There are multiple ways to achieve the same goal in Windows 365. Another way to
open the Windows Security app is through the Settings app: In the Settings app,
select Privacy & Security in the left navigation and then view an overview of the

TIP security settings. On the overview page, click the Open Windows Security button.
This opens the Windows Security app, which is exactly what you did by searching
for it on the Start menu in this procedure.

Using the Windows Security app, you can scan your computer for viruses and mal-
ware. The app that does the scan is called Windows Defender. By default, these
settings are configured to err on the side of caution. In other words, the settings
protect your cloud PC in real-time. There are times though when we like to scan
our cloud PC beyond the default settings. You can start a scan, or configure scan
options, by clicking the “Virus & threat protection” card on the Windows Security
app. From there you can start a quick scan, which scans the most likely places a
virus would be found, or you can click Scan Options and perform a full scan or
customize a scan to individual files or folders. Performing a scan using the quick
scan button is shown in Figure 14-9.

The viruses and malware that your cloud PC is checked for comes from a list that
is updated when you run Windows Update. It is one of the reasons we recommend

keeping your cloud PC updated with the latest updates from Microsoft. We covered
TIP Windows Update in Chapter 13.
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FIGURE 14-8:
The Windows
Security app on
your cloud PC.

FIGURE 14-9:
Performing a
virus and
malware scan
using Windows
Defenderon a
Windows 365
cloud PC.
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There are many security options available and depending on your organization,
these might already be configured for you. In general, we recommend making
sure the Windows Security app doesn’t warn about any problems and doing a full
scan on your cloud PC regularly.

The Virus & Threat Protection area of the Windows Security app also includes a

section to help protect against ransomware. Ransomware is a form of malware

that encrypts your files and holds them for ransom until you pay to have them
TIP unencrypted.

Getting Familiar with Security
Best Practices

There are some tried and true best practices when it comes to online security.
We have outlined some of the most important here.

»

»

»
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Keep your software updated. All software has bugs and exploits that might
provide attackers a way into your system. Some bugs are known, and others
are not yet known. The best way to keep an attacker from exploiting a
software application is by not installing it if you are not using it. The second-
best way is to make sure you regularly update any software you download.
One of the big value propositions with your cloud PC is that Microsoft keeps
their software up to date and secure for you. Unfortunately, when it comes to
software you install yourself from companies other than Microsoft, you are on
your own. Each software application has its own way of staying up to date.
When a new bug or security problem surfaces, software companies create
updates to patch and fix the problem. Keeping your software up to date is
critical in making sure you fix known problems. We covered updating your
system in Chapter 13.

Use a password manager such as LastPass. A password manager has
several benefits including ensuring that every account has its own unique
password and that every password is a long random string of characters. For
example, it might be easy to remember your password if the password is the
name of your dog, but it only takes minutes for a hacker to figure out the
password, too. When you use a password manager the password field can be
generated automatically and then filled in for you when you need to sign in.

Using multiple authentication factors. Using multiple ways to identify
yourself is a best practice. In the old days, you would only use your username
and password to identify yourself. This is a single factor for proving you are
you. Modern identity management systems use multiple factors for
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authentication. Windows 365 uses Microsoft 365 and Azure behind the scenes
and multiple factors are available. For example, you might set up a second
factor of authentication to text your mobile phone a code or get a code from
an app on your mobile phone. After you set this up, you need to sign in using
your username and password along with the code from your mobile phone.
Using multiple factors like these to prove your identity is called multi-factor
authentication.

3 Keep your physical security in mind when you are in a public or accessi-
ble location. For example, it might not be the best idea to leave your laptop
with a stranger in a coffee shop while you are in the bathroom. At the same
time, when you step away from your computer, make sure to lock it so
somebody cannot sit down at the keyboard and pretend to be you. It only
takes seconds for someone to lean over your physical computer, type in a URL
to download malware, and then close the tab. In those few seconds, the bad
actor can completely control your computer remotely. Game over.

Just like in real life, we can always be more conscious and observant of our safety
and security. When you dive into the computer security industry, like we have, it
is easy to become paranoid very quickly. Not everyone needs to be paranoid, but

TIP everyone can follow some basic best practices when it comes to both physical
safety and computer safety.

Staying in Sync with Backups

If you are using a physical computer, then backups can be your best friend. The
reason for this is because the files often reside on the hard drive on your physical
computer. So, if you haven’t backed up those files and lose or destroy your com-
puter or experience a crash, then your files are gone. Windows on a physical com-
puter still has backup mechanisms you can use, such as backing up to external
drives, however Windows 365 is built for the cloud and doesn’t have a need for
physical drives. All your files live on your cloud PC, which Microsoft backs up for
you. One area where you could still lose files is when you accidentally delete them.
To avoid losing files, and to maintain multiple backups, you can use SharePoint
and OneDrive.

The current version of Windows 365 uses Windows 11. We expect Windows 365 to
start diverging from the Windows designed to run physical computers. We saw the
same thing happen when Microsoft moved Office to the cloud with Office 365.

TIP Backing up files is a good example. For Windows on a physical computer, you
might want to back up your files to an external drive. On your cloud PC there is no
need. Your cloud PC, and files, are already backed up by Microsoft.
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Microsoft keeps your cloud PC, and files, safe and secure from hardware failures.

If someone obtains your sign-in credentials and signs into your cloud PC as you,

then they have full run of your computer. They could even delete important apps
warning  and files or reset your cloud PC entirely.

For backups on your cloud PC, we recommend using SharePoint and OneDrive.
OneDrive is already installed by default on your cloud PC. We covered SharePoint
and OneDrive in Chapter 11.

Advanced Security with Windows 365
Enterprise

We have primarily covered the Windows 365 Business offering throughout the
book. In addition to this, Microsoft also offers Windows 365 Enterprise. The
enterprise offering is designed for large organizations that have teams of IT
experts managing a large amount of cloud PCs. We cover Windows 365 Enterprise
further in Chapter 17.

One of the major value propositions of Windows 365 Enterprise revolves around
security. If your organization has hundreds, thousands, or tens of thousands of
cloud PCs, then managing them all requires scaled systems. Large enterprises
already use these scaled systems for management and security. They include
products like Microsoft Endpoint Manager, Conditional Access Policies in Azure
Active Directory, and Microsoft Intune. Each of these areas deserves, and has,
multiple books dedicated to them, so we won’t try to cover them here. Just keep in
mind that cloud PCs can be scaled to tens of thousands of computers just like
physical computers in the largest of organizations.
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IN THIS CHAPTER

» Figuring out common setup problems

» Checking out connection issues and
how to resolve them

» Seeing how to reset your cloud PC

» Looking into crashes in apps and your
system

Chapter 15

Troubleshooting When
Windows Won't
Cooperate

henever you work with any new product it can take time to get things

figured out. Perhaps your problems are with the way the product works

or perhaps they’re with the way you use the product. Windows 365 is no
exception. Sometimes things just won’t work out the way you expect them to, and
frustration will set in.

In this chapter, we look at some of the main issues you will experience with your
Windows 365 cloud PC and how to resolve them. First, we look at issues related to
setting up your cloud PC and then dive into problems with connecting to it after it
is set up. Finally, we look at some general issues you might experience with
crashes and how to reset your cloud PC when you want to start over.
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Working through Problems with the
Setup Process

In Chapter 1 you learned how to get set up with Windows 365. The process can
require some patience when things don’t go smoothly. We remember when Office
365 was initially introduced and the pain and suffering we had to go through to
sign up and use the product. Windows 365 is a much more streamlined experience
than Office 365 was over a decade ago, but it is still a brand-new product.

When we signed up for Microsoft 365 in Chapter 1 and then added Windows 365
the process went smoothly. We didn’t experience any issues. However, if you are
adding Windows 365 to an existing Microsoft 365 subscription, then there are
some things to watch out for.

Azure Active Directory limits adding
new devices

Azure Active Directory is the backbone for managing users and devices in the
Microsoft cloud. If you use Microsoft 365, then you are using Azure Active Direc-
tory. It sits behind the scenes, but you should know about it and how to access it
to solve certain problems.

You may run into issues with the settings in your Azure Active Directory tenant.
For example, Azure Active Directory has settings to restrict or limit users adding
new devices to the tenant. A cloud PC is just another device in the eyes of Azure
Active Directory; if your tenant won’t allow you to add a device, then you won’t be
able to create your cloud PC. You can find these settings by signing into the Azure
portal at https://portal.azure.com, selecting Azure Active Directory, and then
selecting Devices, as shown in Figure 15-1.

Multifactor authentication
causes problems

Another feature that can cause problems is multi-factor authentication. Multifac-
tor authentication is critically important for security and yet Microsoft recom-
mends turning it off to set up your cloud PC. We find this incredibly unfortunate
and hope that soon Windows 365 will have features that support multifactor
authentication. Azure Active Directory has a setting to require multi-factor authen-
tication in order to add a new device. If this is turned on, then you won’t be able to
add your cloud PC because it is considered a device. These settings appear in the
Azure portal along with the device settings mentioned in the previous section.
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Another area to check for problems is the Mobility section of Azure Active Direc-
tory. Microsoft recommends various paths to fix these problems depending on
whether you want to use Microsoft Intune to manage your cloud PCs.
TIP

Troubleshooting the setup process for your Windows 365 cloud PCs is an ever-
changing target. Microsoft continually fixes problems and adds new features that
result in new problems. We have covered a couple of the top issues we have seen,
and you can stay up to date with new guidance on troubleshooting on the Micro-
soft Docs website. The troubleshooting links are

3 Business Subscriptions: https://docs.microsoft.com/windows-365/
business/troubleshoot-windows-365-business

3 Enterprise Subscriptions: https://docs.microsoft.com/windows-365/
enterprise/troubleshooting

We see extremely smart people spending massive amounts of time trying to solve
problems in the Microsoft ecosystem. When you use Windows 365 you are also
using Microsoft 365. Microsoft 365 provides a mechanism for opening a service
TIP request, also known as a support ticket, for someone to help you through your prob-
lems. We recommend opening a support ticket if the issue you are experiencing is
not obvious. The Microsoft support engineers are smart and helpful, and they spend

CHAPTER 15 Troubleshooting When Windows Won't Cooperate 239

0005408835.INDD 239 Trim size: 7.375in x 9.25 in July 4,2022 1:14 PM



their entire day in and day out solving issues. As a result, it is likely they have seen
the exact problem you are experiencing before and know exactly how to handle it.
Your time is incredibly valuable and to make the most of it we recommend opening
a service ticket as soon as you run into a problem that isn’t obvious to resolve.

Figuring Out Why You Can’t Connect
to Your Cloud PC

Before you can work on your cloud PC you must first connect to it. As we covered
in Chapter 3 you can connect using a web browser or, preferably, the Windows 365
Remote Desktop client. To connect to your cloud PC, you must use a physical
device and you must have a stable Internet connection. Although this process is
straightforward, after you get things set up and in a groove, it can be frustrating
when things don’t work. When things don’t work you can start with the basics.

The first thing to check is whether you have a stable Internet connection. It is not
always obvious that a simple Internet connection is the problem as shown in
Figure 15-2. When there is no Internet access, a message appears saying that you
cannot connect to the service. Another error message that threw us for a loop is
shown in Figure 15-3. The message is complaining about connecting to a specific
server; however, the root cause was that our physical computer had its network
cable unplugged. This reminds us of the time we spent an hour trying to get a
scanner to work on our computer and finally realized it wasn’t plugged in, had no
power, and thus our computer couldn’t add it. Sometimes it pays to start with the
simplest things first and work toward the outliers.

You can check for Internet connectivity by browsing to well-known websites and
checking Microsoft connectivity by browsing to a site such as https://docs.
microsoft.com.
TIP

If your network connection is solid, then the next thing to check is whether the
Windows 365 Remote Desktop client is installed and working correctly. Follow the
steps in Chapter 2 to get setup if you haven’t yet done it. In particular, you must
subscribe to your cloud PC in the Remote Desktop client so that it knows how and
where to connect.

If you are connecting using your web browser, then there are many more factors
to consider. Every web browser handles things slightly different. One immediate
step to try is to use a different browser. For example, if you are using the security-
focused Brave web browser and things aren’t working, then try using Edge or
Chrome. We have also had problems with web browser add-ons that are designed
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FIGURE 15-2:
Windows 365
Remote

Desktop client
complaining it
cannot connect to
a service.

FIGURE 15-3:
Windows 365
Remote Desktop
client
complaining it
cannot connect to
a server.

TIP
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to block trackers and ads. These add-ons can usually be configured to allow spe-
cific sites, and you might need to add the https://windows365.microsoft.com
site to get things working.

We can't connect you.

Looks like we can't connect to one of our services right now. Please try again
later, or contact your helpdesk if the issue persists.

Remote Desktop

e Remote Desktop can't find the computer "rdgateway-r1.wvd.microsoft.com". This might
mean that "rdgateway-r1.wvd.microsoft.com" does not belong to the specified network.
Verify the computer name and domain that you are trying to connect to.

(~) Hide details
Error code: 0x104

Extended error code: 0x0

Timestamp (UTC): 2022-04-05T18:16:47.629Z

Activity ID: afc2c180-fdaa-431e-8592-bee832550500

Press Ctrl+C to copy.

Web browsers store information in what is known as a cache. The idea of a cache
is that the browser can load information from the cache faster than it can over the
network. Unfortunately, the cache can also create problems when you want fresh
information instead of the information from the cache. Every web browser has a
way to clear the cache. In addition, every browser also includes a way to open a
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window that ignores the cache. The window is called InPrivate in the Edge browser
and Incognito in the Chrome browser. You can open one of these windows by
clicking the ellipsis in the upper right corner of the browser.

If you can load your cloud PC and are presented with a sign-in prompt, then you
are close to solving your problem. When you sign into your cloud PC you are using
your Microsoft 365 credentials. We walked through how to set these up in
Chapter 2. To check your Microsoft 365 credentials, you point your web browser to
https://admin.microsoft.com. If you can’t sign in and you are an administra-
tor, then click the Can’t Access Your Account? link, as shown in Figure 15-4. When
you have your credentials working, you can use them to sign in to your cloud PC.

EE Signin to your account x Ha Cloud PC Bu CPU/AGE/128GE

] login.microsoftonline.com @ | InPrivate £

B Microsoft

Sign in

mail, phone, or Skype

No account? Create one!

Can't access your account?

Q Sign-in options

FIGURE 15-4:
Sign-in page for
Microsoft 365 https://login.microsoftonline.com/common/oauth2/authorize?client_id=00000006-0000-0ff1-ce00-0000000000008tresponse type=code id_token8iscope=openid profile8istate=Openl... el

with a link to oy 2 - = 1123 AM
access account ol w"PwpD<Co AED e @

An Easy Solution to Problems with Your
Physical Device

Your cloud PC is always on and always available. Of course, you need a physical
device such as a desktop computer, laptop, tablet, or phone to connect to it and use
it. If you experience a crash or problem with your physical device, then the fastest
way to get back to work on your cloud PC is to simply switch to a different device.
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We have done this multiple times and have even used old computers that we thought
were long beyond their life. Because the old computer only acts as a gateway to the
cloud PC, we didn’t have a problem. The only limitation is to make sure the physical
device meets the minimum requirements, and we cover those in Chapter 2.

A tablet or phone will work to connect to your cloud PC in a pinch, but we find we
are most productive when we have a full keyboard, monitor, and mouse. The
physical computer might be the most inexpensive thing you can find, and it still

TIP works great to get work done on your cloud PC. Assuming it meets the minimum
requirements, of course.

Keeping Up to Date with Known Issues

As we mentioned, Windows 365 is a brand-new product, and it is bound to have
problems. Some of these problems are known even if they are not yet fixed. We
like to keep an eye on the known issues so that we don’t go down the road of chas-
ing a problem resolution when none exists. Microsoft maintains a “known issues”
list on the documentation site. You can find it at the following locations:

3 Business Subscriptions: https://docs.microsoft.com/windows-365/
business/known-issues

3 Enterprise Subscriptions: https://docs.microsoft.com/windows-365/
enterprise/known-issues-enterprise

Recovering Deleted Files

Files, such as Word documents, Excel spreadsheets, PowerPoint presentations,
OneNote notes, and countless others, are critical to storing information and get-
ting things done. Microsoft keeps your cloud PC backed up and secure, however,
there is nothing to stop you, or someone that uses your cloud PC, from acciden-
tally deleting files. The good news is that there are multiple safeguards in place to
help you recover deleted files.

If you are using a content management system, such as SharePoint and OneDrive
then you have a powerful technology helping you keep things organized. When
you delete a file from SharePoint you can view it in the recycle bin in SharePoint.
We cover SharePoint in Chapter 11. And we love SharePoint so much we have writ-
ten an entire book on the subject. If you want to dive deep on SharePoint, then
check out SharePoint For Dummies (Wiley).
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If you use Teams to store files, then you are using SharePoint behind the scenes.
To view the files for a team you click on the team’s name and then click on the
TP Files tab. We cover Teams in Chapter 10.

In SharePoint, you can turn on versioning so that every time you save a file a new

version is created. You can turn on major and minor versioning. We find this fea-

ture incredibly helpful when we want to look back over previous versions and see
TIP what has changed.

Using a physical computer to access and use a virtual computer can often lead to
confusion when it comes to deleted files and recovering those files. For example,
you might have a file on your virtual computer and then look for it on your physi-

TP cal computer. It might initially seem like the file was deleted or “disappeared”
when in actuality it is just in another location.

Even if you don’t use one of the powerful content management technologies we
discussed previously, some features built into your cloud PC will help you recover
deleted files. When you delete a file on your cloud PC, it is not really deleted right
away. Instead, it is moved to the Recycle Bin. The Recycle Bin is a special folder
that you can browse to see deleted files. By default, the Recycle Bin shows up as an
icon on your desktop as shown in Figure 15-5. You can add or remove the Recycle
Bin, and other icons, from your desktop.

To restore a file from the Recycle Bin, double-click the Recycle Bin icon on your
desktop, and then right-click a file and select Restore.

TIP
To add or remove the Recycle Bin icon from your desktop:

1. Click the Start button and then type settings.
The Start menu appears, and the options are filtered to show the Settings app.
2. Click the Settings app to open it.
3. Sselect Personalization from the left navigation.
The personalization screen appears.
4. scroll down and select Themes.
The Themes options appear.

5. scroll down, click Desktop Icon Settings, and then select which icons you
want to show on the desktop, as shown in Figure 15-6. Then click Apply.

6. click Apply to save the settings.

The Recycle Bin icon now appears (or is hidden) on the desktop of your
cloud PC.

244 PART 4 Maintaining Your System

0005408835.INDD 244 Trim size: 7.375in x9.25 in July 4,2022 1:14 PM



FIGURE 15-5:
The Recycle Bin
on a cloud PC.

FIGURE 15-6:
Choosing which
icons to show on
the desktop of a
cloud PC.
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Rebooting a Cloud PC

A Windows 365 cloud PC is always on and always available. However, it is still
running Windows, and there comes a time when rebooting your virtual computer
can be beneficial to problems you might be facing. The old joke in technical sup-
port is that step one is always to reboot the computer. The same adage holds true
in the virtual world. If you are running into problems, try rebooting your cloud
PC. You reboot your cloud PC by clicking the Start button and then selecting the
power icon and choosing Restart as shown in Figure 15-7. Alternatively, you can
restart your cloud PC from the administration page at https://windows365.
microsoft.com. To reset the PC, sign in to the administration page, click the set-
tings icon on the cloud PC, and then select Restart as shown in Figure 15-8.

Ha b Cloud PC Business 2vCPU/4GB/128GB

£ Type here to search

Pinned Allapps >
Edge Word Excel PowerPoint Mail Calendar

TYRRE

Microsoft Store Photos Settings. OneNote Calculator Alarms & Clock
prers - .
g8 & & B O

Notepad Paint File Explorer  Movies & TV Tips

Recommended More >

Firefox financials.xlsx
0 Recently added Feb15

file-on-my-physical-computer.txt
Jan 27

5 my-filetxt

Closes all apps, turns off the PC, and then turns it on |
Jan27 4

gain.

Rosemarie Withee

FIGURE 15-7: -
The Restart "] o8B %
option on the -
Start Menu of | .

your cloud PC. Restart option

1:07 AM
ANCTD 0 @

A shortcut that has been around for ages is to press the Ctrl-Alt-Delete keys to
bring up a menu. The shortcut is still available on your cloud PC; however, to dif-
ferentiate between your physical computer and your cloud computer, you use the
TIP End key on your keyboard. So, the keys to press are now Ctrl-Alt-End and then the
same menu you would see on a physical computer is shown on your cloud PC.
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Finding Help within Your Cloud PC

Windows has had a shortcut to finding help information for ages. The shortcut is
the F1 key on your keyboard. The result is a help window based on the app you are
using when you press it or for Windows in general. For the most part, this short-
cut still works on your cloud PC. Though in our experience Microsoft is moving
away from this integrated help feature. We are still in the habit of pressing F1 on
our keyboard though the result now is that a web browser opens to a help page. We
have had better luck opening a web browser and searching Google for the problem
we are experiencing.

Some keyboards have a function key you must press and hold before you press the
key labeled F1 on your keyboard. In our case, the F1 key on our keyboard acts as the

volume key by default. To trigger the F1 key, we must press and hold the function
TIP key, labeled Fn, and then press the F1 key.
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As we have mentioned throughout the book, it is easy to get confused between
your physical computer and your cloud PC. If you are entering a keyboard
shortcut, like F1 for help, make sure you are working in your cloud PC and that

TP the window is active. We have experienced times when we didn’t have our cloud
PC window at full screen and even though we could see our cloud PC on the
screen the window wasn’t active. So, when we pressed F1 for help, we were
presented with help from our physical computer.

Crashing in the Cloud

Crashes are a fact of life when working with software. Applications crash, web
sites crash, and entire operating systems crash. When working on your cloud PC
you will experience the same types of crashes as you do on your physical
computer.

When your physical device crashes you can restart it and reconnect to your cloud
PC. If your physical device can’t recover from the crash, then the easiest thing to
do is just grab another device and use it to connect back to your cloud PC. Your

TIP cloud PC is always on and always available, and it doesn’t matter what physical
device you use to connect to it.

If one of your applications on your cloud PC crashes, then you can potentially lose
data. It is important to keep in mind that your cloud PC is very similar to a physi-
cal computer in the way applications run on it. For example, if you are working in

rememeer  Notepad and Notepad crashes before you remember to save your file, then all your
data in that Notepad document is likely gone.

Depending on the application you are using when the app crashes, there are some
possible solutions. When you are using Office, a crash file is created so the next
time you open the Office application you will receive a message that the app
crashed recently and a message asking if you want to recover the crashed docu-
ment. If you are using Office and saving your files to SharePoint and OneDrive,
then your files will have the auto-save feature turned on. If you aren’t using
SharePoint and OneDrive, then you will need to remember to save the file every so
often, so you don’t lose it.

Keep in mind that the term cloud is just another way to talk about software run-
ning in a data center somewhere that you connect to over the Internet. If your
Internet connection goes down, then the cloud is down for you. Your cloud PC is
still running and waiting for you to connect, but without an Internet connection
you won’t be able to connect to it as shown in Figure 15-9. Therefore, a stable
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FIGURE 15-9:

An Internet
connection is
critical in order to
access your
cloud PC.

TIP

Internet connection is critical in the modern world and especially when working
on a cloud PC. We cover network requirements and recommendations in
Chapter 16.
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Microsoft has announced new Windows 365 features that allow you to work offline
on your cloud PC and then sync the changes the next time you are connected to the
Internet. We expect Windows 365 features like this to come fast and furious in the
near future.

Resetting Your Cloud PC

WARNING

0005408835.INDD 249
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We can’t tell you how many times we have reinstalled the operating systems on
our computers. The number must be in the hundreds. We have reinstalled every-
thing from Windows, to Mac, to Linux, and just about everything in between.
Reinstalling an operating system is an extreme option. Many people would say it
is a nuclear option because going through with it means you have completely
obliterated your old operating system.

You can lose data when you reset your cloud PC. Use extreme caution and make
sure you are prepared by making sure all your files, data, and settings are
backed up.
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Because your cloud PC is not a physical computer, there is nothing to reinstall.
What you can do instead is reset your computer back to an initial state. The pro-
cess to reset your cloud PC can be found on the Windows 365 administration page.
Earlier in the chapter you saw the option to restart your cloud PC on the same
administration page. Refer to Figure 15-8. Just below the Restart option is an
option to Reset the cloud PC. When you select this option, you receive a warning,
as shown in Figure 15-10. Performing this task reinstalls Windows on your cloud
PC, removes your personal files, removes changes you made in settings, and
removes your apps. Like we said, it is a nuclear option.

(m] l 3 Windows 365 Ha Cloud PC Business 2vCPU/4GB/128GE

rat G @ ntips//windows365.microsoft com/#/ A Y 1= g

Reset Rosemarie Withee - Clou...

Resetting your Cloud PC will:

® Reinstall Windows
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« Remove your apps

If you Reset this cloud PC, all restore points will be removed
and restore points will begin again after the time that the CPC
is reset. If you prefer to return the machine to an earlier state,
use Restore instead.

This might take a while, check back later to see its status.

D Yes, | am sure | want to reset this Cloud PC

N
Cancel
FIGURE 15-10:
Resetting a cloud
PC from the
Windows 365
administration . N . .
page d ., IS O ST = g a ﬁl ~Qo 50

Restoring Your Cloud PC to an Earlier State

Abrand-new feature that is less destructive than resetting your cloud PC is restor-
ing. The Restore option, which is still in preview, is like a time machine. It trans-
ports your cloud PC back (back to the future?) to a previous point in time, as
shown in Figure 15-11. For example, let’s say a week ago you installed the Firefox
browser and then created two new Word documents. If you now restore your cloud
PC to that point in time two weeks ago, all the changes you made in the last week
vanish. It’s like the last two weeks never existed. We love this feature because we
can rewind the clock to a time before we thought it would be a good idea to start
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installing some wacky software on our cloud PC. Then poof, the crazy idea to
install every browser known to civilization is erased and we are back to just the
standard web browsers.
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Implementation
and
Administration
for Organizations



IN THIS PART ...
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IN THIS CHAPTER

» Getting familiar with computer
networks

» Learning about Microsoft Azure
networking

» Getting familiar with how your cloud
PC interacts with your local network

» Taking a peek at the network of
networks known as the Internet

Chapter 16

Getting Comfortable
with Networking in a
Cloud-First World

our cloud PC is, well, in the cloud. Which means that in order to connect to

it and use it you must use a network. In fact, you must use the mother of all

networks, the Internet. Because the network is so critical to using a cloud
PC, it is worth gaining knowledge about how networks work, or at least taking a
refresher.

In this chapter, you learn about computer networks and how your cloud PC works
with them. You learn how local computer networks work and how the network of
networks, known as the Internet, works. You learn how your cloud PC can talk to
things on your local network, like printers, and the Windows 365 Remote Desktop
client is recommended. Finally, we take a look at how Microsoft networking works
and how it is the home network of your cloud PC.
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Getting Familiar with Computer Networks

Networks come in many shapes and sizes. For example, you might set up your
home network by plugging in a cable modem and router and then wirelessly con-
necting your devices, your smart appliances, and so on. Similarly, a coffee shop
might do the same and offer its wireless network to its customers to browse the
web on their phones and maybe get some work done.

At the other end of networking you have large enterprise networks where com-
puters and devices in entire office buildings are connected. Managing these net-
works is a career unto itself and one of your authors once worked a graveyard shift
in a Network Operations Center (NOC) keeping an eye on massive networks before
finally moving to become a full-fledged network engineer that could keep day-
light hours.

At the end of the day the fundamentals of a network are the same regardless of the
size of the network. A home network has more in common with a massive enter-

prise network than you might imagine.
TIP

Networking is all about sending messages

The complexity of modern computers can make many concepts opaque and diffi-
cult to understand. To make matters worse, buzzwords come along that are used
in numerous ways and take on a life of their own, often detached from any techni-
cal reality.

To understand networks at the basic level let’s take a look at sending messages. A
fantastic book that we highly recommend is called The Victorian Internet: The
Remarkable Story of the Telegraph and the Nineteenth Century’s On-line Pioneers by
Tom Standage (Bloomsbury). The book title says it all. The Victorian Internet. An
Internet back before we even had computers! The telegram was, in essence, an
Internet because it consisted of sending messages from place to place. In other
words, there were groups, or networks, of telegraphers who would send messages
and route them to their final destinations.

The modern Internet is really not that different. Instead of telegraphers tapping
like mad sending electrical pulses down copper wires, we now have computers
sending the electrical pulses. Computers are massive orders of magnitude faster
than humans so the messages can be scaled to unimaginable levels. However, the
fundamentals of the message passing are the same. The electrical signals move
through copper wires at the speed of light.
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Over the years, electrical signals in copper wire have been replaced with light sig-
nals on glass wires, known as fiber optic cable, but the fact that a message is being
passed between two places has not changed. And many places, likely including
your home network, still use good old electrical signals on copper wire instead of
light pulses on glass fiber cable! For convenience’s sake many messages are now
passed wirelessly using radio signals. Again, the medium of passing the messages
is different but the fundamental of passing messages is the same.

The most common mediums for passing messages between devices are as follows:

¥ Electrical signals sent through copper wires. If you have any “Ethernet”
cables around your house, then you are using copper wires.

¥ Light signals sent through glass fiber-optic cables. If you are lucky and live
in an area that has fiber, then congratulations! Most people in the world don't
have access to fiber optic because it is expensive to put those glass cables in
the ground. Even if you have fiber to your neighborhood, you likely have
regular old copper wires running the last way into and around your home.

¥ Wireless signals sent using radio waves. Just like listening to the radio,
messages can be sent between two places wirelessly. This includes your cell
phone and any wireless Internet connection you happen to use.

Making messages reliable

The beauty of the Internet is that it was created to be a reliable way to pass mes-
sages. So the way the messages are passed doesn’t matter and when you send an
email your message is likely passed in multiple ways. For example, when you hit
Send on an email message from your laptop at a coffee shop in Seattle it might be
passed wirelessly to an access point at the coffee shop. The access point at the
coffee shop might then pass the message using electrical signals down a copper
wire attached to a nearby phone company building. The phone company building
might then pass the message using pulses of light down a fiber optic cable to your
email provider on the other side of the world. The message might sit there waiting
until the recipient opens their laptop at a coffee shop, let’s say in Amsterdam, and
then the same process might happen in reverse until the message arrives on their
computer. Now scale this process billions and trillions of times, and you can get a
picture of how the Internet works. Figure 16-1 shows the example.

If one of those wires happens to be dug up by an excavator or if an ocean liner
drags their anchor and breaks one of the fiber cables in the ocean, then the mes-
sages are designed to find another route. In this way, the messages flying around
the Internet are reliable because they can take many different routes to reach their
destinations.
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A computer network is nothing more than devices passing messages back and
forth to each other. The way the messages are passed can be using electrical sig-
nals through copper wire, light pulses through glass fiber optic cable, wireless

TIP signals using radio waves, or even carrier pigeons. The only real difference is the
speed and formatting of the messages. At the end of the day all are simply passing
messages.

Sending and receiving messages
to and from your cloud PC

We have used a simple example of sending an email message to someone on the
other side of the world. So how does this relate to your cloud PC? The answer is
because everything you do on the Internet, including connecting to your cloud
PC, is nothing more complicated than sending messages. In the example in
Figure 16-1 you could replace your friend in a coffee shop in Amsterdam with
your cloud PC in a Microsoft data center in California. You are sending messages,
lots, and lots of messages, between your laptop in the coffee shop in Seattle and
your cloud PC in a Microsoft data center. The data center location doesn’t matter
very much but in our mind we like to think of a physical data center to get our
mind around how this stuff works.

Of course, all of these messages happen behind the scenes and we don’t need to
spend much time thinking about them. Unless something doesn’t work, and we
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can’t send or receive messages. Then our cloud PC appears to be down. We cover
some ways to troubleshoot connectivity to your cloud PC in Chapter 15.

From your point of view you just double-click your cloud PC in the Windows 365
Remote Desktop client and then start working. Behind the scenes a massive
number of messages are flying over the networks to make things happen.

Creating a Local Network

Let’s bring networking back from the big picture and into your home. If you buy a
computer and then buy a printer, you want the two devices to be able to exchange
messages so that you can print a document. The simplest way to connect the two
devices would be to plug the printer directly into your computer. Now suppose you
have a second laptop, and you also want to be able to print with it. You could
unplug the printer from one laptop and into the other and pass messages that
way. Or you could create a local network and connect each device to the local net-
work so that they could all send messages to each other.

Younger people might not believe it but this is how computer networks were
set up before the Internet. They were all local and devices on the network could
send messages to other devices on the network but there was no concept of exter-
nal networks. Not a ton has changed in terms of local networking with one big
exception. The Internet is a network of networks and allows your local network to
send messages to computers on other networks. That’s it! And what a simple
concept it is. And what a game changer, as we explore in the next section. This
network of networks is called the Internet.

Peering into the Internet

When you buy Internet service through your phone company or cable company or
some other provider you are really just buying a connection from your local net-
work to their network. And they have agreements with other big companies to
connect their network to their peer companies network, which are connected to
other networks, and on and on. And through the magic of message routing, you
are able to send messages from devices on your local network to other devices on
other local networks on the other side of the world.

Remember the coffee shop example? Each coffee shop was its own local network
and those local networks had connections to other networks and through the
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linking of all the networks a message can be sent. This network of networks is
called the Internet. The big I. Or simply the cloud. Why the cloud? Because the net-
work of networks is so complicated it would be nearly impossible to draw a dia-
gram of how it connects. So to simplify things, we just say it is a cloud of
networks.

Taking a Look at the Microsoft Network

Imagine you buy a bunch of computers, put them on shelves in your garage, and
add them to your local network. What you have done is created a data center.
A place where many computers are stored and all networked together. Many
hobbyists and nerds, your authors included, have done this same thing multiple
times over the years. Large companies, like Microsoft, do this, too, and on an
entirely different level.

Open your favorite web browser and search engine and look for Microsoft data cen-
ters and browse through the pictures. The size of these behemoths is astounding.
Your cloud PC lives in one of these places (with backups in other locations for
redundancy), and you are connecting to it over the Internet.

Companies like Microsoft, Google, and others don’t stop with just their data cen-
ters. They also put their own fiber optic cables in the ground and under the ocean
to connect their data centers to each other. The end result is a massive network of
data centers where Microsoft manages and maintains the infrastructure. Because
your cloud PC lives within this network, it is very convenient for it to send mes-
sages to other cloud PCs and also to other Microsoft services like Teams, Share-
Point, OneDrive, and Office 365, as we cover throughout the book. The
communication is mind numbingly fast and the number of messages that can be
sent is incomprehensible to mere mortals. From your cloud PC’s point of view the
world is scorchingly fast to things within the Microsoft network. Which leaves the
connection your physical device uses to connect to the Microsoft network. Your
network connection might go through many other networks before it gets to
Microsoft’s network, or it might be right next door. The speed you get from your
network and any problems you experience with your cloud PC connection can be
mostly narrowed down to this process of sending messages from your physical
device to the Microsoft network.
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Viewing Networking from Your Cloud PC
Point of View

As described in the previous section, your cloud PC sits inside the Microsoft net-
work in a data center. When you connect to your cloud PC, you are sending mes-
sages back and forth between your physical device and the cloud PC. Your cloud PC
has a limited view of your local network and obtains this view based on the client
you are using to connect (we cover connecting to your cloud PC in Chapter 3). For
example, if your physical device knows about a printer on your local network then
it can share this information with your cloud PC by sending it a message, as shown
in Figure 16-2.

—

You let me know there
is a printer on your local
network you can use.
Please send this document

[

L=\

FIGURE 16-2: ; -
Your cloud PC Cloud PC wants to it to print.
uses the to print, send this

resources you
have available on
your local
network.

— document to

H printer for it.
=]

If your cloud PC needs to print, then it can send a message to your device and your
device can pass the message on to your printer. As you can see, your physical
device acts as a central point of communication between the physical devices and
peripherals on your local network and your cloud PC. We cover peripherals further
in Chapter 7.

We recommend using the Windows 365 Remote Desktop client to connect to your
cloud PC. The reason for this is that it is specifically designed to pass the messages
back and forth between your physical computer and your cloud PC. You can use

TIP your web browser in a pinch but the web browser is a multi-purpose tool. Your
web browser can do a lot of general things whereas the Remote Desktop client is
designed with a single purpose, to connect to your cloud PC.

CHAPTER 16 Getting Comfortable with Networking in a Cloud-First World 261

0005408836.INDD 261 Trim size: 7.375in x 9.25 in July 4,2022 1:16 PM



It can take some time to get your mind around this concept of a remote computer
interacting with your local resources. The key to this understanding is to first
understand how messages work in networks and then to understand that your
Remote Desktop client acts as a message interpreter for your cloud PC. The result
is that your cloud PC can send messages to your Remote Desktop client and it can
pass along those messages on behalf of your cloud PC. With the end result being
that your cloud PC can magically print to your local printer or use your Bluetooth
headset or be controlled by your physical mouse and keyboard. All of this interac-
tion happens by sending messages between your physical computer and your
cloud PC and is controlled by your Remote Desktop client (or web browser if you
happen to be using it to connect to your cloud PC).
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IN THIS CHAPTER

» Figuring out your goals for a cloud
PC work environment

» Coming to terms with licensing and
costs

» Diving into Windows 365 using Scrum

» Ensuring users are set up, trained,
and supported

Chapter 17

Moving Forward into the
Future of Windows

ut of the gate, Microsoft has targeted Windows 365 squarely at large and

small businesses and other organizations such as schools and non-

profits. We expect that in the future you will also be able to sign up for a
personal cloud PC that you can use for home. We can’t wait because we still use a
regular physical computer at home for most of our computing needs. What we like
about using our cloud PC for business is that it is a clear separation between our
work and personal lives. We have everything work related on our cloud PC and for
home use mostly our phones, tablets, and a laptop computer. Whenever we sign
into our cloud PC we are in “work mode” and everything on our cloud PC is geared
to our work. If we could have a cloud PC for home use and a cloud PC for work use
(separate cloud PCs), then we would be even happier.

Businesses and other organizations come in many shapes and sizes. Some are tiny
and consist of only a solo person doing consulting work and others are hundreds
of thousands of people located all around the globe. Setting up a plan for such a
wide variety of implementations can be a challenge and so in this chapter we pro-
vide some general guidance for small and medium business and a few things to
keep in mind for large organizations. We have spent over a decade working with
organizations of all sizes implementing software and, in this chapter, we guide
you on what we think you need to know to get up to speed with Windows 365.
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In this chapter, you learn about implementing Windows 365 in your organization.
We first look at the Scrum methodology and then see exactly how it can be used to
get your organization up and using cloud PCs as quickly and efficiently as possi-
ble. Finally, the chapter closes with some tips for large enterprise organizations
that need to manage PCs on a massive scale.

Deciding Whether Embracing a Cloud PC
Strategy Is Right for Your Organization

A cloud PC is infinitely scalable in that you can use one for a business with just one
person, and you can use them for everyone in a business with tens of thousands
of people. Regardless of the size of your organization, you want to make sure the
technology is right for your organization before you jump in because cloud PCs are
powerful but not inexpensive. And you want to make sure you, and your organiza-
tion, get the most out of this new technology.

The main question we like to ask people considering a cloud PC strategy is: Is
everyone in the organization working in the office? If so, then perhaps it is better
to stick with a local computer that your IT department already manages. On the
other hand, if people in your organization are often remote and working from
various locations, then a cloud PC might be the ticket. A cloud PC provides the
centralized management and control that IT departments crave and at the same
time offers the flexibility and convenience that makes modern workers so
productive.

When you determine if moving to a cloud PC is the right choice, then the next step
is to move your organization onto Windows 365.

Sprinting into Windows 365

We are big fans of the Scrum methodology in software development, and we think
it can be used in just about every process. Scrum advocates a flexible path that
accommodates shifting priorities. In essence, Scrum ensures that you and your
organization are always focused on the most important thing instead of unim-
portant things that still might need to be done but are not as important. In our
experience, every implementation or development process is filled with unknowns,
dead ends, and other seemingly innocuous things that in hindsight end up being
the most important. We haven’t found a perfect system for implementing
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technology, but what we learned when we worked for Jeff Sutherland (one of the
Scrum founders) is about as close to optimal as we have seen.

You can find the official Scrum Guide at: https://scrumguides.org and in this
section we break down our tips and tricks on how to use Scrum to make the shift
to Windows 365 and a cloud-based PC.

Determining your goals

At the heart of any project is the goal of achieving some particular outcome. In
Scrum this is called the project goal. Let’s set the project goal as follows:

Project goal: Everyone in the organization is up and running and doing their work
on their Windows 365 cloud PC.

Of course, this goal requires the completion of some tasks, tasks that are captured
in what Scrum calls a product backlog. The product backlog is a prioritized list of
items (called product backlog items or PBI for short) that need to be accomplished.
The list is prioritized with an order of the most important down to the least
important including “nice to haves.” Because some specific requirements are
needed for Windows 365, we can capture those in our product backlog, as follows:

3 Obtain any approvals needed, including budgeting for subscription licenses.

3 Confirm that everyone has a physical device that they can use to connect to
their cloud PC.

3 Confirm that everyone has an acceptable Internet connection for
Windows 365.

¥ Check whether the organization is already using Microsoft 365; if not, sign up
for Microsoft 365 because it is required for Windows 365.

¥ Obtain licenses for everyone that will have a cloud PC.

¥ Create everyone's cloud PC and assign their license.

3 Loginto cloud PCs and make sure they are fully updated and patched.
¥ Change the look and feel to make environments less confusing.

3 Move files from local computers to cloud PCs.

3 Keep an eye out for new features.

Now that we have our product backlog, the next step is to start sprinting. If your
organization is small enough, then we think you can get through the entire pro-
cess in a one-week sprint. If your organization is large, then it might take several
sprints and you might need to refine the product backlog further.
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Product backlog refinement is the process of breaking large and ambiguous tasks
into smaller and more manageable tasks. Every product backlog item (PBI) should
have been written so that everyone can easily understand what it is and how to

TIP achieve the work it contains. Product backlog refinement also includes updating
the order of the PBI to make sure that the most important work is always at the
top of the list and being worked on as soon as the next sprint starts.

To start the sprint, you first need create a plan. Scrum calls this event sprint
planning. During the sprint planning event you look through the Product Backlog
and determine what you can complete during the weeklong sprint. The items you
think you can complete you break off the product backlog and those become your
sprint backlog. In our experience, Microsoft has made the process smooth in
setting up and using Windows 365. We assume a small organization size and
estimate that you should be able to get through the entire product backlog in a
one-week sprint. In this case, the sprint backlog will be equal to the product back-
log. If your organization is giant and the process to get budget approval is compli-
cated, then you would need to break the first product backlog Item up further into
smaller tasks that can be achieved and then bring those into the sprint backlog. In
this way, Scrum is infinitely flexible and can be used for solo practitioners or
massive multi-national organizations.

With the sprint backlog set, it is time to start sprinting!

Gathering any required approvals

The first task requires getting approvals and budgets and administrative bureau-
cracies out of the way. In the case of a small and nimble organization, this is just
a matter of a few minutes discussion to determine whether using a cloud PC is
worth it. In large organizations, well, each bureaucracy is different, and we leave
that navigation up to you.

Confirming requirements
for physical devices

The next task is to make sure that everyone using a cloud PC has a physical device
that they can use to connect to, and use, their cloud PC. Because the physical
device is essentially only acting as a gateway into the cloud PC, the requirements
are minimal. Even a phone or tablet will work; however, we recommend a good
keyboard, monitor, and mouse. We regularly use our MacBook Air at home or
when traveling to connect to our cloud PC because we really like the form factor.
Just about any computer will do, though, and we provide the specific requirements
in Chapter 16.

266 PART 5 Implementation and Administration for Organizations

0005408837.INDD 266 Trim size: 7.375inx9.25in July 4, 2022 1:18 PM



Microsoft has released new features in Windows 11 that are specifically designed
for working with Windows 365 cloud PCs. One of these features makes switching
between the physical computer and the cloud PC as simple as switching between

TP apps running on the same computer. Another feature, and one we are particularly
excited about, is booting the physical computer directly into the connection to the
cloud PC. The result is that the cloud PC feels just like a regular computer from the
moment it is powered on. Of course, if the physical computer crashes, then there
is no effect on the cloud PC, and another physical computer can be substituted in
immediately. This feature is exciting because it showcases the power of the entire
computer, a cloud PC, running in Microsoft’s data center. Microsoft is responsible
for the cloud PC infrastructure, and you are just responsible for paying for it and
for your physical device you use to connect to it.

If you find that it takes more than one sprint to implement Windows 365 then
make sure to do a sprint retrospective after each sprint so you and your organization

can figure out what went right, what went wrong, and how to improve.
TIP

Checking everyone’s Internet connectivity

We recently lost power in our apartment for several hours and quickly came to the
realization that Internet connectivity has become about as important as the power
grid these days. With a cloud PC, the most important requirement is a good Inter-
net connection because you are using the Internet to connect to and work on your
cloud PC. The good news is that the Internet is improving and, at least in down-
town Seattle, is about as stable as our power company.

When visiting relatives in Montana we use to feel like we were “off the grid” (even
though they are connected to the power grid) because the Internet was dismal.
Even a picture in an email would not load. The area has recently adopted the new
Starlink Internet from the SpaceX company and the bandwidth they get is twice
what we get in Seattle and the speed (latency) is the same as our wired connection.
We think Starlink is a game changer for the world. Imagine your dream location
without any limitations on your Internet connection and work? An interesting
future indeed!

Microsoft has some basic Internet bandwidth and speed requirements that we
outline in Chapter 16. The requirements depend on how you are using your cloud
PC with the primary factor being whether you plan to have online video meetings
using Teams. In a nutshell, Microsoft recommends at the minimum 1.5 megabits
per second (Mbps) bandwidth (both upload and download) for light loads and
15 Mbps for heavy loads.
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When we recently checked our bandwidth on Starlink we were getting 150 to
200 Mbps, and at home in Seattle we generally clock 70 to 100 Mbps. We have
never had any problem with our Seattle connection but wonder what our experi-
ence would be like down in the 1.5 Mbps that Microsoft recommends as a minimum.

We were once on a call using Teams and heard the person on the other end yelling
at their teenager to stop streaming because they were having a call. If your band-
width is high enough your whole family can utilize the Internet without bothering
each other.

Checking the status of Microsoft 365
in your organization

In Chapter 1, we discussed how Microsoft transitioned Office into a cloud-based
product with Office 365. That was over a decade ago and many organizations made
the switch to Office 365 during that time. Recently, Microsoft rebranded Office 365
and started calling it Microsoft 365. Microsoft 365 includes some additional things
beyond the traditional Office 365 products and some subscriptions are stilled
referred to as Office 365. In short, you can think of Office 365 and Microsoft 365
as the same thing.

To sign up and use Windows 365, your organization must first have an Office
365/Microsoft 365 subscription. So, before you sign up, see whether your organi-
zation already has this subscription in place. If they do, then you can skip the
whole process of setting up Office 365/Microsoft 365 and move straight into the
Windows 365 cloud PC world. We covered signing up for Microsoft 365 and then
signing up for Windows 365 in Chapter 2.

Figuring out licensing

Each Windows 365 license is tied to one user, which means no sharing unlike your
Netflix account. Take note that you need a Microsoft 365 license to avail yourself
of a Windows 365 license.

The big question you need to answer is between a Business subscription, shown
in Figure 17-1, and an Enterprise subscription, shown in Figure 17-2. If your
organization is big enough that they buy computers and distribute them through
a corporate program, then you will likely need an Enterprise subscription. If, on
the other hand, your organization buys computers directly from manufacturers
like Dell or Lenovo or from your local Best Buy or other computer store, then the
Business subscription will probably work just fine.
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FIGURE 17-1:

The options when
choosing a
Windows 365
Business
subscription.

FIGURE 17-2:

The options when
choosing a
Windows 365
Enterprise
subscription.
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When you purchase a computer in the store that has Windows installed, you are
paying for licensing as part of the purchase. You could also buy a computer with-
out an operating system and then buy Windows and install it on the computer.

TIP Large organizations buy licenses in bulk. A Windows 365 cloud PC also requires a
license. To alleviate the pain of all this licensing, Microsoft has implemented
what is called a Hybrid Benefit. The benefit makes sense because it seems like
such a roadblock to pay for licensing for your physical computer and then pay the
same price again for licensing for the Windows 365 operating system running
your cloud PC. The Hybrid Benefit gives you a discount on your cloud PC licensing
if you are using Windows for your physical computer. So, you don’t have to pay
full licensing prices for both computers.

Create everyone’s cloud PC

After you have licensing sorted out, then it is time to assign a license and have all
those shiny brand-new cloud PCs created. Well, the cloud PCs are virtual, so they
won’t be shiny, but you get the point. When we build our own physical computers
(ves, we still do that sometimes when we are feeling particularly geeky) it can
take hours to get the operating system installed and configured and things set up.

Now imagine you must do the same thing with tens or hundreds or even
thousands of computers. Suddenly it becomes a lot of work! With Windows 365
you create users, assign licenses, and have cloud PCs created with literally a few
clicks of the mouse. It is something that we wish was available years ago when
we worked in IT and had to do all this work on physical computers manually.
Back in those days it was just part of the job.

Thinking back, with all the time we could have saved we might have saved the
companies we worked for millions of dollars. Or we might have just used the saved
time to watch more cat videos. The point is, what you do with the time you save is
your business, or your manager’s, we suppose. At any rate, getting the cloud PC’s
going in Windows 365 couldn’t get much easier. We covered how to do this in
Chapter 2.

Have a “sign in” party

Signing into a cloud PC for the first time can feel like a steep learning curve. After
you have done it once and after you have your mind around the concepts — then
it is a breeze. Having a “sign in” party lets everyone sign in at the same time and
help each other through the process. We cover signing into your cloud PC in
Chapter 3 and cover some troubleshooting tips in Chapter 15.
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Luckily, there isn’t a lot of required training, and everyone can jump on a video
and screen sharing call using Teams, Skype, Zoom, or whatever they choose to
use, and talk through the process in real-time.

Change the look and feel to make
environments less confusing

If your team has used Windows before, then they will feel right at home on their
new Windows 365 cloud PC. The main thing to get across is that the cloud PC is
running in the cloud, and you use a physical computer to connect to it.

The number one speedbump we see with people adopting a cloud PC is getting
confused between which PC they are working on, their physical computer or their
cloud PC. We have even made this mistake ourselves! And we came up with some
tips and tricks to make the distinction clear. We covered these in the look and feel
section in Chapter 6.

Move everyone into their new cloud PC

After everyone has signed in and is familiar with their cloud PC then the next step
is moving files and installing any required apps. Moving files is relatively easy
when you use the Windows 365 Remote Desktop client. The drives on the local
computer show up as drives on the cloud PC and you can drag and drop files
between the two. We cover how to do this in Chapter 9.

other content. The content system we prefer is called SharePoint and it is likely
already part of your Microsoft 365 subscription. We cover SharePoint in further

TP detail in Chapter 11 and we go even deeper in an entire book we wrote called
SharePoint For Dummies.

g We highly recommend using a content management system for your files and

Keeping an eye on new features

It can take some time to get used to a PC that is in the cloud and that is always
available from any device you want to use to connect to it. When you get into a
rhythm and get your head around it then it is hard to ever think of using a regular
old physical computer again. Gone are the days when you must “run into the
office to do something” because it is only available on your work computer. Your
work computer becomes virtual, and you can connect to it from anywhere.
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Now that everyone is up to speed and using their cloud PCs the only thing left is
to keep an eye on new features that Microsoft is releasing. Microsoft seems to be
on a breakneck pace adding new features to Windows 365. We recently even saw
announcements from Satya about future plans, and were really excited by what is
coming.

To keep an eye on new features, be sure to follow https://docs.microsoft.com/
windows-365/business/whats-new for features that are released for the Business
offering and https://docs.microsoft.com/windows-365/enterprise/whats—
new for features for the Enterprise plan.

All organizations are different and if a one-week, one-sprint implementation is
not feasible, then you will need to break up the steps further in a way that matches
your organization. Review the Scrum Guide we mentioned earlier and focus on the
TP most important pieces first. Continue to iterate until everyone is on board with
using their cloud PC for work, forget about any overhead related to your computing
environment, and focus on things that matter to your organization.

Some Tips for Enterprises

Information technology (IT) in large enterprises is a career and specialty unto
itself. We are always impressed with corporate IT departments and how they must
juggle and manage so many disparate tasks. If you are one of these people, then
we commend you!

Managing large numbers of computers in an organization is a thankless job but
we offer up some tips to consider when it comes to Windows 365. In a nutshell,
everything you do with onsite computers can be done with cloud PC computers.
The key is that you need to make sure you use the Enterprise license. With the
Enterprise license in place, you can use tools such as Microsoft Endpoint Manager
to keep a handle on all the cloud PCs in your organization.

If you have an existing endpoint management and infrastructure, determine
whether Windows 365 will be included in it.

TIP
Windows Intune is now called Endpoint Manager. It is a tool used to manage lots
of PCs in bulk. The people that manage your organization’s PCs can also use it to
manage cloud PCs. To do that you need to have an Enterprise subscription, though.
TIP
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IN THIS CHAPTER

» Learning about Microsoft cloud
administration

» Finding administration websites

» Getting familiar with basic
administrative tasks

» Making it easy to find and get help
when needed

Chapter 18

Unleashing Your Inner
Administrator

ome aspects of being an IT administrator can require specialized degrees,

years of experience, and constant training. Large enterprise organizations

need to administer massive amounts of resources and specializing becomes
a requirement due to the sheer number of tools and technologies used. This level
of expertise is still required for large enterprises but for small and medium organi-
zations the administrative duties have become much simpler. Microsoft has done
a reasonable job of making administration of their online services intuitive and
understandable. Some things can still be confusing, but overall, we give the
experience a thumbs up.

In this chapter, you learn about administration for Windows 365 and all the
associated Microsoft services you need to administer, too. We start with a general
overview of the administrative landscape for Windows 365. We then go into
specific aspects including administration for Windows 365, Microsoft 365, Azure,
SharePoint, and Teams. Finally, we walk through some ways to get help when you
need it and provide help to others in your organization, too.
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Getting a Handle on Cloud PC
Management

You need to be aware of multiple administration websites when managing your
cloud PC and the cloud PCs of your organization. The main reason for this is that
Windows 365 is intimately tied in with Office 365/Microsoft 365 services and all
Microsoft products are intimately tied in with Azure services. In addition, various
services have their own administration websites, too! The good news is that
Microsoft has tried to provide links between the various websites to make your life
in finding them easier. In other words, you don’t have to memorize the web
addresses for each admin site.

Finding and exploring the Windows 365
administration center

The Windows 365 administration center is where you can remotely manage your
organization’s cloud PCs. Think of this administrator site as providing you with
the ability to reach into all the cloud PCs in your organization and perform some
actions on them. For example, you can change the user account on a cloud PC from
a standard user to an administrator or vice versa. You can also rename the cloud
PC, restart it, and even reset it back to an initial state, which is similar to
reinstalling the operating system. We covered the Windows 365 administration
dashboard further in Chapter 3.

You can find the Windows 365 administration website by opening your web
browser and enter the address https://windows365.microsoft.com. Make sure
you are signed in with your Microsoft 365 credentials. The Windows 365 admin-
istration site is shown in Figure 18-1.

To administer Windows 365 cloud PCs for your organization you must have per-
missions to do so. The permissions required can be set in multiple admin loca-
tions. For example, you can set the permissions in the Windows 365 admin center,
the Microsoft 365 admin center, and in the Azure administration site on the Azure
Active Directory user settings page. The permissions you need are in the form of
a role. A role is a concept that allows permissions to perform various actions
throughout the Microsoft services. To manage cloud PCs you need either the Win-
dows 365 Administrator role or the all-powerful Global Administrator role.

If you are the one that originally signed up for your Microsoft 365 subscription,
which we outlined in Chapter 2, then you have the Global Administrator role by
default. You can also assign roles to other users. If someone else signed your

TP organization up, they need to assign one of the roles to your user before you can
be an administrator.
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To give someone the Window 365 Administrator role so that they can administer
cloud PCs in your organization:
1. Open your favorite web browser and go to https://windows365.
microsoft.com.
The main landing page appears, as shown in Figure 18-1.
2. Click the tab to view your organization’s cloud PCs, as shown in
Figure 18-2.
The page to manage the cloud PCs in your organization loads. On this page
you can add users, reset passwords, and update your organizations settings.
3. Click the name of the person who you want to give the Windows 365
Administrator role.
A dialog appears on the right side of the page as shown in Figure 18-3.
You can also block and unblock a user on this screen. If you suspect a user has
had their password compromised or if you need to deactivate a person from
signing in, you can block their sign-ins to the cloud PC. If the user is currently
TIP signed in, they will be signed out and won't be able to sign in again.
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4. In the Roles section, click Manage Roles to view the current roles for
the user.

5. Select the Windows 365 Administrator role and then click OK.

O | 3 Windows365 x 5= - a X
< (@} (3)  https://windows365.microsoft.com/#, A {8 = 3

Windows 365

Welcome, Rosemarie Withee <3 What's new
= Quick actions >
L_‘ Microsoft 365 Admin Center Download Remote Desktop X Get more Cloud PCs
5]  Manage users and assign licenses to < Access your Cloud PC directly from C4D add more Cloud pes to your

Microsoft 365 products. your device with the Remote Deskto subscription for you and your team.

=1 Your Cloud PCs g% Your organization's Cloud PCs
N

Manage who can access apps and services. Add or remove users, manage licenses, and reset

passwords.
+ Addauser @ Resetpassword &, Update organization settings L Search your users list
Name 1 Username for sign-in Licenses
@ Rosemarie Withee rosemarie@windows365fordummies.onmicrosoft.com Microsoft Power Automate Free, Windo
FIGURE 18-2: o Windows 365 BPRT Perman... © package_141c4350-0c07-4860-2331-ddl1/B4ecTR0a@windc Unicensed
Selecting the tab
to manage your
organization’s P ) n ‘
Type here to search i DOW A O & &1 4)
cloud PCs. -

Within the cloud PC a user can be a standard user or an administrator. By default,
a user is a standard user in their cloud PC. If they need to install software other
than from the Microsoft store and do other administration, then you can change
the type of user account on the cloud PC to an administrator.

We recommend staying with the standard user type as much as possible. This
reduces security concerns because only software that has been validated and vet-
ted through the Microsoft store can be installed. Many organizations follow a

rememper  best-practice policy that every user must be a standard user and any software
installed beyond the Microsoft store must be checked by an IT department to
reduce the risk of malware.
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To change the account type of a user on their cloud PC:

1. Open your favorite web browser and go to https://windows365.
microsoft.com.
The main landing page appears, as shown in Figure 18-1.

2. Click the tab to view your organization’s cloud PCs as shown in
Figure 18-2.

3. Click the name of the person whose account type you want to change for
their cloud PC.

A dialog appears on the right side of the page, as shown in Figure 18-3.

4. Click on the Devices tab and then click Change Account Type, as shown in
Figure 18-4.

5. Select either Standard user (recommended) or Local Administrator
account and then click Confirm.
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Taking a look at the Microsoft 365
administration center

As discussed in Chapter 1, Microsoft launched Office 365 as a cloud first version of
the traditional Office software. A cloud version of anything needs a place to man-
age it and the Office 365 admin center was born. Since then, Microsoft has
rebranded parts of Office 365 to Microsoft 365. And the admin center has gone
through, and continues to go through, many iterations and changes. You can find
the latest version of the Microsoft 365 admin center at https://admin.
microsoft.com.

Microsoft 365 and Windows 365 are closely tied together. The credentials you use
to sign into your Windows 365 cloud PC come directly from the user you set up in
Microsoft 365. The Microsoft 365 admin center is shown in Figure 18-5.

One of the main things you use the Microsoft 365 admin center for is managing
users and subscriptions. You can add new users to your subscription and then

purchase and assign them licenses, such as a Windows 365 license or license for
the Office apps.
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We covered using the Microsoft 365 admin center to sign up for a Microsoft 365
subscription and then a Windows 365 subscription in Chapter 2. To add additional
user and additional cloud PCs you must be an administrator for your
TIP organization.

Digging into the heart of Microsoft services
with Azure administration

Azure is at the center of all Microsoft products and services. Azure provides a
computing platform that companies can build on and Microsoft uses the same
platform to build products like Office 365 and Windows 365. You might never need
to sign into the Azure administration site but you should know that it exists and
that it is where you administer all things related to Azure. You can find the site at
https://portal.azure.com and you use your Microsoft 365 credentials to sign
in. The identity portion of Azure is where users and roles are managed, and you
can find that by clicking on Azure Active Directory in the left navigation.

The Azure administration portal is shown in Figure 18-6.
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Discovering administration centers
for SharePoint and Teams

Some of the Microsoft services have their own administration centers. In
Chapter 10 we discussed Microsoft Teams. This service has its own administration
center you use to configure Teams settings for your organization. In Chapter 11
we talked about SharePoint. SharePoint is a content management system, and it
also has its own administration center.

You find these service specific administration centers using links in the main
Microsoft 365 administration center. Expand the left navigation in the Microsoft
365 administration center using the Show All option. Then scroll down to the
Admin Centers section to view links to the service specific admin centers, as
shown in Figure 18-7.

In the Teams admin site, you can manage teams, users, devices, apps, and many
other things. Think of the Teams admin center as the “backend” of Microsoft
Teams for your organization. Likewise, in the SharePoint admin center you man-
age sites, policies, settings, content services, and many other settings. Again, you
can think of the SharePoint admin center as the “backend” of the SharePoint
product for your organization.

The Teams admin center is shown in Figure 18-8 and the SharePoint admin
center is shown in Figure 18-9.
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FIGURE 18-7:
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administration
center.
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Manage Cloud PCs from the Cloud

The good news is that all administration happens through websites and all you
really need is a web browser. We like to think that the operating system is the
final holdout in moving to the cloud. When the operating system, which is your
cloud PC, is in the cloud you don’t have to worry about your physical computer
anymore. Your physical computer is simply a means to connect and get work done.
In other words, all administration and management for the cloud PCs in your
organization happens in the cloud.

You manage cloud PCs in the cloud using the administrative websites for Win-
dows 365, Microsoft 365, Azure, Teams, and SharePoint.
™ We are amazed at the development of new technologies and look forward to vir-
tual reality and augmented reality devices that we can use to connect to our Win-
dows 365 cloud PC. We also hope we live long enough to see direct brain interfaces
such as the ones Neuralink is building.

The world is quickly moving into the realm of science fiction, and it can’t get here
soon enough for us. Though it can be a bit scary to think about, it is exciting and
awe-inspiring nonetheless!
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Getting Help from Microsoft

With any new product it is common to run into issues and unforeseen problems.
When you get stuck with something, you can open a support ticket with Microsoft
and someone will contact you to get you moving. You open a support ticket in the
Microsoft 365 portal. To open a support ticket, expand the Support option in the
left navigation and then click New Service Request, as shown in Figure 18-10.
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Keeping Windows 365 Business and
Enterprise Plans in Mind

When your organization adopts Windows 365, one of the big choices is between
signing up for the Business plan or the Enterprise plan. We discussed these plans
in Chapter 17 and in Chapter 2. If your organization needs to scale up the manage-
ment of cloud PCs, meaning you have a lot of people who need a cloud PC, then
you will likely want to go with the Enterprise plan.
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The Enterprise plan lets you take advantage of tools designed for managing
a massive number of PCs. In particular, the tool you use is called Microsoft
TIP Endpoint Manager.

Managing cloud PCs using Microsoft Endpoint Manager is beyond the scope of
this book, and for now you should just know that it is available when you need it.
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IN THIS CHAPTER

» Peering into the future of Windows

» Figuring out how Windows is
becoming a cloud-first operating
system

» Learning how to prepare for Windows
going forward

Chapter 19

Ten Reasons Windows
365 Is the Future OS

s you learned throughout the book; Windows 365 is the future of Windows.
Microsoft did the same thing with Office over a decade ago and now Office
365 (now called Microsoft 365) is one of Microsoft’s most popular products.

In this chapter, we take a look at the top ten reasons that Windows 365 is the
future operating system for Microsoft. You learn how to prepare for the Windows
of the future and how to embrace the changes that are rapidly evolving the most
popular operating system for PCs, ever.

Microsoft Is Committed to a
Cloud-First World

Over the last decade, Microsoft has repositioned their products to a cloud-first
strategy. The reason for this is fairly simple. The world has moved from an uncon-
nected state to a connected state. The rapid advance of the Internet of Things
(IoT) means that just about every device uses an Internet connection to provide
value. We like to think of the paradigm shift as a wave of connectivity. We remem-
ber 20 years ago we were so amazed when we could use our laptop and not be
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plugged into a physical network connection. Then we were amazed again when
our phones become “smart” and we started to use them for everything from com-
munication to checking the weather to finding a ride and booking a hotel room.

We use our phones for just about everything now, and we just assume we have
Internet connection. We often wonder what would be worse in the modern age —
taking away our phone or taking away our power. We can always recharge our cell
phones using off-the-shelf solar systems, but we would be hard-pressed to find
much use in our modern smartphones should the Internet go down.

Microsoft has strategically positioned its products to excel (is there a pun there?)
in a hyper-connected world. Windows has been slowly adding features for decades
that leverage the Internet and Windows 365 is the final big leap to move the oper-
ating system to a cloud-first strategy.

The Same Thing Happened with Office

As we have described throughout the book, Microsoft started the cloud-first strat-
egy over a decade ago with Office. It used to be that you would buy Office and
install it on your local computer. Microsoft realized early on that cloud-connected
software was the future, and they began transitioning their Office products to the
cloud and dubbed them Office 365.

The 365 after a product name is a recurring theme in Microsoft cloud-first prod-
ucts. The 365 refers to the fact that your software can get updates any day of the
e year and because there are 365 days in a year . . . well, you get the point.
To peer into the future of what Microsoft is planning for Windows, we can just
take a look back at what they did with Office when they transitioned it to Office
365. At first, the applications in Office, such as Word, Excel, and PowerPoint, were
not really that much different from the same products that were bundled in the
traditional old Office software package. Over time Microsoft started building
Internet-connected features into the products and now, a decade later, these
products hardly resemble the Office of old.

They might feel the same if you are not aware of what they are doing behind the
scenes, but they are very different than previous products. A good example of this
is how auto-save works with instant, real-time collaboration. When your Word
document auto-saves to the cloud, you can start work on the document on one
device and then switch to another device and continue working without having to
move the file between devices.
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Real-time collaboration means that you can work with someone on the other side
of the world on a document and see what they are doing and they can see what you
are doing, in real time, instantly. We can only speculate at the features that Micro-
soft is planning for Windows 365, and it will be exciting to see it unfold.

Windows Needs to Be Cloud-First to
Provide the Value We Expect in the Future

An operating system that isn’t built for the cloud is blind to the modern-day
world. Windows needs the cloud in order to provide the value that we all expect
from our devices. Windows 365 is designed to usher Windows into a cloud-first
world. By developing a direct and tight integration with the cloud, the operating
system can provide value to its users.

As an example, let’s look at a smartphone. Our particular choice of smartphone is
the iPhone. Our iPhones are always connected to the cloud and have become an
extension of the way we think. In other words, our phone is our window (another
pun) into the vast store of knowledge and connectivity known as the Internet. The
operating system that runs on our phone is called iOS, and it is a cloud-first oper-
ating system. The same is true with Android.

Windows 365 provides a similar value moving into the future; however, instead of
a physical device, like our phone, it will be a virtual PC. How we access our virtual
PC will change over time. Many like to refer to this new virtual world as the meta-
verse. The way people access the metaverse can change as technology progresses.
For example, if you play in online virtual worlds then you are accessing the meta-
verse through your physical PC. You might have an avatar in the virtual world or
you might have a first-person view of a three-dimensional world using a virtual
or augmented-reality headset.

We can envision a world where your metaverse PC is Windows 365 and you access
it using whatever physical device you use to access the metaverse. For now though

your access into your Windows 365 cloud PC is through a physical computer,
phone, or laptop computer.
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Security Is More Important Now Than Ever

The Internet has connected the world like never before. With all of the connectiv-
ity comes a risk though. It seems like hardly a day goes by without another major
security incident.

We like to think about how things were when we were small children. Where we
grew up, it was common for people not to lock their doors and everyone knew
everyone else. If someone broke into a house, then chances are the community
would figure out who did it rather quickly.

We now live in a major city, Seattle, and don’t even leave valuable items in our car
because break-ins are common practice. Imagine if the physical world was con-
nected the same way the virtual world is connected. Everyone in Seattle, or any
other major city around the world, could go knock on the doors and break into the
houses of all the people that live in places where people don’t even lock their
doors.

We, as humans, are globally connected like never before and with that connection
opens opportunity for criminals. Just like we take our physical security to a higher
level now that we live in a city, everyone needs to take their virtual security to a
higher level, too.

Windows 365 is hosted and managed by Microsoft. The nice thing with Microsoft
is that they have a lot of smart people who are keeping tabs on global cybercrimi-
nals and keeping their data centers and virtual properties secure. When your PC is
in the cloud with Windows 365, you can offload some of the security aspects to
Microsoft and put more focus on being productive with your time.

Mundane IT Tasks Can Be Removed

Every few years hardware needs to be upgraded. It is often a fun thing to do but
can also be a pain to get all of your software set up again just the way you need it
in order to be productive. Using a cloud PC removes the upgrade cycle and enables
you to focus on your work with your PC that never changes.

Microsoft takes care of updating and replacing the underlying hardware required
to run your cloud PC and you just focus on your work. For very large enterprises

your cloud PC can also be managed using Microsoft Endpoint Manager and Micro-
soft Intune.
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for very large organizations. These tools enable an IT person to manage the spe-
cific PC in a way that conforms to the specifics of the organization’s rules and
TP procedures.

Q Microsoft Intune and Microsoft Endpoint Manager are software packages designed

Improved Efficiency by Having a Single
Computer Accessible from Anywhere

It takes time to boot up your computer and get all your windows set up just the
way you want them in order to be productive. If you are like Ken, this boot up
process can take seemingly half the day.

With your cloud PC, you never have to shut it down. You just stop working and
when you decide to start working again, all of your windows and software and
files are just how you left them. This might seem like a small thing but over time
these little efficiency factors add up significantly. (See Figure 19-1.)
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Your cloud PC lives here.

FIGURE 19-1:
Your PC lives in And you can be anywhere

the cloud. You inthe world and use it: % &

can access it from
anywhere.

The State of the Computer and Your Work
Are Always as You Left Them

Imagine that your computer is like a genie in a bottle. You say a magic word and
the PC appears just as you previously left it. If you are working and get interrupted
then the PC disappears in a puff of smoke and sits exactly as you left it until you
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say the word to make it appear again. Because the genie PC disappears and reap-
pears wherever you are, then it doesn’t matter if you forget your laptop and only
have your tablet. Or if you are in a colleague’s home office and the only computer
available is theirs. The genie PC appears and is ready for you to work on it just the
way you left it when it disappeared.

Your cloud PC is similar to just such a genie PC. You can be working on your cloud
PC using your home laptop computer and spill coffee on it and the thing dies in a
puff of gasping smoke. When you decide you want to work again and get into the
office (or grab your tablet upstairs) and open up your cloud PC, it will be exactly
as you left it. We like to think of our cloud PC as a genie though because it is such
a nice thought experiment. We cover the concept of working on a single cloud PC
from any device in Chapter 5.

Basic Computer Hardware Is
Becoming a Commodity

Unless you are a hardcore gamer or computer chip buff then you probably aren’t
sure whether the latest Intel or AMD chips are any better than the last. They must
be better if they have a higher number in their name, though, right? Well, in the
future it just doesn’t matter to most people and you can change your cloud PC
"hardware” with just a few clicks of a mouse. We cover how to do this in Chapter 2
when you get things set up and also again in Chapter 18 on administration.

We put the word hardware in quotes above because when you set up your cloud PC
you choose what hardware you want it to have. For example, you choose the num-
ber and type of CPUs, the memory, and the storage space. In reality, all these
choices match legacy choices for actual hardware from when we used to have a
physical CPU, physical RAM, and so on. For example, people rarely use a physical
printing press anymore but the terminology persists to this day. For example, font
sizes are often referred to in units called pica. Pica is a measurement developed for
the physical printing press and yet is still used today in the digital age.

T-shirt sizes where you decide how “fast” and how much “storage” you want
your cloud PC to have. The reason you can choose the hardware is because it makes
TIP the process familiar to setting up a physical PC.

g When you set up your cloud PC the choices could just as well be something like
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Internet Connections Are
Improving Globally

One critical requirement of the world becoming so connected is that devices
require a high-speed and reliable Internet connection. In many places in the
world, the Internet is iffy at best and completely disconnected and unavailable at
worst. As the world moves into the metaverse, those without an Internet connec-
tion will be left behind.

The good news is that the Internet is improving globally. And even rural areas that
don’t make economic sense to implement wired network connections have the
option of space Internet. Space Internet, think SpaceX Starlink, is finally here!
Fast and reliable Internet will become standard around the world in the same way
you can watch satellite TV in the most remote portions of the most desolate
continent.

People Are Distributed and Will Interact
and Interface Through the Metaverse

Say what? What does this have to do with anything? The metaverse is nothing
new. It just means interacting with others over the Internet. Ken used to play
online games in the “metaverse” back in the 1990s. Back then it was all text-
based but it was a world unto itself. It was a universe unto itself. It was a world of
dragons and wizards. It was a lot of fun. The modern-day equivalent is Elder
Scrolls Online, or World of Warcraft.

Because people are distributed and interacting virtually, it only makes sense that
all of their work, systems, and software are virtual, too. And Windows 365 is
nothing more than a cloud-based personal computer (PC).
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IN THIS CHAPTER

» Figuring out the benefits of Windows
365 for your organization

» Learning how to become more
productive with Windows 365

» Seeing how to get the most from your
cloud PC

» Getting more work done when on
the move

Chapter 20

Top Ten Reasons to
Convince Your Boss to
Move to Windows 365

indows 365 is squarely targeted at businesses (for now). Often only a

handful of people get to actually make the decisions regarding the

technology and systems that are used in the business. If you happen to
be one of those decision makers, then congratulations (or perhaps our condo-
lences) since you are responsible for technology in a world of blazing fast change.
If you are not one of those decision makers, then we also say congratulations!
Because you don’t have to deal with a many of the headaches that come along with
technology decisions.

In any case, there are many reasons that moving to a cloud PC model reduces
stress and increases productivity. We made the exact same argument a decade ago

when we started writing about Office moving to the cloud with Office 365. The
same benefits apply, and in this chapter, we provide our top ten.
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You Have Embraced the Post-Covid World
and Your Physical Location Isn’t Tied to
the Office

In early 2020, the world changed, and nearly everyone that could began working
remotely. As we continue in 2022, the world is still not back to normal and almost
everyone we know is still working remotely. Remotely being the key word. Every-
one is at a different stage in life, and remote might mean moving to a new location
(which includes a beach) for younger workers, or it might mean turning an extra
room or backyard shed into a home office.

Regardless of what remote means to you and your organization, things are differ-
ent now. When everyone went remote a huge responsibility shift happened. Sud-
denly, individual workers were responsible for their own computers and
equipment. This is a bit like asking everyone who drives a car to be a mechanic. It
just isn’t feasible, and yet people adapted.

When your organization moves to Windows 365, then everyone’s main PC becomes
virtual. The physical devices don’t matter so much, and neither does where or how
you connect to them. In this sense, using a cloud PC to maintain consistency in
your work software and routine is an easy extension to a remote-first world.

You Want to Be Your Most Productive
Self and If That Means Doing a Little Bit
of Work on Your iPad While the Kids Are
Doing Homework, Then So Be It

As writers, we often get something called writers’ block. We can stare at a blank
page with a blinking cursor for hours as our brain thinks about everything else
except writing. Even getting to the point where we have our computer open and
everything ready to go to work can be a challenge. We used to procrastinate by
coming up with all sorts of excuses about how everything needed to be just perfect
before we got started. Then, after we finally got all set up, we would just stare at
the blank page for a while and then call it a wrap. We think everyone would agree:
Procrastination can make it hard to get anything done.
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What Windows 365 has done for us is create a persistent workspace that is always
set up and ready to go. When we have an idea, we just connect to our cloud PC and
start writing. In our case, our work is writing. In your case, it might be something
else. Perhaps you use enterprise resource planning (ERP) software in accounting
on a daily basis. Or perhaps you have a set of spreadsheets that define your work
world, and you spend time toggling and interacting with them. Regardless of how
you use your computer, when your computer is virtual and cloud-based it is
always in the exact state that you left it the last time you disconnected. To start
working again, you just have to connect to it from any device and you are instantly
looking at your virtual desktop just the way you left it. What we have found is this
creates a level of productivity that we didn’t have before, and we like it.

when you stop and start working from different devices can be a significant pro-

g Having a computer that doesn’t change and that doesn’t have to be set up again
ductivity booster.

TIP

You Want Your IT People to Help You with
More Important Things, Like How to Use
the Company ERP Software

If you are gifted, or cursed, with the ability to work with computers and solve
incredibly difficult logic puzzles, then you might be known as an information
technology (IT) person. If we could look back at our long careers and calculate how
much time we have worked with IT solving some crazy computer problem, we
would likely be shocked. Our time was wasted, and the person’s time was also
wasted.

IT people have a unique set of skills, and those skills are most impactful when
used in supporting people with other impactful skills. By moving the burden of
managing the PC to Microsoft, the IT people are free to focus their skills on other,
more important, and more impactful areas of the business.

One of the most impactful pieces of software is called an enterprise resource plan-
ning (ERP) system. The ERP system handles things like accounting and inventory
and all sorts of other critical business tasks. When an ERP system is used cor-
rectly, the business can take off like a drag car chugging nitrous oxide. Figure 20-1
illustrates how highly skilled people should be deployed to areas of the highest
business impact whereas the lower business impact areas can be offloaded to
companies such as Microsoft.
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IT people have a superpower that is best used on software that has the most busi-
ness impact. Whenever an organization can focus their resources on the things

that matter most, everyone wins.
TIP

You Don’t Want to Lose Your Work Again
by Spilling Coffee or Water on Your
Keyboard

It takes days to get a new computer set up just how you want it. You must install
software, and sign into everything, and configure certain things, and on and on.
Just about the time you have everything set up some disaster inevitably seems to
happen. It has happened to us more than once where we spilled coffee or water on
a laptop and the thing fried. When you are working on your cloud PC it is no big
deal. The physical computer might be fried but you can just pick up another com-
puter and continue as if nothing happened, as illustrated in Figure 20-2.

Your cloud PC lives in the virtual world and is immune to coffee or water or other
physical disasters.

™ We like to think of our physical device as a commodity. We might have a nice lap-
top we use for video editing, or we might have an old tablet sitting around that we
use to check the news. Either one works to connect to, and use, our cloud PC. If
you haven’t been in the market for a computer recently you might be surprised to
find out how affordable just a basic computer is. And that basic computer will
work fine as your connection to your cloud PC where all the actual work happens.
We cover requirements for connecting to your Windows 365 cloud PC in
Chapter 16.
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Windows 365 cloud PC
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work on cloud PC.
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Just about any physical computer will work as a dumb terminal to access your

cloud PC. If your physical computer dies, you can run to Costco or Best Buy or any

other retailer, grab a computer (after paying for it of course), and be up and run-
TIP ning on your cloud PC in minutes.

Microsoft, Not Your Boss, Is Responsible
for Your PC Now

The process of equipping everyone with a new PC every few years can be a grind.
It takes time to keep track of who needs a new computer and when. Not to men-
tion getting computers fixed when they break. Windows 365 provides a subscrip-
tion price that is clear and predictable. After you have your cloud PC set up, it is
yours for as long as you need.

Even a cloud PC has actual hardware running in a data center somewhere. The
hardware is large and complicated and provides a virtual environment for com-
puters, but it is still a significant factor. And the hardware has to be connected to
the Internet and climate-controlled and maintained. Microsoft handles all of that.
From your and your boss’s point of view, your cloud PC is simply always on,
always available, and always just how you left it. Shifting the burden of maintain-
ing everything necessary to provide a computing environment might not seem
like a huge deal, but the effort saved definitely adds up.
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You Really Prefer Using a Mac Even
Though Windows Is Used at Work

Let’s face it, Apple products are super cool, and many people only use Macs. If you
are a Mac user but the software you use for work is available only on a Windows
PC, then a cloud PC is for you. You can get your cloud PC set up just how you need
for work and then continue to use your Mac as your physical computer. And the
best thing is that when you upgrade or change the Mac computer you are using,
you don’t have to change anything with your cloud PC. You just connect to it and
use it from whatever physical computer you prefer at the time.

You Need to Use Your Laptop When on the
Move and You Want to Still Be Productive
by Accessing Your Work Computer

For many people work involves going into the office every day, sitting down at a
work computer, and doing work. The problem is that your work is then tied to the
computer in the office. The pandemic changed things, and IT teams all over the
world had to scramble to figure out how to enable people to work remotely. All
sorts of schemes have been put in place and many of those involve using special
software called a Virtual Private Network (VPN). The VPN lets you connect to the
network in your office remotely and your remote computer thinks it is in the
office. This often works fine, although it provides complexity and a lot of moving
parts to keep everything working.

When your work computer becomes a cloud PC it doesn’t matter where you are
when you connect to it. You can easily use your laptop when on the move and have

the same experience whether you are sitting in your office, at home, or on a beach
somewhere.
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You Won't Have to Bug Your Boss with
Ordering a New Computer Every Few
Years

Your cloud PC experience is nearly identical whether you are using a $400 com-
puter from Costco or a $4,000 high-end gaming computer. You might still want a
new computer every few years. Who doesn’t? But with a cloud PC you won’t need
to set up a new computer for work when you buy a new physical computer.

Your physical computer can adapt to your personal needs (that may change over
time), and your cloud PC can stay the same and focused on work.

T In our experience this allows leadership to provide expense budgets to people so

that they can buy whatever computer they want or even just pocket the money. As
far as work goes, the only computer that really matters is your cloud PC, and that
is managed and maintained by Microsoft.

Your Boss Will Get the Benefits of a Cloud
PC Too So They Might Want to Convince
Their Boss

Being a boss is never what it is cracked up to be. And every boss has a boss of their
own. Everyone in the organization likely enjoys the benefits of using a cloud
PC. So, when convincing your boss might just mean introducing them to Windows
365 and then letting them convince their boss and on up the chain until everyone
is migrated.

a system in place to use our work desktop, laptops, tablets, and phones. It wasn’t
the most efficient system, but it worked. When people first learn about a virtual

TIP cloud PC, they are often skeptical, too. When you get used to the fact that your
work computer is always on, always available, and always how you left it, and it
doesn’t matter what physical computer or device you use to access it, then it is
easy to come around and become a fan.

g When we first heard about Windows 365 and cloud PCs, we were skeptical. We had
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Your Boss Can Offload the Risk of the
Computer to Microsoft

We were once working with a friend in Boston. We spent a week working on code
for a project and were set to fine-tune things on Friday before a Monday meeting.
Walking home on Thursday evening, he was mugged, and his laptop was stolen.
Devastation!

We had to spend the entire weekend working nearly 24 hours straight to complete
the demo. It wasn’t really something our boss could have controlled but if our
computer had been a cloud PC, we wouldn’t have lost any work. Or, we could have
just backed it up, but we were tired and ready to get home, and nobody backed up
the work from the laptop.

Computer hardware fails and data must be backed up and maintained. When you
use Windows 365 you are offloading that risk of hardware failure to Microsoft.

TIP
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Apps link, Power Apps, 195
ARM 64 system, 46
artificial intellligence (Al), 192-193
augmented reality, 127, 282, 289
authentication, 66, 233-234
authorization, 66
automatic updates, 14, 214
automatic versioning, 141
AutoPlay feature, 99
AutoRun feature, 99
AutoSave toggle, 131, 248, 288
AVX2 instruction set, 23

July 4, 2022 2:44 PM



Azure
administration portal, 279-280
regions, 28

Azure Active Directory, 27
managing users and roles, 279
setting permissions in, 274
troubleshooting, 238-239
Windows 365 Enterprise, 235

Azure Synapse Link, 195

Azure Virtual Desktop, 18

backgrounds, 86-88
backups
account settings for, 223
benefits of cloud PCs, 302
documents, 140-142
precautions to save work, 141
resetting cloud PC, 141-142
security and, 234-235
BadUSB attack, 99
bandwidth
recommended, 267
requirements for Windows 365, 25-26
Starlink Internet, 267-268
updates and, 216
Bitwarden, 101
blocking users, 275
Bluetooth, 95
Bookings app, 191
branding, 17
Brave web browser, 94
browsers, web, 62-67
benefits of connecting by, 67
Brave, 94
Chrome, 23, 94, 174
Incognito windows, 242
using for SharePoint, 176
connecting peripherals through, 95-96
copying information in, 131-132
credentials in, 227-228
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Edge, 23
InPrivate windows, 242
pre-installation of, 116
replacing Internet Explorer, 94
using for SharePoint, 176
Firefox, 23, 94
installing, 116-117
using for SharePoint, 176
installing, 116-117
Internet Explorer web browser, 94
making window full-screen, 65
Opera, 94
overview, 94
Redirected Files and Folders section, 140
Safari, 23
general discussion of, 94
using for SharePoint, 176
Samsung Internet, 94
for SharePoint, 176
signing in via, 39-42
troubleshooting, 240-242
Vivaldi, 94
Windows 365 client app vs., 70
budgets, expense, 301
Business Basic plan, Microsoft 365, 32, 188
Business licensing, 33-34, 283
apps installed with, 108
choosing, 268-270
requirements for Windows 365, 27
troubleshooting links, 239, 243
Business Premium plan, Microsoft 365, 188
Business Process flows, Power Automate, 203
Business Standard plan, Microsoft 365, 31, 188
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caches, 241-242

Calculator app, 114

Calendar area, Teams, 150

Calls area, Teams, 151

cameras, 94, 95

central processing unit (CPU), 23, 36-37, 292
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centralized management, 264
certificates
credentials for, 227
websites, 118-119
channels
adding moderators, 161-162
configuring, 157-160
creating new, 154-157
defined, 146
instant messaging in, 152-153
moving from chats to, 162
sending messages in, 154
Chat area, Teams, 149
chat bots, 192-193
Chatbots link, Power Apps, 195
chats
adding files to, 165
adding multiple people to, 163-164
giving titles to, 164
moving from channels to, 162
pinning, 164
sending contentin, 165
starting private, 162-163
cheat sheet, for book, 4
Chrome, 23,94, 174
Incognito windows, 242
using for SharePoint, 176
ChromeOS, 23
Chromium, 226
classic SharePoint experience, 174
clipboard, 131-132
Clock app, 114
closing documents, 132
cloud, 140
administrators managing from, 282
auto-save, 288
cloud-first strategy, 287-288
efficiency of, 291
Cloud flows, Power Automate, 203
cloud PCs, 1, 7-12, 61-75
adding accounts to, 224-226
benefits of single-cloud PCs, 291-292
building mental model of, 15-16
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convincing boss to move to, 9-10, 295-302
bosses experiencing benefits of cloud PCs, 301

enterprise resource planning (ERP) system,
297-298

expense budgets, 301
Mac computers preference, 300
Microsoft handling cloud PCs, 299
offloading hardware failure risk, 302
persistent workspace, 296-297
physical devices and connectivity, 298-299
remote work, 296
Virtual Private Network (VPN), 300
creating, 270
credentials on, 228-230
desktop, 79-92
changing theme, 88-89
notifications, 84-86
overview, 81-82
personalizing, 271
picking backgrounds for, 86-88
security, 91-92
Start menu, 83-84, 89-91
taskbar, 83-84
version, checking, 79-81
getting files from physical computers to, 138-140
hybrid discount, 74-75
management, 274-282
Azure administration, 279-280
Microsoft 365 administration center, 278-279
SharePoint administration center, 280-282
Teams administration center, 280-282
Windows 365 administration center, 274-278
networking, 261-262
opening from web browsers, 62-67
benefits of, 67
making window full-screen, 65
Windows 365 client app vs., 70
opening Windows 365 client app, 67-69
performing reality check on, 62
peripherals, 93-100
connecting, 95-97
printing, 98
USB drives, 99
using touch devices, 100
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physical computers and, 11-12
real-world example, 10-11
resetting, 141-142

sending and receiving messages to and from,
258-259

software applications on, 114-115
traveling with, 100
physical computer, 101-102
time zones, 102-106
using phone for, 71-72
viewing system information for, 73-74
collaboration, real-time, 289
communications sites, SharePoint, 168
computer networks, 256-259
making messages reliable, 257-258

sending and receiving messages to and from cloud
PC, 258-259

sending messages, 256-257
computers, physical

cloud PCs and, 11-12, 301
confirming requirements for, 266
credentials on, 228-230
getting files to cloud PC from, 138-140
installing Windows 365 client app

on Mac computers, 51-53

on Windows, 45-50
locking, 92
losing work on, 298-299
requirements for Windows 365, 22-25
software applications on, 114-115
traveling with, 101-102
troubleshooting, 242-243

Conditional Access Policies, Azure Active
Directory, 235

Configured Update Policy section, Windows Update,
217-218

configuring channels, 157-160
connecting

peripherals, 95-97

troubleshooting, 240-242
Connections, Power Apps, 195
connectors, 160

email services, 205

in Power Automate, 203
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content management systems, 141, 243, 271.
See also SharePoint

content-generation apps, 111-114
copper wire, 256-257
copying
adding to clipboard, 131-132
files, 134-135
corner icons, 84
Covid, 296

CPU (central processing unit), 23,
36-37, 292

crashing, 248-249
Create link, Power Apps, 195
Credential Manager, 226-227
credentials
cloud PCs, 228-230
Credential Manager, 226-227
physical computers, 228-230
web browsers, 227-228
Custom Connectors, Power Apps, 195
cybercriminals, 290
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dark mode, 89
dashboard, Microsoft 365, 33
data centers, 8, 299

benefits of, 141

location and, 258

networking and, 260

security of, 290
Data navigational link, Power Automate, 203
Dataverse link, Power Apps, 195
default web browsers, 228
Defender, 188
deleting

channels in Teams, 160

documents, 137-138

folders, 137-138

recovering deleted documents in SharePoint,
180-181

delivery optimization section, Windows
Update, 216

Department of Justice, 94
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desktop, 79-92
changing theme, 88-89
notifications, 84-86
overview, 81-82
picking backgrounds for, 86-88
security, 91-92
Start menu
customizing, 89-91
overview, 83-84
taskbar, 83-84
version, checking, 79-81
Desktop flows, Power Automate, 203
diagnostic updates, 219-220
Direct Touch mode, 71-72, 100
DirectX 9, 23
disconnecting
accounts, 224
cloud PCs, 92
disk space, 37
display bar, 81
documents, 125-142
backups, 140-142
precautions to save work, 141
resetting cloud PC, 141-142
File Explorer app, 133-140
copying files, 134-135
creating folders, 135
deleting documents, 137-138
deleting folders, 137-138

getting files from physical computer to cloud PC,
138-140

moving files, 134-135

organizing files, 135-137

recovering documents, 137-138

recovering folders, 137-138

sharing documents, 137
Microsoft Office, 126-132

closing documents, 132

copying, 131-132

Excel, 127-129

pasting, 131-132

saving documents, 131

working in full-screen mode, 129-130
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OneDrive, 183-186
creating documents in, 184-185
overview, 183-184
uploading documents in, 184-185
SharePoint
folders, uploading documents to, 181-182
recovering deleted documents in, 180-181
sharing documents, 179
uploading to, 173, 177-179
windows, concept of, 133
Documents section, SharePoint, 173

Download Updates over Metered Connections
option, Windows Update, 214

dragging files, 138
driver updates, 215
Dropbox, 99, 177
dropping files, 138

E

Edge, 23
InPrivate windows, 242
pre-installation of, 116
replacing Internet Explorer, 94
using for SharePoint, 176
electrical signals, 256-257
email, 99
account settings for, 223
inviting users to SharePoint sites via, 174
sending from Teams, 159
sharing Power App, 199-200

workflow for approval email in Power Automate,
204-207

emojis, 165
Endpoint Manager, 272, 284, 290-291. See also Intune
Enterprise licensing, 33-34
apps installed with, 108
benefits of, 283-284
choosing, 268-270
Endpoint Manager, 272, 284, 290-291
keeping up to date with new features, 272
requirements for Windows 365, 27
tips for, 272
troubleshooting links, 239, 243
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Enterprise subscriptions, Microsoft 365, 189

ERP (enterprise resource planning) system, 108,
297-298

error messages, 240-241

Esc key, 42

Excel
creating spreadsheet from, 127-129
general discussion of, 108

executable (.exe) files, 179

expense budgets, 301

external users, 146

F

Facebook, 61-62

FAQs, 18-19

fiber optic cable, 257

File Explorer app, 133-140
copying files, 134-135
creating folders, 135
deleting documents, 137-138
deleting folders, 137-138

getting files from physical computer to cloud PC,
138-140

moving files, 134-135
organizing files, 135-137
recovering documents, 137-138
recovering folders, 137-138
sharing documents, 137
File Transfer Protocol (FTP), 99
files, 125-142
backups, 140-142
precautions to save work, 141
resetting cloud PC, 141-142
File Explorer app, 133-140
copying files, 134-135
creating folders, 135
deleting documents, 137-138
deleting folders, 137-138

getting files from physical computer to cloud PC,
138-140

moving files, 134-135
organizing files, 135-137
recovering documents, 137-138
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recovering folders, 137-138
sharing documents, 137
Microsoft Office, 126-132
closing documents, 132
copying, 131-132
Excel, 127-129
pasting, 131-132
saving documents, 131
working in full-screen mode, 129-130
moving after implementing Windows 365, 271
moving from USB to cloud PC, 99
OneDrive, 183-186
creating documents in, 184-185
overview, 183-184
uploading documents in, 184-185
sending in Teams chats, 165
SharePoint
folders, uploading documents to, 181-182
recovering deleted documents in, 180-181
sharing documents, 179
uploading to, 173, 177-179
windows, concept of, 133
Files area, Teams, 151-152
Firefox, 23, 94
installing, 116-117
using for SharePoint, 176
firewalls, 26
flash drives, 99
flows, Power Automate, 201
Flows navigational link, Power Apps, 195
Focus Assistant, 85
Focus Sessions feature, 114
folders
creating, 135
pinning, 90
in SharePoint, 181-182
Frequent Sites page, SharePoint, 168
FTP (File Transfer Protocol), 99
full screen windows
cloud PC going into, 65
icon, 42
Remote Desktop client going, 48, 53
working in Office in, 129-130
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Gateways, 195

GB (gigabyte), 23

Gb/s (Gigabits per second), 18

General channel, Teams, 154

geographic region, 28

GHz (gigahertz), 23

GIFs, 165

Gigabits per second (Gb/s), 18

gigabyte (GB), 23

gigahertz (GHz), 23

glass fiber-optic cables, 257

Global Administrator role, 274

goals, project, 265-266

Google, 94

Google Chrome, 23, 94, 174
Incognito windows, 242
using for SharePoint, 176

Google Play Store, 58, 116

Google Workspace, 144

GPU (Graphics Processing Unit), 23

guest users, 146, 157

Guided Learning experience, Power Apps, 195

H

hacking, 66

hard drive, 23, 234

hardware, 13
choosing for cloud PCs, 292
offloading hardware failure risk, 302
requirements for Windows 365, 23

headers, SharePoint, 172

headsets, 95

help information shortcut, 247-248

hiding
channels in Teams, 156, 157
taskbar, 84

history, update, 213

HoloLens, 127

Home page, SharePoint, 171

hosted virtual desktop, 17

Hunt, Troy, 66

hybrid discount, 34, 74-75, 270
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icons

corner icons, 84

Delete, 137

File Explorer app, 134

full screen, 42

padlock, 118-119

photo icon, changing account, 230

on Teams, 147-152
Activity, 148
Calendar area, 150
Calls area, 151
Chat area, 149
Files area, 151-152
Teams area, 149-150

in this book, 3

Windows 365 client app, 48

implementaion in organizations, 263-272

deciding to, 264
Scrum methodology, 264-272
adding new features, 271-272

changing cloud environment look, 271
checking Internet connection, 267-268

confirming requirements for physical devices, 266

creating cloud PCs, 270
determining goals, 265-266
gathering required approvals, 266
having sign in party, 270-271
licensing, 268-270

Microsoft 365 status in organization, 268

moving files, 271
tips for enterprises, 272
Incognito windows, 242

Information Technology (IT) department, 27, 272,

297-298
InPrivate windows, 242
Insider Program, 219-220
installation wizard, 46, 52
installing
software, 13
software applications, 116-120
from Microsoft Store, 116-118
from other sources, 118-120
Windows 365 client app, 45-60
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on Android, 57-60
on iPhone or iPad, 54-57
on Mac, 51-53
on Windows, 45-50
instant messaging, Team, 152-153
Intel, 36
Internet connection, 8, 9
bandwidth
recommended, 267
requirements for Windows 365, 25-26
Starlink Internet, 267-268
updates and, 216
checking, 267-268
improving, 293
networking and, 259-260
precautions with untrusted, 118
requirements for, 25-26
troubleshooting, 240, 248-249
Internet Explorer web browser, 94
Internet of Things (loT), 287
Intune, 27, 188, 235, 272, 290-291
iPad, 54-57
iPhone
cloud-first operating system, 289
installing Windows 365 client app on, 54-57

IT (Information Technology) department, 27, 272,
297-298

J

jump drives, 99

K

Keep Me Up to Date option, Windows Update, 214
Keeper Password Manager & Vault, 101

key logger, 67

keyboards, 95

L

LastPass, 101, 233

layouts, SharePoint, 172

Learn link, Power Apps, 194-195, 199

Learn navigational link, Power Automate, 204
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license, assigning, 37-38

light mode, 89
light signals, 257
links

for documents in SharePoint, 179
for Teams channel, 159

Linux, 19, 23, 25

Lists app, 191

Local Administrator account, 277

local networks, 259

location, 102, 115

locking computers, 92, 234

Lync, 144

M

Mac computers, 34
benefits of cloud PCs, 300
copying information in, 131-132
installing Windows 365 client app on, 51-53
locking, 92
opening Windows 365 client app, 68
machine learning (ML), 192-193
macOS
getting files from, 138
Microsoft supporting, 23
malware, 118, 231, 234
maximizing window, 82
MB (megabyte), 23
Media Player, 110-111
megabits per second (Mbps), 26
memory, 37, 292
messages
making reliable, 257-258
sending, 256-257

sending and receiving to and from cloud PC,
258-259

Meta, 61-62
metaverse, 8, 61-62
cloud and, 140
future access of, 289
interaction in, 293
time zones, 106
virtual world of, 74-75
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MFA (multifactor authentication)
best practices, 233-234
overview, 66
troubleshooting, 238-240

microphones, 112

Microsoft
accounts, 224
administrators getting help from, 283
branding, 17
cloud first development, 9-10
data centers, 8, 141, 258, 260
dedication to security, 290
Internet Explorer web browser, 94
network, 260
responsible for handling cloud PCs, 299
support tickets, 63
updating software, 213-215

Microsoft 365, 17, 187-207
adding accounts to, 224-226
administration center, 278-279
apps in, 190-192
dashboard, 33
finding SharePoint in, 168-171
Office apps, 189-190
opening support tickets, 283
overview, 188-189
Power Apps, 193-200

building, 196-199
navigating, 194-195
overview, 193
sharing, 199-200
signing into, 193-194
Power Automate, 200-207
building workflows, 204-207
navigating, 201-204
overview, 201
signing into, 201
workflows, 200
Power Platform, 192-193
signing up for, 30-33
status in organization, 268
subscription for, 28
Windows 365 vs., 19

Microsoft Endpoint Manager, 27, 235, 272, 284,
290-291. See also Intune
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Microsoft Excel
creating spreadsheet from, 127-129
general discussion of, 108
Microsoft HoloLens, 127
Microsoft Intune, 27, 188, 235, 272, 290-291
Microsoft News app, 114
Microsoft Office, 9, 126-132
closing documents, 132
copying, 131-132
Excel, 127-129
finding, 108-109
integration with Teams, 144-146
Microsoft 365, 189-190
pasting, 131-132
saving documents, 131
working in full-screen mode, 129-130
Microsoft Power Apps, 193-200
building, 196-199
navigating, 194-195
overview, 193
sharing, 199-200
signing into, 193-194
Microsoft Power Apps Studio, 196-199
Microsoft Power Automate, 200-207
building workflows, 204-207
navigating, 201-204
overview, 201
signing into, 201
workflows, 200

Microsoft Power Business Intelligence
(Power BI), 192

Microsoft Power Platform

overview, 192-193

Power Apps, 193-200
building, 196-199
navigating, 194-195
overview, 193
sharing, 199-200
signing into, 193-194

Power Automate, 200-207
building workflows, 204-207
navigating, 201-204
overview, 201
signing into, 201
workflows, 200
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Microsoft Power Virtual Agents, 192-193
Microsoft PowerPoint, 108
Microsoft SharePoint, 137, 167-186, 271
administration center, 280-282
backups in, 141
exploring team sites, 171-176
sections in, 172
sharing team site, 174-176
uploading documents, 173
finding in Microsoft 365, 168-171
OneDrive, 183-186
creating documents in, 184-185
overview, 183-184
uploading documents in, 184-185
recovering deleted documents, 180-181
requesting sites, 176
sharing documents, 179
Teams and, 140, 151, 185-186
uploading documents, 177-179
into folders, 181-182
multiple documents, 177-179
single document, 177
Microsoft SharePoint Library apps, 179
Microsoft SharePoint Mobile App, 177
Microsoft SharePoint Online, 183
Microsoft SharePoint On-Premises, 183
Microsoft Store, 116-118
Microsoft Teams, 143-165
administration center, 280-282
backups in, 141
bandwidth for, 26
channels
configuring, 157-160
creating new, 154-157
sending messages in, 154
chats
adding files to, 165
adding multiple people to, 163-164
moving from channels to, 162
pinning, 164
starting private, 162-163
titles for, 164
instant messaging in, 152-153
moderators, adding, 161-162
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Chat area, 149
Files area, 151-152
Teams area, 149-150

opening with browser vs. Windows 365 client
app, 70

overview, 144-146
sending content in messages, 165
SharePoint and, 140, 169, 185-186
sharing documents in, 137
terminology, 146
using cameras, 94
Microsoft Word
general discussion of, 108
opening, 129-130
minimizing window, 82
ML (machine learning), 192-193
mobile app platform, 193
moderators, 161-162
Monitor option, Power Automate, 203
mouse pointer, 57, 60, 71-72
Mouse Pointer mode, 71-72, 100
mouses, 95
moving files, 134-135
Mozilla, 94
multifactor authentication (MFA)
best practices, 233-234
overview, 66
troubleshooting, 238-240
Musk, Elon, 61-62, 127
My Flows page, Power Automate, 203
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on phones, 71-72
Power Apps, 194-195
Power Automate, 201-204
Teams, 147-152
Activity feed, 148
Calendar area, 150
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navigating (continued)
Calls area, 151
Chat area, 149
Files area, 151-152
Teams area, 149-150
navigation pane, SharePoint, 172
.NET framework, 23
network administrators, 26
network file shares, 179
Network Operations Center (NOC), 256
networking, 255-262
cloud PC view of, 261-262
computer networks, 256-259
making messages reliable, 257-258

sending and receiving messages to and from
cloud PC, 258-259

sending messages, 256-257
creating local networks, 259
Internet, 259-260
Microsoft network, 260
Neuralink, 61-62, 127, 282
NOC (Network Operations Center), 256
Notepad app, 114
notifications
overview, 84-86
for Teams channel, 157

o)

Oculus, 127
Office 365, 9, 17, 108, 188
rebranding of, 268
transition of Office to, 288-289
Office apps, 9, 126-132
closing documents, 132
copying, 131-132
Excel, 127-129
finding, 108-109
integration with Teams, 144-146
Microsoft 365, 189-190
pasting, 131-132
saving documents, 131
working in full-screen mode, 129-130
offline work, 249
1Password, 101
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OneDrive, 99, 137, 183-186

creating documents in, 184-185
overview, 183-184

Teams and, 151

uploading documents in, 184-185

online resources

Azure
administration portal, 238, 279
supported regions, 28
cheat sheet for book, 4
FAQs, 19
Google Workspace, 144
hacked email addresses, 66
Microsoft
administrative site, 190
new features in, 272
support tickets, 63
Microsoft 365
administration center, 278
Office 365 vs., 17
Office Home, 30
Parallels, 17
Power Apps, 194
Power Automate, 201
Scrum Guide, 265
Slack, 144
TechSmith, 118
troubleshooting links, 239, 243
Windows 365 administration center, 274
Zoom, 144

Opera web browser, 94
operating systems

hardware and, 13

Microsoft moving, 19

reinstalling, 249, 251

requirements for, 23

web browsers for, 94

Windows 365 as future of, 287-293
automatic upgrading, 290-291
choosing hardware, 292
cloud-first strategy, 287-288
improved efficiency, 291
Internet connection improving globally, 293
metaverse interaction, 293
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Office, example of, 288-289
providing value, 289
security, focus on, 290
working from single cloud PC, 291-292
optional updates, 215-218
organizations implementing Windows 365, 263-272
deciding to, 264
Scrum methodology, 264-272
adding new features, 271-272
changing cloud environment look, 271
checking Internet connection, 267-268

confirming requirements for physical devices, 266

creating cloud PCs, 270
determining goals, 265-266
gathering required approvals, 266
having sign in party, 270-271
licensing, 268-270
Microsoft 365 status in organization, 268
moving files, 271
tips for enterprises, 272
Outlook
accessing SharePoint from, 168
adding time zones on calendar, 104-105
Over-The-Air (OTA) updates, 14
overwriting, 184
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padlock icon, 118-119
page content, SharePoint, 172
Parallels, 17
passwords, 66
compromised passwords, 275
password managers, 101-102, 233
pasting, 131-132
pausing updates, 213
PBI (product backlog item), 265-266
peripherals, 93-100
connecting, 95-97
printing, 98
USB drives, 99
using touch devices, 100
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permissions, 55, 205
adding users to SharePoint sites, 174-176
administering Windows 365 cloud PCs, 274
creating Teams channels and, 155
for folders in SharePoint, 182
phones, 100
Android, 57-60
copying information in, 131-132
iPhone, 54-57
navigating on, 71-72
photo icon, account
changing, 230
overview, 223
physical computers
cloud PCs and, 11-12, 301
confirming requirements for, 266
credentials on, 228-230
getting files to cloud PC from, 138-140
installing Windows 365 client app
on Mac computers, 51-53
on Windows, 45-50
locking, 92
losing work on, 298-299
requirements for Windows 365, 22-25
software applications on, 114-115
traveling with, 101-102
troubleshooting, 242-243
pica, 292
pinch gesture, 71
pinning
applications, 83, 90
channels in Teams, 157
chats in Teams, 164
Play Store, Google, 58, 116
plug and play devices, 95
policies, 213, 217
Power Apps, 193-200
building, 196-199
navigating, 194-195
overview, 193
sharing, 199-200
signing into, 193-194
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Power Apps Studio, 196-199
Power Automate, 200-207
building workflows, 204-207
navigating, 201-204
overview, 201
signing into, 201
workflows, 200
Power BI (Power Business Intelligence), 192
Power Platform
overview, 192-193
Power Apps, 193-200
building, 196-199
navigating, 194-195
overview, 193
sharing, 199-200
signing into, 193-194
Power Automate, 200-207
building workflows, 204-207
navigating, 201-204
overview, 201
signing into, 201
workflows, 200
Power Virtual Agents, 192-193
PowerPoint, 108
pre-installed programs, 108-114
basic, 114
content-generation apps, 111-114
Media Player, 110-111
Office apps, 108-109
printers, 95
printing, 98, 259, 261
privacy, chat history in Teams, 164
private channels, 154, 156, 157
private chats, 162-163
Process Advisor, Power Automate, 204
processors, 23, 36-37
procrastination, 296-297
product backlog, 265-266
product backlog item (PBI), 265-266
productivity, 297
project goals, 265-266
properties, document, 182
public networks, 55, 67, 234
publishers, 119-120
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radio signals, 257
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RAM (Random Access Memory), 23, 37, 292
ransomware, 233

RDP (Remote Desktop Protocol), 44
real-time collaboration, 289

rebooting cloud PCs, 214, 246-247
recovering

deleted documents in SharePoint,
180-181

deleted files, 243-245

documents, 137-138

folders, 137-138
Recovery, Windows Update, 216
Recycle Bin, 137, 180-181, 244-245
Redirected Drives and Folders section, 138

Redirected Files and Folders section,
138, 140

regions, Azure, 28

Remote Desktop client. See also Windows 365
client app

availability for devices, 23
defined, 39
installing Windows 365 client app, 45-60
on Android, 57-60
on iPhone or iPad, 54-57
on Mac, 51-53
on Windows, 45-50
Remote Desktop Connection, 67
Remote Desktop Protocol (RDP), 44
remote work, 264, 296
renaming virtual computers, 73
requesting sites, SharePoint, 176
resetting
cloud PCs, 141-142, 249-250, 251-252
troubleshooting before, 216
virtual computers, 73
Restart Apps option, Windows Update, 217
restarting virtual computers
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directly into cloud PC connection, 267
overview, 246-247
from Settings menu, 73

restoring
cloud PCs to earlier state, 250-251
deleted items, 138

right-clicking
changing theme by, 88-89
creating folders by, 135
customizing desktop by, 87

roles, 274

S

Safari, 23
general discussion of, 94
using for SharePoint, 176
Samsung devices, 94
saving
backups, 140-142
precautions to save work, 141
resetting cloud PC, 141-142
documents, 131
scans, virus and malware, 231-232
screen-capture programs, 110, 118-120
screenshots, 113
Scrum methodology, 264-272
adding new features, 271-272
changing cloud environment look, 271
checking Internet connection, 267-268
confirming requirements for physical devices, 266
creating cloud PCs, 270
determining goals, 265-266
gathering required approvals, 266
having sign in party, 270-271
licensing, 268-270
Microsoft 365 status in organization, 268
moving files, 271
Second-Stage Recycle Bin, 180-181
sections, SharePoint, 172
security, 221-235
account credentials, 222-230
adding accounts to cloud PC, 224-226
changing photo icon, 230
Credential Manager, 226-227
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finding account settings, 222-224
on physical computer vs. cloud PC, 228-230
in web browser, 227-228
automatic updates, 14
backups, 234-235
best practices, 233-234
blocking uploading of files in SharePoint, 179
connecting Bluetooth devices, 95
desktop, 91-92
Microsoft and, 290
password managers, 101-102
site certificates, 118-119
standard users and, 276
uninstalling software, 120
updating software, 220
USB drives, 99
web browsers focused on, 94
Windows 365 Enterprise, 235
Windows Security app, 231-233
service request (support ticket), 63, 239-240, 283
Settings menu
changing time zone, 102
options in, 73
Shared With Me flows, Power Automate, 203
SharePoint, 137, 167-186, 271
administration center, 280-282
backups in, 141
exploring team sites, 171-176
sections in, 172
sharing team site, 174-176
uploading documents, 173
finding in Microsoft 365, 168-171
OneDrive, 183-186
creating documents in, 184-185
overview, 183-184
uploading documents in, 184-185
recovering deleted documents, 180-181
requesting sites, 176
sharing documents, 179
Teams and, 140, 151, 185-186
uploading documents, 177-179
into folders, 181-182
multiple documents, 177-179
single document, 177
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SharePoint For Dummies (Withee), 141, 185, 271
SharePoint Library apps, 179
SharePoint Mobile App, 177
SharePoint Online, 183
SharePoint On-Premises, 183
sharing
documents, 137, 179
Power Apps, 199-200
SharePoint sites, 174-176
shortcuts, 82
copying, 131-132
help information, 247-248
pasting, 131-132
restarting virtual computers, 246
taking screenshots, 113
signing in
account settings for, 223
deactivating users from, 275
Power Apps, 193-194
Power Automate, 201
Scrum methodology, 270-271
Windows 365, 39-42
signing up, 29-38
assigning license, 37-38
Microsoft 365, 30-33
Windows 365, 33-36
site collection administrators, 180-181
sites, SharePoint
creating, 168-169
creating new teams in Teams and, 185
exploring, 171-176
sections in, 172
sharing team site, 174-176
uploading documents, 173
requesting, 176
Skype, 143, 144
Skype for Business, 144
Slack, 144
Snagit, 118
sneaker-net, 99
Snipping Tool app, 113
software applications, 107-122
installing on Windows 365, 116-120
from Microsoft Store, 116-118
from other sources, 118-120

318  Windows 365 For Dummies

0005408843.INDD 318 Trim size: 7.375in x 9.25 in

on physical computer vs. cloud computer, 114-115
pre-installed programs, 108-114
basic, 114
content-generation apps, 111-114
Media Player, 110-111
Office apps, 108-109
uninstalling, 120-122
updating, 233
solid-state drives (SSDs), 37
Solutions navigational link, Power Apps, 195
Solutions navigational link, Power Automate, 204
SpaceX company, 267, 293
speakers, 95
spreadsheets, 127-129
sprint backlog, 266
sprint planning, 266
sprint retrospective, 267
SSDs (solid-state drives), 37
standard channels
adding moderators, 161-162
defined, 156
limits of, 157
standard users, 276
Starlink Internet, 267-268, 293
Start menu
changing time zone, 102
customizing, 89-91
overview, 83-84
Settings menu access from, 87
viewing apps in, 108-109
status, Windows Update, 212
stickers, 165
Stream app, 192
subscription URL, 48, 56, 58
subscriptions
adding users to, 278
Business licensing, 33-34, 283
apps installed with, 108
choosing, 268-270
requirements for Windows 365, 27
troubleshooting links, 239, 243
choosing, 33-34, 268-270, 283-284
Enterprise licensing, 33-34
apps installed with, 108
benefits of, 283-284
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choosing, 268-270
Endpoint Manager, 272, 284, 290-291
keeping up to date with new features, 272
requirements for Windows 365, 27
tips for, 272
troubleshooting links, 239, 243
FAQs, 18
for OneDrive, 183-184
requirements for Windows 365, 28
subscription-based software, 117
Support option, Microsoft 365, 283

support ticket (service request), 63, 239-240, 283
Sutherland, Jeff, 265. See also Scrum methodology

system information, 73-74
System Information application, 24
System settings, 85-86

T

Tables, Power Apps, 195
tablets, 100
Android, 57-60
iPad, 54-57
taskbar, 82, 83-84
taskbar items, 83
team sites, SharePoint, 168
Teams, 143-165
administration center, 280-282
backups in, 141
bandwidth for, 26
channels
configuring, 157-160
creating new, 154-157
sending messages in, 154
chats
adding files to, 165
adding multiple people to, 163-164
moving from channels to, 162
pinning, 164
starting private, 162-163
titles for, 164
instant messaging in, 152-153
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moderators, adding, 161-162
navigating, 147-152

Activity feed, 148

Calendar area, 150

Calls area, 151

Chat area, 149

Files area, 151-152

Teams area, 149-150

opening with browser vs. Windows 365 client

app, 70
overview, 144-146
sending content in messages, 165
SharePoint and, 140, 169, 185-186
sharing documents in, 137
terminology, 146
using cameras, 94
teams (group of users)
channelsin, 153
defined, 146
overview, 149-150
Teams area, Teams, 149-150
Teams For Dummies (Withee), 137, 141
TechSmith, 118
telegrams, 256
templates
creating spreadsheet from, 127
in Power Automate
Flow templates, 205-206
overview, 203
for SharePoint sites, 168-169
Tesla, 14
themes, 88-89
threads, 146, 153
thumb drives, 93, 99
time zones, 102-106
titles, chat, 164
To-Do app, 191-192
touch devices, 100
traveling, 100
physical computer, 101-102
time zones, 102-106
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troubleshooting, 237-252
connecting to cloud PCs, 240-242
crashing, 248-249
help information shortcut, 247-248
keeping up to date with known issues, 243
physical devices, 242-243
rebooting cloud PCs, 246-247
recovering deleted files, 243-245
resetting cloud PCs, 249-250, 251-252
before resetting system, 216
restoring cloud PCs to earlier state, 250-251
from Settings menu, 73
setup process, 238-240
Azure Active Directory, 238
multifactor authentication (MFA), 238-240
2-in-1 devices, 100
2-step verification, 66
two-factor authentication, 66

U

unblocking users, 275
uninstalling software applications, 120-122
updating
automatic updates, 14
software, 220, 233
Windows Update, 211-220, 231
advanced options, 213-218
overview, 211-213
updating software, 220
Windows Insider Program, 219-220
upgrading, 13-14, 290-291
uploading documents
sending in Teams chats, 165
to SharePoint, 177-179
into folders, 181-182
multiple documents, 177-179
single document, 177
U.S. Department of Justice, 94
US East Azure region, 28
US West Azure region, 28
USB drives, 95, 99
usernames, 66
users

320  Windows 365 For Dummies

0005408843.INDD 320 Trim size: 7.375in x 9.25 in

account settings for, 223
adding to Microsoft 365, 278
blocking, 275

standard, 276

unblocking, 275

Vv

versioning, 141, 184, 244

versions, 79-81

Victorian Internet, The (Standage), 256
video, 23

Video Editor app, 114

video-calling, 144

virtual CPUs, 36-37

virtual machines, 18

virtual PCs, 289

Virtual Private Network (VPN), 102, 300
virtual reality, 127, 282, 289

viruses, 99, 179, 231

Vivaldi web browser, 94

Voice Recorder app, 112

VPN (Virtual Private Network), 102, 300

W

wallpaper, 86-88
WDDM 1.0 driver, 23
Weather app, 114
web browsers, 22-23, 62-67
benefits of connecting by, 67
Brave, 94
Chrome, 23, 94, 174
Incognito windows, 242
using for SharePoint, 176
connecting peripherals through, 95-96
copying information in, 131-132
credentials in, 227-228
Edge, 23
InPrivate windows, 242
pre-installation of, 116
replacing Internet Explorer, 94
using for SharePoint, 176
Firefox, 23, 94
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installing, 116-117
using for SharePoint, 176
installing, 116-117
Internet Explorer, 94
making window full-screen, 65
Opera, 94
overview, 94
Redirected Files and Folders section, 140
Safari, 23
general discussion of, 94
using for SharePoint, 176
Samsung Internet, 94
for SharePoint, 176
signing in via, 39-42
troubleshooting, 240-242
Vivaldi, 94
Windows 365 client app vs., 70
webcams, 96
Whiteboard app, 192
Windows, 7-19
administrative interface, 16-17
cloud PCs, 7-12
building mental model of, 15-16
physical computers and, 11-12
real-world example, 10-11
Windows 365, 9-10
copying information in, 131-132
FAQs about, 18-19
installing Windows 365 client app on, 45-50
Microsoft branding, 17
purchasing, 270
versions, 80
Windows 365 vs. previous, 12-15
upgrading, 13-14
Windows knowledge, 14-15
windows (on screen), 133
Windows 8.1, 23
Windows 10, 18
opening Windows 365 client app, 68
Teams and, 23
video effects, 23
Windows 11, 18
new features in, 267
opening Windows 365 client app, 68
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Start button, 82
Teams and, 23
user interface, 100
video effects, 23
Windows 365, 263-272
administration center, 38-39, 274-278
choosing, reasons for, 295-302
bosses experiencing benefits of cloud PCs, 301

enterprise resource planning (ERP) system,
297-298

expense budgets, 301
Mac computers preference, 300
Microsoft handling cloud PCs, 299
offloading hardware failure risk, 302
persistent workspace, 296-297
physical devices and connectivity, 298-299
remote work, 296
Virtual Private Network (VPN), 300
as future of operating systems, 287-293
automatic upgrading, 290-291
choosing hardware, 292
cloud-first strategy, 287-288
improved efficiency, 291
Internet connection improving globally, 293
metaverse interaction, 293
Office, example of, 288-289
providing value, 289
security, focus on, 290
working from single cloud PC, 291-292
implementing in organization, deciding to, 264
previous Windows vs., 12-15
upgrading, 13-14
Windows knowledge, 14-15
requirements for, 21-28
bandwidth, 25-26
Business vs. Enterprise licenses, 27
geographic region, 28
physical devices, 22-25
subscription and account, 28
Scrum methodology, 264-272
adding new features, 271-272
changing cloud environment look, 271
checking Internet connection, 267-268
confirming requirements for physical devices, 266
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Windows 365 (continued)

creating cloud PCs, 270
determining goals, 265-266
gathering required approvals, 266
having sign in party, 270-271
licensing, 268-270
Microsoft 365 status in organization, 268
moving files, 271

signing in to, 39-42

signing up for, 29-38
assigning license, 37-38
Microsoft 365, 30-33
Windows 365, 33-36

software applications, 107-122
installing on Windows 365, 116-120

on physical computer vs. cloud computer,
114-115

pre-installed programs, 108-114
uninstalling, 120-122

tips for enterprises, 272

troubleshooting setup process, 238-240
Azure Active Directory, 238
multifactor authentication (MFA), 238-240

Windows 365 client app, 39, 43-60, 61-75, 261

connecting peripherals, 95
hybrid discount, 34, 74-75, 270
installing, 45-60

on Android, 57-60

on iPhone or iPad, 54-57

on Mac, 51-53

on Windows, 45-50
opening, 67-69
opening from web browsers, 62-67

benefits of, 67

making window full-screen, 65
overview, 43-44
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performing reality check on, 62
using phone for, 71-72
viewing system information for, 73-74
web browser vs., 70
Windows 365 Enterprise, 235
Windows Hybrid Benefit, 34
Windows Insider Program, 219-220
Windows Intune, 27, 188, 235, 272, 290-291
Windows Media Player, 110
Windows Security app, 231-233
Windows Server 2012 R2, 23
Windows Server 2016, 23
Windows Server 2019, 23
Windows Update, 211-220, 231
advanced options, 213-218
optional updates, 215-218
updating all Microsoft software, 213-215
overview, 211-213
updating software, 220
Windows Insider Program, 219-220
wireless connection, 95
wireless signals, 257
Word
general discussion of, 108
opening, 129-130
workflows, Power Automate
building, 204-207
overview, 200
Workspace, Google, 144
workspace, persistent, 296-297

V4

Zip drives, 99
Zoho Vault, 101
Zoom, 144
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