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Infroduction and Technical
Background

The present guide provides a thorough infroduction to USB flash drives for office
workers. Being written with a broad readership in mind, the guide is equally suited for
the newbie, as well as the more experience user. The novice will appreciate the
detailed explanations and instructions, while the old hand will discover many useful
tools and tricks along the way.

Before you invest in a new piece of hardware, it is important to understand its
characteristics. Like any other device, not every USB thumb drive is the same. Apart
from coming in all shapes and sizes, they also sport various inner values, for example
fransfer rates or the presence of hardware encryption. Whether or not you want to
spend the cash for these extras depends on what you're planning to do with your
flash drive. This is where we try to help you understand the benefits of these features
and subsequently make a decision.

Once you start playing with the new toy, you will wonder what you can actually do
with it other than store data. We show you how to properly work with your hard drive
and which mistakes to avoid. This guide also shows you how to backup, sync, or
secure your data. Moreover, you can use your flash drive as a key to secure your
computer. And finally, you can speed up your computer by outsourcing virtual
memory to your thumb drive. Whether you use Windows XP, Windows Vista, or
Windows 7, this guide provides solutions for all three operating systems.

What is a USB flash drive?

A USB flash drive (UFD) is a compact portable device used to store data. It pairs a
USB (Universal Serial Bus) interface with a flash memory data storage unit. The USB
flash drive is also known as memory stick, key drive, jump drive, or simply USB drive.
The shape typically resembles a human finger or thumb, hence also the name
thumb drive.
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Image credits: Ramasamy Chidambaram

Technically, a UFD is not a drive because the flash memory technology is purely
digital, meaning it does not contain any moving parts. Flash memory is non-volatile,
i.e. it does not need power to maintain the stored information. On the one hand,
these characteristics make flash drives less prone to physical damage and on the
other hand they are perfectly silent. The term flash indicates that blocks of data are
erased and reprogrammed in a flash, rather than deleting them one byte at a time.

For a more in-depth review of the technology and history behind USB flash drives,
please refer to the following Wikipedia arficles:

USB flash drive: http://en.wikipedia.org/wiki/USB flash drive
Flash memory: http://en.wikipedia.org/wiki/Flash memory

What is a memory stick used for?

The original purpose was to transfer small amounts of data between computers, e.g.
documents or media files. But with the rapid growth of their storage capacity,
alternative ways of using these devices have opened up. People no longer just store
data on flash drives, they also run applications from them, enhance the
performance of their operating system, or boot an entire operating system from the
stick. UFDs can be powerful tools if you know how to use them. This guide focuses on
how you can get the most out of your memory stick to enhance your work.

-
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What should | know before buying
a thumb drivee

Before making a purchase, three important characteristics must be considered:
case, capacity, and transfer rate. Last but not least, the price decides which model
offers the best value.

Case:

The case should be durable, provide a hook to attach a lanyard, and most of all,
the shape should not interfere with its use! A massive thumb drive may not fit into a
USB docking station or block surrounding USB ports. Smaller devices will usually fit
anywhere. Besides, they tend to be lighter and easier to carry around.

TIP

Make sure you get a slim flash drive, so that it won't block nearby
USB ports.

Image credits: Philippe Ramakers

Capacity:

The latest flash drive model from Kingston can store 256 GB. Affordable models
range from 2 to 16 GB. What size you go for depends on two factors: what is the
intended use and how much can you afford? The table below provides some
orientation regarding the size you will need.
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Decide how you want to use your flash drive, add up the recommended storage
space, and you will know how many GBs your memory stick should have. Keep in
mind that it can make sense to purchase more than one thumb drive, e.g. one to
transfer files and another to run portable applications and store profile information.

TIP

Buy two smaller flash drivers to use for different purposes, e.g. data

transfer, data storage, or for running portable applications.

Intended Use | AddUp ___|YourNotes |

102 GB
| Transfer photos and music PXleRe€l:
 Transfermovies  PRCRPIE
1t02GB

Portable eMails or profile 1to 4GB
information

Encrypt and secure your 1to2GB
flash drive

Use as virtual memory or 1to 4 GB

ReadyBoost

Transfer rate:

The transfer rate is the speed at which data can be read from and written to the
flash drive. A USB 2.0 interface should not limit the performance of your flash drive
because it offers more bandwidth than a flash drive can use: up to 60 Mbyte/s (480
Mbit/s). If your computer is fairly old and only supports USB 1.0, you won't have to
worry about fransfer rates. USB 1.0 only does 1.5 Mbyte/s (12 Mbit/s), which is way
below the average read / write speed of even a low performance flash drive.

The read speed typically is higher than the write speed. Thus the write speed is a
limiting factor, especially if you are going to work from and save to your storage
device. Read speeds go up to 34 Mbyte/s (272 Mbit/s), while write speeds reach a
maximum of 28 Mbyte/s (224 Mbit/s).
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The maximum read / write speed is dictated by the type of memory. SLC (single-
level cell) stores only one bit of data per memory cell, while MLC (multilevel cell)
stores two bits of data per cell. This means that SLC is twice as fast as MLC, yielding
higher read / write speeds. Of course it's also more expensive. However, it is worth
the investment because with SLC each cell can go through approximately 100,000
cycles of writing and erasing data before failing. Subsequently, SLC lasts about 10
times as long as MLC type memory. Unfortunately, SLC offers less storage space.

If you already have a flash drive and would like to check its speed, check out the
tools described in this article from Saikat Basu: 5 Apps to Check the Speed of Your
USB Flash Drive

Are you wondering about USB 3.02 Please read my article USB 3.0: Everything You
Need To Know [Technology Explained] for all the background information.

MakeUseOf.com | Tina Sieber Page 9
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What type of flash drive do |
neede

The above characteristics can roughly be translated into three different types of
flash drives: generic, high performance, and durable. Secure flash drives form the
fourth noteworthy category. The below summaries will give you an idea of what you
might or might not need.

Generic

Plastic case, dull design, not very fast, doesn’'t come with extra features, and offers
the best price per MB. When you purchase a generic thumb drive from one of the
market leaders, you can still get a high quality product at a very low price.

This kind of thumb drive is sufficient for occasional use, especially if you only need to
fransfer data of little importance or data that is always backed up on another drive.

TIP

Buy the cheapest you can find, but try to go with well-known brands like

Kingston, SanDisk, or Transcend. This should guarantee better quality. Here is a
Top 10 list of Best USB Flash Drives to guide you.

High Performance

Flash drives that carry the label *high performance” are equipped with higher-
binned flash memory chips and better memory controllers, which enable increased
fransfer speeds.

If you have a need for speed and are going to use the device on a daily basis, you
should go for high performance. It also means better quality and will last you longer
than a generic model.

WARNING

Sadly, many thumb drives are labeled "high performance” and no actual

transfer rates are displayed. Don't hesitate to ask a shop assistant for help or
contact the manufacturer. If you cannoft find out the transfer rates for sure,
don't buy!
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TIP

Check the package for the read / write speeds. Specifically the write speed

should narrow in on 28 Mbyte/s (224 Mbit/s).

Secure

Secure flash drives typically provide hardware encryption via an additional mini
processor. This way the flash drive can maintain better read and write speeds than
generic drives secured with software encryption. The Advanced Encryption
Standard (AES) can encrypt data with up to 256-bit. Access to the data is provided
only after inserting the correct password. Some models even go as far as to self
destruct, i.e. delete all data, after a wrong password was entered several times.
You should opt for a secure flash drive if you frequently deal with sensitive data.

TIP

Look for the label "AES hardware encryption” (or similar). A 256-bit
encryption is to be preferred, but 128-bit is also ok.

Image credits: Christian Kitazume
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Durable

These flash drives can have any characteristic of the above described, with one
exception: a robust design. They are made to withstand extreme conditions, for
example harsh temperatures, extreme kinetic shock, or high moisture. Durable flash
drives are typically encased in rubber or metal alloy and may also be watertight.

If you tend to carry important data on your flash drive and fear dropping it, throwing
it intfo the laundry, or damaging it in some other way, you might want to investin a
durable flash drive.
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Working With Your USB Flash Drive

Basically a UFD works just like any other storage device. However, if you want to do
more with it than just store data, you should set it up properly.

Flash Drive 101

A flash drive is not as sensible as a hard disk, since it has no moving parts. However,
it's still a piece of computer hardware, which can break. Hence, your little storage
device should never be dropped, get wet, be exposed to extreme heat, or be
otherwise maltreated.

Being small comes with its own risks. Like a coin, your thumb drive can disappear
quickly. Try to carry it on a lanyard around your neck or attach it to your keys. You
should in fact treat a flash drive with utmost care, like your external hard drive, and
watch it like the keys to your house.

TIP

If your flash drive got wet, do not connect it to your computer! An electrical
shortcut will certainly destroy the hardware and data on it. Dry the device

manually as good as you can, then store it in a dry and warm place (max.
40°C) for at least 48 hours. You could also use a blow-dryer at low or medium
heat. When you are sure that residual liquid has dried, you can try using it
again.

Formatting

Per default, flash drives are formatted in FAT32. This ensures cross-platform
compatibility. However, FAT32 limits the storable file size to 4 GB. If you would like to
store larger files on your flash drive, you should reformat it to NTFS. This file system is
supported by Windows NT / 2000 and up, Mac (drivers required), and newer Linux
distributions. NTFS is not supported by embedded devices, including TVs and media
players.

If the flash drive will be used on Windows Vista and Windows 7 computers only, |
recommend using the exFAT file format. It was designed for flash drives and ensures
best performance.

EE" | MakeUseOf.com | Tina Sieber Page 13
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WARNING

Windows XP generally does not support exFAT. A flash drive formatted in exFAT

will simply not be recognized. However, installing update KB?55704 (click the
link) from Microsoft will fix this issue.

Before you format, backup any data stored on the drive, including software that
came with it. Then go to > Start > Computer, right-click onto your flash drive and
select > Format... from the menu. In the > Format window select the > File system
(discussed above) and the > Allocation unit size. The latter depends on the average
file size you wish to store. The larger the files you wish to store, the larger the
allocation unit size should be. If you're unsure, simply go with the default. Click >
Start, confirm your intend to format the flash drive, and wait until formatting has
completed.

Farmat TINA'S UFD (F) [3m]
Capacity:

1.8 GB -
File syskem

|exFAT -

Allacation unit size

[32 kilobytes - ]

[ Restore device defaulks

Yolume label
TIMA'S LIFD

Farmat aptions

Quick Format
Create an MS-D03S skarkup disk,

Skart ] [ Close
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Remove Flash Drive

WARNING

To prevent loss of data and extend the life of your storage device, you should
never unplug your thumb drive without first ejecting it through the Windows
taskbar.

To safely remove any USB drive, close drive folders and alll files stored on the device,
otherwise Windows will refuse to eject it. Go to the notification area of the taskbar
and look for the USB icon. Left-click the icon and wait for a little window to pop up.
Then click on the device you wish to eject and wait for the confirmation that it is now
safe to remove the hardware.

Safely Remove Hardware and Eject Media

W |

@5 Open Devices and Printers

Customize...
—a EjectMobile Disk

’—— 1)
Bz @ ) 830PM . - TINA'SUFD (F)

© Safe To Remove Hardware R X

The 'USB Mass Storage Device' device can now be safely
removed from the computer.

" [® () 8:32PM

Should this method fail, i.e. should you receive an error message that the USB mass
storage device could not be removed, try the following steps:

1. Close the device folder and all documents or applications running on the

device.

Try ejecting it again.

Close all programs that could potentially access the device.

Try to eject it again.

If you still cannot gject it, reboot Windows and remove the flash drive after

you were logged off.

6. If the issue persists, check whether any installed software on the device
contfinues to connect to Windows. This could be a portable security or
backup software installed on the device. Check with the software
manufacturer whether this problem is known and how it can be stopped.

7. Last but not least, ask us as MakelUseOf Answers.

WD

MakeUseOf.com | Tina Sieber Page 15
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Backup and Synchronize Your Files

Essentially, syncing and backing up files is the same. While a backup generally just
works one way, i.e. files on storage device A are copied to storage device B,
syncing can work both ways. Syncing provides more flexibility, as you can select
various settings to copy files just the way you need it.

If you always want to work with the latest versions of your files, no matter which
computer you're currently using, that's when you should sync your files. And if you
never want to lose your files due to a hardware failure, you should always have a
backup. What if you could use just one tool to achieve both?

There are many free tools to backup and sync your files. | have picked SyncToy
because of its clear interface, easy to understand options, and flexibility. Since you
can set up many different folders, each with its own sync settings, you can use this
one tool to handle both old school backups and efficient synchronization.
Alternatives to SyncToy can be found at the end of this chapter.

SyncToy is a small fool from Microsoft that will sync pairs of folders. You can
designate your entire flash drive to be synced with a folder on your computer or pick
single folders on each side. And as mentioned in the introduction, you can assign
different settings to each folder pair.

Set up Sync Toy in five simple steps:

1. Download and install SyncToy.
2. Run SyncToy from the Start Menu.

Welcome to SyncToy
To start working with SyncToy, select Create New Folder Pair,

For help getting started, select SyncToy help.

Left Folder Right Folder

Rename Folder Pair Delete Folder Pair L Create New Folder Pair J Preview Run

I:I:|' | MakeUseOf.com | Tina Sieber Page 16
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3. Click on > Create New Folder Pair.

The left folder represents your computer and the right folder is your flash drive.

Choose the folders you want:

o’

Left Folder:

= C:Users) Tina Sieber| JFD Synic

Browse, ..

THE OFFICE WORKERS GUIDE TO A USB

THUMB DRIVE

Wy

Right Folder:

= Fy

Browse, ..

< Back. [ Mext = H Cancel ]

4. Now select the mode of synchronization.

5. Name your folder pair and click > Finish.

o8

Synchronize will update all changes

both ways.

Echo will update left to right only (backup).

Contribute will update left to right, but it will not repeat deletions.

Left Folder
|-:l Ciisersi Tina SieberiUFD Sync

SyncToy Ackion:  Synchronize
Change ackion. ..

Cpkions For this Folder pair;

All files included Mo Files exciuded
Do nak check file contents all subfalders included
Mo file attributes exclded

Zhanoe options. .

i=

Right Folder
l-.J F:

Save overwritten files in the Recycle Bin

Ackive Far run all

You can go back and change the action and options anytime.
You have to set up SyncToy on every computer that you wish to sync your flash drive

with.

[+

‘_l
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Run SyncToy:

1. Select > All Folder Pairs or one of > your folder pairs from the menu on the left.
¢ In All Folder Pairs you can select all the folders you wish to sync.

Complete Sync

Msic All Folder Pairs
Al Folder Pairs
E ]
;‘, E = g;-
'-\.__ k i
Ackive  Mame Left Falder Right Falder
[} Complebe Sync CUsers\Tina SieberiJF...  Fi
MLsic CUsersiTina SieberiJF, .. FriMusic),

[ Unselect this row to exclude PMusic from run all. ]

2. Click on > Run or > Run All in the bottom right.
3. Click > Close after the run was completed.

The disadvantage of SyncToy is that it doesn’t run automatically. A workaround is to
set up SyncToy AutoPlay in Windows, as outlined below.

Setup SyncToy AutoPlay in Windows Vista and Windows 7:
Steps 1 to 6 will add SyncToy as an opfion to the AutoPlay window that comes up
when you insert your flash drive. Steps 8 to 11 will let you autorun SyncToy.

If the AutoPlay window does not come up upon connecting your external
storage device, chances are AutoPlay was disabled. Check out one of the
following articles on how to disable or enable AutoPlay.

How to Disable AutoPlay in Windows 7 (or Windows Vista)

Disable Autoplay of Audio CDs and USB Drives (Windows XP)

1. Download and unpack Default Programs Editor.
2. Run Default Programs Editor and click on > Autoplay Settings.

E:"| MakeUseOf.com | Tina Sieber Page 18
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Which settings would you like to edit?

% File Type Settings

Edit the default program, context menu, description, and icon of file types

% Autoplay Settings

Add, edit, or remove autoplay handlers

<% Default Programs Settings

Add or remove registered default programs and change their assigned types

3. Select > Mixed content from the Media Type list and click > Next.

Media Type

Enhanced audio CD
Enhanced DWD movie
Enhancedstarage
Mixed content
Pictures

Zoftware and Garnes
SuperVideo CD
Urknouen

Wideo CD

Wideo files

Sutoplay assignment

Do Mathing
Do Mothing
Da Maothing
sk e every time with Windows Explorer
sk e every time with Windows Explorer
Do Mothing
Do Mothing
Azk e every tirme with Windows Explorer
Do Mothing
Do Maothing

m

4. In the following window click > Add and then > Add a new handler.

5. Enter an > Action name, click > Browse next to the > Program path: to point

to SyncToy.exe, and click > Next.

m' \ MakeUseOf.com | Tina Sieber
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Enter new autoplay handler details
Action narme:  SyncToy
Prograrm path:  "ChProgram Files\SyncToy 2. 03¢0 cT oy, exe” Browwse..,

Infer program name from path
SpncToy

Infer icon from program

o,

@) Brouwse...

6. Click > Save Autoplay Settings.
7. Repeat steps 3 to 6 with other Media Types as required.

Now you have added the SyncToy option to the AutoPlay window.

- SutoPlay EI'E'@

~ TINA'S UFD (F)
—

General opticns

Open Folder to view Files
I using Windows Explorer

éf‘}d IJse this drive For backup
E'f;' using \Windows Backup

+'i"‘. Speed up my syskemn
S using Windows ReadyBoost

gl SyncToy
b using SwncToy

YView more AutoPlay options in Control Panel

To automatically run SyncToy, complete the following steps.

8. Go to > Start > Control Panel > AutoPlay.

9. Browse to the Media Type > Mixed content, select > SyncToy from the
dropdown menu.

10. Repeat step 9 with any other Media Types.
11. Click > Save.
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This will only work if you have some files on your memory stick. When you insert
an empty memory stick, the AutoPlay window should come up.

Setup SyncToy AutoPlay in Windows XP:
This will add SyncToy to the AutoPlay window that comes up, when you plug in your
thumb drive. It will not sync your files automatically, but it will serve as a reminder.

Flay ;
uzing Wwindows Media Player

_i#== Copy pictures to a falder an my computer
uzing kicrozoft Scanner and Camera 'wizard

g\] SyncToy autarun
uzing SyncToy
“‘[_x I Wiew a zlideshow of the images -

uzing Windows Picture and Fax Yiewer

Download Tweak Ul from Microsoft and install the program.

Run Tweak Ul from the Start Menu.

Go to > My computer > AutoPlay > Handlers.

Click > Create enter a description and SyncToy as the program name.
Then click > Change Program... and find the SyncToy.exe in the > Program
Files folder.

6. Next, select all > Supported Media and click > OK.

orLd -
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About
General
Mouse
Explorer
Comman Dialogs
Taskbar and Stark menu
Desktop
My Computer
Drives
Special Folders
- AukoPlay
Drives
Tvpes
Handlers
Drive Letters
Control Panel
Templates
Internet Explorer
Command Prormpk
Logon
Arcess Conkrol
Repair

Tuwveak Ll
Autoplay Handlers
3 ArdET L dn
,..-j using \Windows-Expl

:.l Play audio CO
Bl 11sing WideolAm YLC

:‘It Play DVD movie
Bl 11sing WideolAm YLC

Play Wideo Files
using Inkeryideo Wi
v 0 Sampler-CD erstelle
W __/J using Sonic Audio M
g ] SyncToy aukborun
K_/ using SyncToy

‘Wiedergabe
x_!_.‘;z using Windows Med

| Edit JI |\_

L Delete

Cancel

P
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Autoplay Handler

Descripkion

@I | SyncToy autorun

using | SyncToy

Program: SyncToy

Args: | el

(%L will be replaced with the roak af the drive.)

(Change F‘ru:ugram..) lil:hange Icon... ._:l

Supported Media

¥ Blank COR

¥ Mixed content
M o0 audio

W ovD

¥ rusic Files

# video Files

¥ Digital images

7. Inthe Tweak Ul main window click > OK again.
8. Plug in your flash drive.
9. In> My Computer right-click the drive and select > Properties from the menu.
10. Switch to the > AutoPlay tab.
11. Select > Music from the drop down menu.
12. Check > Action to perform, select > SyncToy from the list, and click > Apply.
13. Repeat steps 11 and 12 with all other options from the drop down menu.

14. Finally, click > OK.

"H._ _/' C I
|| ancCe
P

As SyncToy is not a portable app, i.e. you install it on Windows, not on your flash
drive, you cannot autorun the application. If you are looking for alternative software
that can automatically run from your flash drive, have a look at Toucan, which also
integrates with the PortableApps.com Suite described below.
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Alternative Backup and Sync Tools
We have covered plenty of them on MakeUseOf. Below is a selection of the best
tools and respective articles.

How fo Sync Files between PC and USB Thumb Drive2 by Shankar Ganesh
Backup your Hard-Drive with SyncBack by Mark O'Neilll

Sync Folders With Your USB Drive Using Allway Sync by Paul Bozzay

Pure Sync: Free Backup and File Synchronization Tool by Stefan Neagu
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How to Keep Your Data Safe

Thumb drives are small devices that are easily lost or forgotten.

Never Forget Your Flash Drive

Whether you're working on a public computer, your laptop, or office PC, you will
never want to forget your USB drive when you shut down the computer and head
out. There is one little tool that will remind you.

FlashRecall runs in the system tray. When you try to log off or shut down the
computer, it will play a sound and launch a visual reminder that your USB flash drive
is still plugged in.

USB-Flashdrive plugged in!

Please dont forget your USB-Flashdrive!

You can run it without administrator rights on Windows XP through Windows 7.
However, you have to manually launch the tool when you didn't log into the user
account or boot the system with your flash drive already plugged in.

A workaround for this is to use FlashRecall like a protable app and make it
automatically insert itself info the Windows AutoPlay window. Just follow these steps:
1. Rename the FlashRecall .exe file to FlashRecall.exe and copy it into the root
folder of your USB drive.
2. Open a text file and copy the following lines into it:

[autorun]
OPEN=FlashRecall.exe
ICON=FlashRecall.exe
ACTION=Flash Recall

3. Save the text file autorun.inf to the root folder of your flash drive.
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When you now plug your USB drive into any computer, the AutoPlay window will
show Flash Recall as the very first option. The downside is that you have to manually
open the flash drive to access your files.

This trick only works if AutoPlay is enabled (see above). It will not work if an
antivirus program blocks autorun.inf. If it doesn’t work, you have to manually
launch Flash Recall. If it does work, you have to manually close FlashRecall
before you can eject your flash drive.

A known issue is that it will only recognize one plugged in thumb drive. You can
open the tool to see which drive letter is being monitored.

r!/ FlashRecall ‘
&) (& (=]

Flash Drive Information

Status: Aitached
Drveletter: F:\
Serial: 28040-3FDA

Free space: 345 MB

V0.23 Beta (ENJ

If AutoPlay is disabled, autorun.inf blocked by an antivirus program, or if you can’t
be bothered to remember launching the application, invest in a refractable

keychain.

Encrypt and Password Protect Your Data

In the light of identity theft and stolen dataq, it is incredibly important to encrypt your
flash drive. In case your flash drive is lost or stolen, it will prevent or at least make
unauthorized access very difficult.

Please read the instructions carefully before using tools to encrypt your data.
We do not accept any liability for lost data or damaged hardware.
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TrueCryptis an easy to use, yet advanced tool that will help you secure your data.
The TrueCrypt download comes with a User Guide that contains a Beginner's Tutorial
with detailed instructions and screenshots. Unfortunately, TrueCrypt and many other
encryption tools require administrator rights to work. Hence | will infroduce another
tool in more detail.

Rohos Mini Drive comes with a portable disk browser, which doesn’t require
administrator rights once the USB flash drive was set up. The only limit is that the
encrypted container can’t be larger than 2GB. Here is a brief guide through the
setup process.

1. Download and install Rohos Mini Drive.
2. Run > Rohos Mini Drive from Start Menu.

" Rohos Disk ==
0 Help...

Rohos disk is not created as yet.
0]

A Setup USE Key Options
' Create protected partition on your USE Setup disk auto start, disconnect hotkeys
G Flash drive. and other options,
[oue] | Change password m Create Password Reset File
¥ Specify new password to access Rohos = Restore Rohos disk. )
disk, How ko upgrade Rohos Mini. .. Q

3. Click on > Setup USB Key.

4. Rohos will automatically detect a plugged in flash drive.

Click on > Change in case it detected the wrong one.

You can also > Change the disk size, partition letter and partition image file.
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Setup USE Key @

Create protected partition on your USE Flash ! (_'.{?1 k] |

drive,

USE device H:Y has been found  [Change. .. ]

Encrvpted partition properties will be;

» Disk size: 429 Megabytes

# Partition letter (disk): R:

® Partition image file: H:_rohos'rdisk.rdi. [Change...]

Specify password to access disk:
|i.i" |

Confirm password;

Make a shartcut ba the disk on your deskkop

Learn more... | Create disk | | iZancel |

5. Specify a password and click > Create disk.

WARNING

Never, ever forget your password! It is the one and only key to your encrypted
data. Forgetting your password means you can forget about your encrypted
documents as it will not be possible to refrieve them.

&% Rohos Disk |

L= | x|
O Help...
Disk is connected. Disk (R:)

: ._rF‘u:uhcus @

; 1 Encrypted partiton has been successfully created,

To open it on a guest computer use Rokhos Miniexe icon from a root

;J folder an that USE drive,
|_ln_|:|

disk. How to upgrade Rohos Mird... ()

I:I:" | MakeUseOf.com | Tina Sieber Page 27


http://www.makeuseof.com/
http://www.makeuseof.com/
http://www.makeuseof.com/

THE OFFICE WORKERS GUIDETO A USB
[y makeuseof.com e DR

6. Click on > "“Rohos mini.exe” in the root folder of your thumb drive.

7. A password prompt will come up. Enter your password, and click > OK.

8. Go to > Start > Computer to find the mounted Roho disk among your other
partitions.

9. Now you can work with Rohos. Your files will be encrypted on the fly.

10. When you're done, right-click the Rohos icon in the start menu notification
area and select > Disconnect the disks or > Exit & Eject Media.

Exit & Eject Media

Disconnect I;

If you think password protection alone would suffice, try USB Secure. It will not
encrypt your files. Like Rohos Mini Drive it doesn’t require administrator rights to be
used. The website provides a Flash Demo that illustrates the entire setup process and
shows how to use the tool.

Use Your Thumb Drive to Lock Your PC

Imagine you wouldn't have to remember a password to efficiently lock your PC.
Instead you had a physical key. Your USB drive can work as a key to lock your
computer.

Predator is the tool that will earn you 007 credits.
1. Download and install Predator.

2. Towards the end of the installation process you need to create a password
and key.
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3.

®© No O~

Flash Drives

Maonitaring

Alarm

Create key on Drive:

In the > Preferences window you can also set up monitoring settings and the
alarm.

Read Interval:

SIEVELINERIY - \Frooram FilesiPredatorZisoundsiALARNM sy E
Beep systerm speaker: Count: (O=rriute)

Access Denied Screen:

Click > OK to save your changes.

Manually run Predator.

When you now remove the USB drive, the screen will be locked.

When you re-enter the flash drive the computer will unlock automatically.

In case you selected > Always Required for the password, the window below
will appear. Quickly > Enter password to regain access. However, this will
defeat the purpose of saving time compared to simply hitting [Windows ] + [L]
to lock your computer.
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Warning

This computer is protected by the PREDATOR access-control system.
Intrusion attempts will be reported to the administrator.

17

Enter password: |

Note that you can always unlock the screen with your password. While your screen is
locked, simply hit any key, e.g. the spacebar several times and the above password
screen will show up. It's good to know you won't get stuck in case you forget or lose

your hardware key.

WARNING

If you fail to enter the correct password or connect the key, i.e. your USB stick,

the program will voice an alarm. The only other way to shut it off, is to turn off
the computer.

When you boot your computer and log into your account, Predator launches
automatically. You can manually pause it through its taskbar icon before it locks up
your computer.

Securely Wipe Data From Your Flash Drive

Your USB flash drive may be a temporary tool provided by your employer. Before you
return it, you should thoroughly wipe all data from it. You can of course format the
drive several fimes. However, it's more secure to use a tool that will overwrite the
deleted files several times. Besides, these tools will allow you to remove only specific
files, while others are left untouched. This will raise less suspicion.

Disk Redactor is the perfect tool. First, you need to manually delete all files that you
don't want to leave on the flash drive. That's what you would do anyways. Then let
Disk Redactor overwrite all the free space to remove any fraces of files that were
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ones stored in its place. Disk Redactor will not delete any existing files stored on the
drive. It will only clear the free space.

WARNING

Backup your data before wiping your flash drive with Disk Redactor. Even

though only free space should be cleared, you should play on the safe side in
case something goes wrong.

1. Download and install Disk Redactor.
2. Launch it from the Start Menu.

3. Click on > Wipe Disk to select the drive you would like to wipe. It will start
instantly.

Selected: F, Cancel Wipe

Total: 1,832 Gb Awvalis 345.6 Mb Free: 345.6 Mb
B 28.00 Mb
Messages

LDpisk Redactor build: 180
E,)CE'-.-'-.-'ipe: iStartwipe: Wipe process started
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Recommended Portable Apps

When you often have to work on public computers, you will know what it feels like to
work without administration rights. You are stuck with whatever software was
installed on these machines. Wouldn't you prefer to use your own eMail program or
browsere

Portable apps are a life safer! They allow you to run applications from your thumb
drive. Most of them will work just fine without admin rights. And not only can you run
the application from an external flash drive; you can also store your personal
information, such as eMails, bookmarks, and personal settings. Here are three highly
recommended portable apps.

To get started with Portable App programs, you can visit Portable Apps.com

Firefox Portable

Firefox Portable looks and works just like its desktop counterpart. The difference is
that it does not store any information on the computer; everything is safely stored on
the removable flash drive. Just like its big brother it can handle user profiles,
extensions, themes, and of course the essentials like bookmarks or cookies.

@ Mozilla Firefox Start Page - Mozilla Firefox = | B [

File Edit View History Bookmarks Tools Help

- c ﬁ '-'] http:/fwww.google.com,/firefox?client=firefox-alrls= org.mozillaer 7.7 - -"'* Google pe
2 Most Visited || Getting Started 5, Latest Headlines l:'_') PortablefApps.com 5. PortablefApps.com Ne...
*§ Mozilla Firefox Start Page + -

Web |mages Video Maps Mews Shopping Groups more v

Firefox Start

Thunderbird Portable

Thunderbird Portable is your favorite eMail client made portable. You can enjoy all
important features of the full version, including eMail folders, address book, and
account setftings. Moreover, you can encrypt and sign your eMail.
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& Trash - Mozilla Thunderbird [ESEERT

File Edit View Go Message Tools Help
¥ GetMail - [ wiite [ Address Book

Tag - |P, Search all messages E

| 1= Trash I -

Smart Folders || B @ Subject < From @ Date + Location =
,-.i.-,(]utbmc
|2=|Blogs & News Feeds

i B Local Folders

Open Office Portable

Open Office Portable is two great advantages in one bundle: a complete office
that fits into your pocket and you can cut the Microsoft strings because it’s free and
compatible with your old office documents and several other office applications.

Welcome to

OpenOffice.org

Create a new document

Text Document > Spreadsheet
Presentation || Drawing

Database Formula

Templates...

Open a document...

VB b ©
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Not enough?¢ There are hundreds more.

Check out the Portable Apps.com Suite, which provides a complete collection of
tools, including a web browser, eMail client, office suite, calendar / scheduler,
instant messaging client, antivirus, audio player, games, password manager, PDF
reader, backup utility, an infegrated menu, and all of that is preconfigured to work
portably. What more could you ask fore

Toucan

Toucan — One of the Portable Apps.com tools | would like to highlight is Toucan. It is
not a default component of the Portable Apps.com Suite, but it infegrates with it.
PortableApps.com has detailed installation instructions on how to add Toucan to
your PortableApps menu or how to install it as standalone app.

As mentioned previously, Toucan is a portable alternative to SyncToy. You can use it
to sync, backup, and secure (encrypt) your data. The backup and sync principles
are the same as with SyncToy.

%4 Sync ﬂ Backup q Secure § Rules L YVariables ;‘- Scripk s :‘J Settings
] S— - -
Job Name Function File: Checks Other C rm )
— — — e - - L
Cid £ oy . File size . Retain Timestamps
— o = O P
— - - 4 Mirrar [ Madified time [ Retain Attributes [ Preview )
F " .
() Equalise = ) - ~ ~
Rules O Move . Shork Comparison — Ignore Read-Only € Refresh )
m . m . \—'/
[ | ¢] O Clean ! Full Comparison _ Use Recycle Bin

] Preview Only Changes

You can make Toucan autorun with the same strategy described for FlashRecall.
You need to rename the respective parameters in your .inf fle and move the
Toucan .exe file to the root folder of your flash drive.

Noft so long ago Karl L. Gechlik infroduced the Top 10 Most Downloaded Portable
Apps:

¢ winPenPack Flash 1GB Suite of over 100 useful shareware apps
e Little Registry Cleaner

e winPenPack Flash School collection of apps for students

¢ Uninstall Expert, PackageFactory for U3-enabled flash drives

e Skype Portable

e CodySafe and CodySafe Admin Pack

e winPenPack Flash Essential in multiple languages

e FCleaner.
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Varun Kashyap infroduced NirLauncher, a toolbox of Awesome Portable Ufilities To
Have On Your Flash Drive. It contains password recovery utilities, network monitoring
tools, system utfilities, programmer tools, and much more. Some apps require
administrator rights.

If you still cannot find exactly the application you are looking for, you can make it
yourself.
Paul Bozzay described How To Creatfe Your Own Portable App For A Flash Drive.
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How to Speed Up Your Computer
with Virfual Memory

Did you know you could increase the system performance of your computer with
the help of a USB thumb drive? You can allocate storage space from your flash drive
to the system for times when your RAM (physical memory) is used to its capacity.
Rather than stashing data on a slow hard drive, Windows can use the much faster
flash memory to read / write data (virtual memory) and free up RAM. This will
considerably enhance the responsiveness of your system.

Windows Vista and Windows 7

The feature is called ReadyBoost. You can access it through the properties menu of
your thumb drive. Go to > Start > Computer and scroll down to > Devices with
Removable Storage. Now right-click onto your thumb drive and select > Properties
from the menu.

vatern

.ﬂ{"v Music ‘ s

m

Create shartcut

k= Pictures SV 1044 Rename \
E Nidegs 4 Devices with Properties
= XTRA RAM (F:

'8 Computer €

& localDisk(C) . ™M T3 GE free of 1.0 GB | =

XTRA RAM (F) Space used: L
v Removable Disk Space free: 1.88 GB

In the properties window, switch to the > ReadyBoost tab. Here you can either
dedicate the entire device to ReadyBoost or just reserve some space for system
speed. Click > Apply to save the changes and wait as ReadyBoost configures your
cache.
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- XTRARAMN (Fi) Properties ==

| zeneral | Tools I Har dwsare | sharing | ReadyBoost |Et;ng|

i hr Speed up wour system by utilizing the available space on

- khis device,

(71 Do mot use khis device,
@ Dedicate this device to ReadyBoost,

(70 Use this device,

Space ko reserve for syskem speed (may be less than
actual free space due to file system limits);

(J 1922 & me

While the device is being used for system speed the
reserved space will nok be available Far File storage.

Windows recommends reserving 1827 ME for optimal
petfarmance,

Cnline privacy statermenk

[ (] 4 ] I Cancel l [ Apply ]

Under > Computer you will subsequently see the blocked out space.

B Videos s Devices with Removable Storage (1)
- XTRA RAM (F:
4 8 Computer et )
< R ’ r————————————————————
> &L Local Disk (C) _ |™W#®” 568 ME free of 1.88 GB -

XTRA RAM (F:) Space Lisec: s — |
V’ Removable Disk Space free: 5.68 MB

In case you decide to reserve only part of the thumb drive’s capacity, you can use
the remaining space to store data.

Windows 7 can handle up to eight flash drives and a total of 256 GB of virtual
memory.
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Not all flash drives have the ‘required performance characteristics’ to work
with ReadyBoost. You will see a respective message if that is the case. To force
these drives to work with ReadyBoost, try the steps described in this article at
your own risk: Force ReadyBoost on a USB Device

Windows XP

With a slightly different method, you can achieve the same system enhancement in
Windows XP. Here is a brief walkthrough.

Go to > Start and right-click on > My Computer. Select > Properties and switch to the
> Advanced tab. Under > Performance click > Settings... switch to the > Advanced
tab and click > Change...

This last window lists your entire virtual memory. This is where you can allocate
additional space. Select your thumb drive and click > Cusfom size. Take the number
listed under > Space available and substract 5 MB. Enter the resulting number under
both > Initial size (MB): and > Maximum size (MB).

Paqing file size for each drive

Drive [Molume Label] Pading File Size (ME)

(af System managed
Y [RECOVERY] Mone

E: HP_TiooLS Maone

=y [Daten] Mone

H: [RecoveryMedia) Mone

Selected drive: F: [#“TRA RAM]

Space available: 1927 ME

@) Custom size:

Iritial size: (MB): 1922

Maximum size (ME): | 1922

(71 System managed size

(71 N paging File Sek

Click > Set and > OK to save your changes, close all other windows, and reboot your
system. Avoid removing the thumb drive to prevent damage.

Windows XP supports a maximum of 4096 MB in additional virtual memory.

Page 38
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Summary

In the present PDF manual | have outlined how you can use your flash drive and |
thoroughly explained how to best set it up. Let me summarize...

A flash drive can be a simple vehicle to transfer data from one computer to
another. With the right tools, however, it can tfransform into a powerful tool. It can
help you synchronize your work between multiple computers, including your eMails
and user profiles. You can store, encrypt, and always carry important documents on
it, and you can use your memory stick to lock your computer. It's possible to install
and run applications from a thumb drive. Finally, when your computer slows down
because it needs more RAM, you can extend the virtual memory to your flash drive
and speed up your system. In fact, there are many more things you can do with a
memory stick, but these will be a subject of other guides.

Taken together, your flash drive is a digital Leatherman that you won't want to miss
in your daily work life.
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Did you like this PDF Guide? Then why not visit MakeUseOf.com for daily posts on
cool websites, free software and internet tips.

If you want more great guides like this, why not subscribe to MakeUseOf and receive
instant access to 20+ PDF Guides like this one covering wide range of topics.
Moreover, you will be able to download free Cheat Sheets, Free Giveaways and
other cool things.
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