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This risk register does come at a small cost and requires you to have a Power BI license to deploy 

it. Although it does leverage a pre-defined Excel spreadsheet to manage risk behind the scenes, it 

does provides a Risk Dashboard visual on top of the data, along with the risk register in a more 

presentable format, as shown below.

 

Figure 14.13: The SecureMetrics Power BI Risk Register

The final option is not ideal, but if you don’t have anything else at your disposal, you’ll need to 

deploy an Excel-based risk register, as you need to have something in place. This can be thought 

of as a temporary measure until you can get your GRC program, and the risk register, to a more 

mature state. Although not preferred, an Excel spreadsheet is better than having nothing in 

place at all, especially when we need to document everything to provide full transparency to the 

executive leadership team and the board. Simply use the fields referenced above within an Excel 

spreadsheet to begin tracking any identified risk for your organization to get started.

It is important that risk management gets the attention and focus it needs to ensure that ev-

erything is documented appropriately. This means that someone is responsible for the lifecycle 

of any identified risk. As a risk is identified, it must be entered into the risk register right away, 

determining the likelihood and impact of the identified risk. This will, in turn, provide the risk 

severity, which will help determine the next steps. As part of identifying the risk severity, it will 

need to be determined what the cost is to reduce the risk versus the value of the asset at hand. 

Once this has been determined, direction will be needed on whether to mitigate, accept, avoid, 

or transfer the risk. 
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Once all this has been determined, you’ll need to ensure that any required actions are taken so 

that the risk can be resolved. Ensure that everything is documented and all documentation is 

retained when going through the lifecycle of managing risk.

Next, let’s shift our focus from tracking risk to an in-depth review of cybersecurity insurance, 

looking at why it’s important to consider purchasing a policy to support your organization as 

cybersecurity incidents occur.

The Insurance Landscape
Earlier in the chapter, we provided an example of transferring risk. This is primarily done by 

purchasing cybersecurity insurance for your organization, which should be a requirement for 

your organization. Before we get into more details on the policy, let’s take a look at what the es-

timated cost of a breach may be to provide better context around why your organization should 

onboard a cybersecurity policy.

Estimating the Cost of a Breach
To provide more context into the need for cybersecurity insurance, Travelers’ The Hard Realities 

of Cyber Event resource provides several examples of the estimated cost of a breach, with a break-

down of the costs involved. You can review the examples here: https://www.travelers.com/

business-insurance/cyber-insurance/claim-stories#. For example, when a breach occurs, 

the following are some examples of costs you can expect to incur:

•	 Investigation costs such as forensics

•	 Crisis response costs

•	 Public relations costs

•	 Customer notification fees

•	 Call center costs

•	 Credit monitoring fees

•	 Legal fees

•	 Settlement costs

•	 Fines such as regulatory costs

It will not be possible to predict the accurate cost of a breach because there are so many variables 

and unknowns involved with a breach. The reality is that no breach is the same, and each poses 

its own unique set of challenges and, in turn, financial impact. 
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Fortunately, there are tools available to provide some guidance and understanding of what to 

expect, along with an estimated data point that can be used to set some expectations for your 

executive leadership team.

Breach Cost Calculator
For each of the examples provided by Travelers, the NetDiligence® Data Breach Cost Calculator 

was used to provide the cost of a breach. You can access the calculator here: https://eriskhub.

com/mini-dbcc. Another example of a breach calculator is available from Arctic Wolf: https://

arcticwolf.com/resource/aw/calculating-the-cost-of-a-breach. For example, let’s select 

the following data inputs:

•	 Industry: Manufacturing

•	 Location of organization: United Kingdom

•	 Number of employees: 1,000

•	 Annual revenue: £3,000,000 

•	 Incident type: Data breach

•	 Root cause: User action

The estimated cost of the breach for this type of organization totals £486,693, with the following 

breakdown.
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Figure 14.14: The Arctic Wolf cost of a breach calculator

Every breach is different, and there is no way you will ever predict the exact cost of any data breach. 

The breach calculator above provides a great estimate of what to expect. To put things into per-

spective, this example shows that you can expect the cost of a data breach to be approximately 

one-sixth of your annual revenue. That is substantial and will likely cause significant damage to 

your organization if you don’t have any insurance to cover the risk.
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Understanding Policy Exclusions
Over the years, the cybersecurity insurance landscape has continued to become more complex 

because of the continued increase in cybersecurity incidents that require cybersecurity insurance 

payouts. If you have cybersecurity in place today, it is highly recommended that you understand 

the details of your cybersecurity insurance. When reviewing and navigating your cybersecurity 

insurance, work closely with your legal team to ensure that you fully understand what is included 

in the policy, such as deductions, coverage specifics, and most importantly, any exclusions that 

may be in place. For example, Merck was originally denied its claim for the NotPetya cyberattack 

that occurred in 2017 because of an exclusion in the policy for anything related to an act of war. 

Fortunately, they were able to claim $700 million from the $1.4 billion in losses after years of 

dispute in the court system. This goes to show the complexity needed to navigate the insurance 

industry as we add cybersecurity insurance to our organizations.

Requirements for Cybersecurity Insurance
It is also important to be aware of the ongoing increase in cybersecurity requirements to purchase 

cybersecurity insurance today. Insurance writers are not handing out cybersecurity insurance 

to just any organization. They are getting a lot more stringent with their requirements, through 

questionnaires, surveys, assessments, and even to the extent of leveraging external attack surface 

management capabilities to score your organization. Based on the feedback and response you 

provide, in addition to the score they collect, will determine your coverage and, in a worst-case 

scenario, if a policy will even be issued. In addition, cybersecurity insurance providers will request 

minimum requirements to move forward with coverage. Every insurance provider will be different, 

and the requirements will continue to change; one example is Coalition, which shares five ways to 

meet your cybersecurity insurance requirements by ensuring that the following are implemented:
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•	 Multi-factor authentication

•	 Cybersecurity training

•	 Maintaining good data backups

•	 Identity access management

•	 Enforcing data classification

Source: https://www.coalitioninc.com/topics/5-essential-cyber-insurance-requirements

Obviously, there is a lot more involved and required to implement a robust cybersecurity program, 

as we have covered throughout the book, but it’s important to know that cybersecurity insurance 

providers are getting a lot more stringent with their requirements. Unfortunately, you can expect 

much higher premiums or even find yourself in a situation where you can’t purchase coverage 

because of weak cybersecurity practices within your organization.

Coverage Types
As we briefly touched upon in Chapter 10, Vendor Risk Management, make sure you understand the 

specific coverages being purchased as part of the cyber liability insurance coverage. The following 

are some of the many coverages you can expect to see as part of a cyber liability insurance policy:

•	 Network security liability

•	 Privacy liability

•	 Data loss/breach

•	 Business interruption

•	 Media liability

•	 Extortion

•	 Reputation or brand protection

https://www.coalitioninc.com/topics/5-essential-cyber-insurance-requirements
https://www.coalitioninc.com/topics/5-essential-cyber-insurance-requirements
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A great resource for your reference is the cybersecurity insurance guide from the Federal Trade 

Commission (FTC). Although geared toward smaller businesses, the basic requirements should 

help you become more familiar with what should be included in your cybersecurity insurance, 

especially if you are going through the process for the first time. You can access the guide here: 
https://www.ftc.gov/business-guidance/small-businesses/cybersecurity/cyber-

insurance. In addition, they have a simplified PDF version for reference and download, which 

can be accessed by clicking on the Download/Print PDF option within the link above.

Figure 14.15: An Extract from the FTC Cyber Insurance Guide

The guide also expands on the need for both first-party and third-party coverage. As a reminder, 

first-party coverage will protect your organization directly from any losses related to your orga-

nization and the data being stored. The guide recommends including the following (with some 

additional items) as part of your first-party coverage:

•	 Legal counsel services

•	 Breach coaching

•	 Crisis management

•	 Public relations

https://www.ftc.gov/business-guidance/small-businesses/cybersecurity/cyber-insurance
https://www.ftc.gov/business-guidance/small-businesses/cybersecurity/cyber-insurance
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•	 Lost or stolen data recovery

•	 Digital Forensics and Incident Response (DFIR)

•	 Cyber extortion

•	 Cyber fraud

•	 Customer notifications

•	 ID theft monitoring

•	 Call center services

•	 Cybersecurity-related fines, fees, or penalties

•	 Lost income because of a cybersecurity incident

•	 Negotiation services

•	 A Bitcoin wallet if executive leadership decides to pay

With third-party coverage, you will be protected against any losses from claims against you from 

a third party after a cybersecurity incident. The guide recommends including the following as 

part of your third-party coverage:

•	 Any litigation costs

•	 Costs relating to regulatory inquiries

•	 Any payments that may be needed to consumers

•	 Any costs related to lawsuits or disputes

•	 Defamation, copyright, or trademark infringement losses

•	 Any other potential damages or settlement costs

•	 Cost related to accounting

One final note about your cybersecurity insurance is to ensure that you are familiar with the 

process to engage it and that you follow the correct process to engage the resources needed. Your 

cybersecurity insurance may have a portfolio or panel of pre-approved vendors that you must use 

to file a claim. Make sure you are fully aware of any requirements so that when an incident does 

occur, you can engage the needed support as quickly as possible without compromising the receipt 

of any claims. Also, check with your cybersecurity insurance provider on the engagement process, 

and you may want to consider a direct contract with vendors that you prefer to use, specifically 

those that provide Breach Counsel and DFIR services. The quicker you can get your DFIR vendor 

engaged with an active incident, the better. Make sure you are aware of any Service-Level Agree-

ments (SLAs) directly with the DFIR vendors also. As you are aware, time is of the essence, and 

every second counts when there is an active incident with threat actors within your environment.
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Summary
As one of the most important components of your cybersecurity program, risk management is a 

priority – especially in today’s world, where we must show full transparency of all known risks to 

ensure that the right decisions are made at the right levels within an organization. Risk manage-

ment is not a simple task to manage, and it is important that the right processes are put in place 

and everyone is aware of how to efficiently handle and manage identified risks. Risk management 

crosses the entire cybersecurity program, and everyone within the cybersecurity function must 

be fully aware of how to handle a risk as it is identified. The quicker a risk is identified, reviewed, 

documented, actioned, and resolved, the better for the organization. Remember that nothing is 

risk-free in this world, and the same applies to cybersecurity. There will always be a risk!

To start the chapter, we discussed in more detail why risks are so important and how everything 

we manage as cybersecurity professionals translates into a risk in some way. As we identify and 

manage this risk, it is important that it is efficiently translated into business terms so that the 

business, executive leadership team, and board can easily relate to and understand what that risk 

means to an organization. At the same time, it is important that the executive leadership team 

and board are familiar with cybersecurity basics, as the discussions around cybersecurity will be 

a more frequent topic of conversation. We also need to ensure that ownership of a risk sits at the 

top of the organization with the executive leadership team and the board of directors. Then, we 

reviewed the different types of cybersecurity risk you can expect to see in an organization. We then 

covered the difference between qualitative and quantitative risk before finishing the section by 

providing more detail about how to address risk by avoiding, transferring, mitigating, or accepting.

Next, we provided a list of some of the general frameworks, including ISO 31000, NIST RMF, FAIR, 

and COSO. We then covered the NIST RFM in a little more detail to provide an idea of how a risk 

management framework looks and what is involved. Then, we reviewed tracking risk and the 

importance of a risk register to track identified risks. Ideally, this should be through a centralized 

GRC platform, but at a minimum, make sure you track risks somewhere, even if they need to be in 

a spreadsheet temporarily until you can mature the process. This is critical as we look to oversee 

the cybersecurity program more efficiently for an organization. 

In 2023, Munich Re estimated the cybersecurity insurance market was around $14 

billion and expects it to increase to approximately $29 billion by 2027: https://
www.munichre.com/en/insights/cyber/cyber-insurance-risks-and- 

trends-2024.html.

https://www.munichre.com/en/insights/cyber/cyber-insurance-risks-and-trends-2024.html
https://www.munichre.com/en/insights/cyber/cyber-insurance-risks-and-trends-2024.html
https://www.munichre.com/en/insights/cyber/cyber-insurance-risks-and-trends-2024.html
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We then finished off the chapter with insight into the cybersecurity insurance landscape and what 

should be included within a policy, related to both first-party and third-party coverage. It is also 

important that everyone should consider a cybersecurity policy for their organization based on 

the organization’s current state.

In the next chapter, we will move on to the final component of both the GRC program and the final 

function of the cybersecurity program, regulatory and compliance. Here, we will take a deeper look 

into the evolving landscape of regulatory and compliance and the ongoing challenges in this area. 

We will then cover the need to ensure that you build positive relationships with the legal team 

because of the importance of their role within cybersecurity moving forward. Then, we will take 

a look at the importance of data protection for your organization, before going into greater detail 

on the need for frameworks and audits. We will finish off the chapter with a look into some other 

regulatory and compliance considerations that you should be aware of as a cybersecurity leader.

Join our community on Discord!
Read this book alongside other users, Cybersecurity experts, and the author himself. Ask ques-

tions, provide solutions to other readers, chat with the author via Ask Me Anything sessions, and 

much more.

Scan the QR code or visit the link to join the community.

https://packt.link/SecNet





15
Regulatory and Compliance

We have made it to the final component of both GRC and the cybersecurity program with Reg-

ulatory and Compliance. As a cybersecurity leader, you won’t be able to avoid Regulatory and 

Compliance as part of your role. In addition, Regulatory and Compliance is a constantly evolving 

space with ongoing change, making this function very challenging to oversee. Unfortunately, the 

complexity of Regulatory and Compliance makes it almost impossible for any one person to know 

everything required, especially at the global level. Every country, region, state, and industry, for 

the most part, will differ in its regulations and compliance requirements. Your organization and 

where you provide services will determine how complex this becomes for you. For some organiza-

tions, there will be teams dedicated to ensuring your organization remains compliant. As a CISO 

or cybersecurity leader, you will need to work closely with the team that overlooks Regulatory 

and Compliance, most likely your legal department, if one exists.  

To begin the chapter, we will look further into the evolving landscape of Regulatory and Compli-

ance to gain a better idea of how vast and complex it has become for cybersecurity. As a cyberse-

curity leader, you will need to understand the different Regulatory and Compliance requirements 

for your organization, although you will not need to be an expert by any means. The expertise 

is where we move into the next section with building a strong relationship with your legal team. 

Your legal team will be much more knowledgeable in this area and will be the team to support and 

keep you educated on the latest Regulatory and Compliance requirements. In the following section, 

we will review the importance of data protection. This is essentially the primary responsibility of 

the cybersecurity function, to ensure the protection of information and data for the organization.
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In the next section, we will be reviewing the need for frameworks and audits by covering them in 

more detail than previously covered throughout the book. There should be no cybersecurity pro-

gram without a framework moving forward. This should be a requirement for every organization. 

In addition, you should be auditing yourself against the chosen framework for your organization. 

This is in addition to any other audits you are required to maintain. We will then finish the chapter 

with other Regulatory and Compliance considerations like privacy, data retention, e-discovery, etc.

The following will be covered in this chapter:

•	 The Evolving Landscape of Regulatory and Compliance

•	 Your Legal Team Is Your Best Friend

•	 The Importance of Data Protection

•	 The Need for Frameworks and Audits

•	 Other Regulatory and Compliance Considerations

The Evolving Landscape of Regulatory and Compliance
First, let’s take a high-level look at all sub-functions that should be addressed as part of Regulatory 

and Compliance. The following image captures much of what the Regulatory and Compliance 

function entails.

 

Figure 15.1: Sub-functions of the Compliance & Regulatory function



Chapter 15 621

It is important to work with both regulation and compliance hand in hand. At a high level, cy-

bersecurity regulation is derived from the laws put in place to ensure you are implementing the 

requirements set forth and the best practices to protect the people, technology, data, and informa-

tion within your organization. In addition, many regulations have an emphasis on the reporting 

and transparency of data breaches in a timely manner. On the other hand, the compliance com-

ponent is to ensure any required regulation is being conformed to, in addition to other items such 

as audits, standards, policies, etc. As a leader, it’s important that you validate you are meeting 

the requirements of any regulation that is required for your organization, especially since you 

could be breaking laws if you aren’t meeting the requirements of any regulations, which in turn 

means someone will be held accountable. And as we’ve alluded to many times, you need to ensure 

that accountability doesn’t fall on you as a cybersecurity leader. You must ensure accountability 

lives at the top of the organization with the executive leadership team and the board of directors.

Regulation within cybersecurity wasn’t a need for many not too long ago. Today, regulation is 

becoming a requirement for many organizations and it’s important we understand how this 

landscape is evolving. Regulation has become extremely complex, and it is not possible for any 

one of us to navigate these complexities alone. With regulation and cybersecurity, we are cross-

ing into the boundaries of legal services more and more. Because of this, it’s important you work 

closely with those who can provide the right guidance when dealing with regulations, especially 

as they change.

An excellent resource that provides insight into global privacy laws that we should have some 

familiarity with as part of being a cybersecurity leader has been made available from the Inter-

national Association of Privacy Professionals, also known as IAPP: https://iapp.org/. 
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They provide an interactive directory in which you can click on a country to view what legislation, 

act, or law is in effect for that country: https://iapp.org/resources/global-privacy-directory/.

Figure 15.2: IAPP Global Privacy Law and DPA Directory

When you click on a country, you will be provided with additional details and links to each of the 

respective websites or documents with more details on the referenced legislation, act, or law in 

effect. The following is an example of clicking on Greece, a member of the European Union (EU), 

which shows they are subject to the General Data Protection Regulation (GDPR).
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Figure 15.3: Greece’s data privacy resources from the IAPP Global Privacy Law and DPA Di-
rectory

For the US, there is also an interactive map to help navigate all the different privacy laws (if they 

exist) for each state, which can become very complex: https://iapp.org/resources/article/

us-state-privacy-legislation-tracker/. You will be able to view details of all states that have 

a privacy law in effect by scrolling down the page. In the image below, you can see California, 

Colorado, and Connecticut listed with current privacy laws. For California, you can see that they 

have two acts in place:

•	 California Consumer Privacy Act (CCPA)

•	 California Privacy Rights Act (CPRA)

In addition to GDPR, which focuses on consumer privacy, the European Union (EU) 

has recently introduced legislation to ensure improved cybersecurity practices for 

organizations operating in Europe with the Network and Information Security 

(NIS) 2 Directive. You can learn more about NIS2 here: https://www.europarl.

europa.eu/thinktank/en/document/EPRS_BRI(2021)689333.
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  Figure 15.4: IAPP US State Privacy Legislation Tracker
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In addition to the privacy laws shown above by IAPP, some other acts in the US to be aware of at 

the Federal level include:

•	 Sarbanes-Oxley (SOX): In reaction to several major accounting mishandlings, the SOX act 

was put into effect in 2022. Although the act focuses primarily on the accuracy of financial 

statements and reporting to prevent fraud, there is a requirement around cybersecurity 

controls to protect financial information. 

•	 Health Insurance Portability and Accountability Act (HIPAA): The HIPAA act was passed 

in 1996 with several objectives focused on improving the healthcare system. One of these 

objectives focuses on ensuring the protection of healthcare information.

•	 Federal Information Security Modernization Act (FISMA): FISMA is an act that was 

enforced in 2002, originally named Federal Information Security Management Act. In 

2014, the Federal Information Security Modernization Act amended the 2002 version. 

This act requires federal agencies to implement and maintain a minimum set of security 

standards to protect government information..

•	 Gramm Leach Bliley Act (GLBA): The GLBA was put into effect in 1999 to ensure financial 

institutions are protecting customers’ nonpublic personal information.

We can expand even further with the latest Securities and Exchange Commission (SEC) rules 

for disclosure of a material cybersecurity incident along with the requirement of annual disclo-

sure of cybersecurity risk management, strategy, and governance. You also have the very familiar 

Payment Card Industry Data Security Standard (PCI DSS), which is a standard and not a law, 

but is certainly required for anyone handling credit card information.

The examples above are not all inclusive as there will be other regulations, acts, standards, or forms 

of legislation or laws in other countries that may have an impact on your organization. There 

may also be specific regulations that have an impact on your industry. And the more global your 

organization is, the more complex these requirements quickly become. If you are a global orga-

nization, you will need dedicated resources to navigate these complexities along with resources 

that are trained to understand the language of each of the regulations, acts, laws, or whatever it 

may be that impacts your organization. This is not something you can take lightly and certainly 

not something you want to assume risk for; you will want to ensure you are obtaining the correct 

guidance to allow full compliance when dealing with a major cybersecurity incident or breach

Although many of these regulations are recent, we can expect many more to continue to surface. 

In the US, there is still no Federal privacy regulation (as of September 2024) overseeing all states, 

although the American Data Privacy and Protection Act (ADPPA) has made the most progress 

to date: https://www.congress.gov/bill/117th-congress/house-bill/8152.

https://www.congress.gov/bill/117th-congress/house-bill/8152
https://www.congress.gov/bill/117th-congress/house-bill/8152
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This means that we’ll continue to see each state issue their own privacy regulations. As you can 

imagine, this will become extremely challenging to navigate, especially if you have employees and 

customers in multiple states that will have different requirements for reporting, notification, etc.

The Regulatory and Compliance area is going to require specialized skills to help navigate the 

complexity of these requirements. There’s a lot to digest with Regulatory and Compliance and it’s 

imperative that you have a comprehensive understanding of the requirements and the ongoing 

changes that continue to occur. You are going to need to have conversations with your legal team, 

your executive leadership team, and potentially the board of directors on these topics, so it will 

be important you are prepared with the necessary information.

Your Legal Team Is Your Best Friend
The reality is legal involvement within cybersecurity is becoming more of a requirement now-

adays. And I only see this increasing as the regulatory landscape continues to evolve with more 

requirements because of the increase in ongoing breaches. Because of this, it is imperative you 

build immediate relationships with your legal team and General Counsel if they exist within 

your organization. If your organization doesn’t have an in-house legal team or a General Counsel 

on staff, you will need to understand how these services are sourced and if there is an outside 

counsel being used. If an external service is being used for your organization, you will need to 

ensure engagement with the cybersecurity program. You will also want to ensure that the out-

sourced services have the right resources to support any cybersecurity needs. The same applies 

internally. You may not necessarily have the expertise in-house to deal with cybersecurity and 

privacy-related issues, so you may need to engage external legal services to fill any gaps you may 

have within the organization from a legal perspective.

The Legal Team’s Responsibilities
As you can see, the involvement of legal expertise is becoming more prevalent within cyberse-

curity, and there are even instances where CISOs report to the General Counsel or head of legal 

services, which is making a statement. As you work with your legal services team, you may want 

to build a Responsible, Accountable, Consulted, and Informed (RACI) with all of the shared 

responsibilities for cybersecurity so there is a clear definition of who is responsible for what. It 

will be important that the legal team fully understands what is expected from them, as it relates 

to cybersecurity to ensure you are receiving the right level of support to be successful in your role. 
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Some of the areas you can expect involvement from your legal team include:

•	 Support with outside council if specialty services are needed

•	 Involvement with the cybersecurity insurance policy

•	 Support with cybersecurity-related regulation requirements throughout the world

•	 Support with any other cybersecurity law requirements for your organization

•	 Overseeing any breach notification requirements

•	 An active member of the cybersecurity council

•	 Support and sign-off on all policies such as the cybersecurity policy, records retention 

policy, and any other cybersecurity-related policy

•	 Involvement and support for the cybersecurity GRC program

•	 Oversight of all contracts and working with cybersecurity to ensure the appropriate cy-

bersecurity language is within all contracts

•	 Collaborate with all contract reviews as red lines occur with contracts between your ven-

dors

•	 Overseeing (along with the privacy team if one exists) all privacy-related requirements 

for the organization

•	 Overseeing (along with the risk management team if one exists) all enterprise risk man-

agement-related requirements for the organization

•	 Involvement with and a core team member of the CIRP

•	 Any other general legal services related to cybersecurity

There may be more items your legal team is involved in, or they may not necessarily be involved 

in everything shared above. My recommendation is to engage them as much as you can to ensure 

full compliance and to take advantage of their skillset as you cannot assume this responsibility for 

all these items yourself. Build full transparency with this team and collaborate with them as much 

as possible; it will only help as you look to reduce liability for yourself as a cybersecurity leader.

Obviously, the legal team’s responsibilities are a lot broader and many of the items above aren’t 

inclusive of cybersecurity. The legal’s team responsibilities will spread across the entire orga-

nization and there will be specialty roles within the legal team outside of cybersecurity. This is 

why it’s important that the correct legal resources are involved, whether it be in-house or outside 

counsel to ensure the right guidance is being provided for any legal-related issues. This is not an 

area you want to take any risks in. Clearly, the role of legal within cybersecurity is growing, and 

the list above is only going to grow bigger.
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Data Breach Notification
To provide more detail about some of the expectations from your legal team, in the US, each 

state is unique and data breach notification requirements vary. This incredible resource from the 

BakerHostetler law firm provides an interactive map of notification requirements for each State if 

they exist: https://www.bakerlaw.com/us-data-breach-interactive-map/.

Figure 15.5: BakerHostetler interactive breach notification map

When you click on a State, you will be presented with some quick notes regarding any State re-

quirements for breach notifications within that State. In the bottom left, you will have the option 

to Download PDF with more details, along with being provided the specific law requirements 

when you click on Statute. The following is an example of Colorado’s requirements.

https://www.bakerlaw.com/us-data-breach-interactive-map/
https://www.bakerlaw.com/us-data-breach-interactive-map/
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Figure 15.6: BakerHostetler Colorado State breach notification requirements

Obviously, this is only the breach notification requirement for Colorado. If you cover the entire 

US, you will need to check all State requirements. In addition, you may have different reporting 

requirements depending on your industry, such as HIPAA within healthcare (https://www.hhs.

gov/hipaa/for-professionals/breach-notification/index.html). Or if you are publicly trad-

ed, you now have SEC requirements (https://www.sec.gov/files/rules/final/2023/33-11216.

pdf) to comply with. If we take this a step further and you have a global footprint, for example, 

in Europe, you must comply with any breach notification requirements and other laws and/or 

regulations within Europe. GDPR is one example of this.

https://www.hhs.gov/hipaa/for-professionals/breach-notification/index.html
https://www.hhs.gov/hipaa/for-professionals/breach-notification/index.html
https://www.sec.gov/files/rules/final/2023/33-11216.pdf
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To provide additional details on what this looks like, we will mention another great resource from 

BreachRx (https://www.breachrx.com/). BreachRx has a Global Cybersecurity & Privacy Regula-

tions webpage that provides details on breach notification laws and regulations required from 

around the world: https://www.breachrx.com/global-regulations-data-privacy-laws/. On 

this webpage, click on the General Data Protection Regulation (GDPR) link within the Europe 

section to access more details on the GDPR notification requirements in addition to other incident 

response guidelines for GDPR: 

   

Figure 15.7: BreachRx GDPR incident response guidelines
Source: https://www.breachrx.com/global-regulations-data-privacy-laws/

gdpr-guidelines/

At this point, I think you see where I’m going. If your organization is publicly traded and impacts 

PII for users in all US States as well as Europe, you will be required to send dozens of different 

notifications to local authorities, customers, and/or employees of your organization. Strategically, 

you may use the most stringent requirements as your default and use the same communication 

with everyone else who falls in your scope. 

https://www.breachrx.com/global-regulations-data-privacy-laws/gdpr-guidelines/
https://www.breachrx.com/global-regulations-data-privacy-laws/gdpr-guidelines/
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Regardless, someone is going to need to keep up to date with all the requirements and monitor 

for any changes. The information here has been provided as guidance and your legal team will 

need to confirm what the actual requirements are from each of the States and/or countries. For 

example, your legal team should be accessing the requirements directly from the published source 

for confirmation of any communication and notifications like the GDPR at https://eur-lex.

europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504. A couple of articles 

within this regulation that reference notification and communication include Article 33, Notifica-

tion of a personal data breach to the supervisory authority, and Article 34, Communication of a personal 

data breach to the data subject.

Directors and Officers (D&O) Liability Insurance
If you are a CISO, you will want to work with your legal team to understand if you are covered 

by insurance for any liability that may come your way. Based on some of the examples provided 

earlier in the book, CISO/CSO roles are being targeted in lawsuits for negligence. Traditionally, 

Directors and Officers (D&O) liability insurance provides coverage for directors and officers, but 

the CISO may not necessarily fall under this category. Because of this, you will want to ensure 

you are clear on any protections. Here is an insightful article that sheds more light on the matter: 
https://www.iansresearch.com/resources/all-blogs/post/security-blog/2023/09/21/

why-cisos-need-d-o-liability-insurance-coverage-now.

As shown, it is important you build a positive relationship with your legal team. They, in turn, 

will become an extremely important partner of the cybersecurity program as regulations and 

laws continue to become approved and evolve. These regulations and laws are becoming very 

complex and the language within them needs to be clearly understood by someone trained in this 

area. Obviously, you need to be aware of the details, but it will be unrealistic to expect the CISO or 

cybersecurity leader to be able to keep up with the constant change of regulations along with the 

requirements to meet them. Now that we have covered the need for building good relationships 

and ensuring positive collaboration with your legal team, next, we will review the importance 

of data protection in more detail.

The Importance of Data Protection
One of the core principles for our existence as cybersecurity professionals is to protect the data 

and information within our organization. For the most part, threat actors are looking for financial 

gains. This is typically done through gaining access to data and information that can be used as ex-

tortion against an organization to pay the threat actors or to sell that information on the dark web. 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02016R0679-20160504
https://www.iansresearch.com/resources/all-blogs/post/security-blog/2023/09/21/why-cisos-need-d-o-liability-insurance-coverage-now
https://www.iansresearch.com/resources/all-blogs/post/security-blog/2023/09/21/why-cisos-need-d-o-liability-insurance-coverage-now
https://www.iansresearch.com/resources/all-blogs/post/security-blog/2023/09/21/why-cisos-need-d-o-liability-insurance-coverage-now
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For example, Privacy Affairs has a Dark Web Price Index 2023, which provides an idea of what the av-

erage price is that data is selling for on the dark web during a specific timeframe. Obviously, these 

prices can fluctuate over time: https://www.privacyaffairs.com/dark-web-price-index-2023/.

Here is a sample of data from the link above with some of the credit card products available with 

an average purchase price.

Figure 15.8: Privacy Affairs credit card data from the Dark Web Pricing Index 2023

Imagine your organization manages and stores credit card information and 10,000 records were 

compromised that contained credit cards with a balance of up to $5,000. The payday for this threat 

actor could land them up to $1.1 million from the sale of these records on the dark web. This is 

obviously concerning, and why we must take all measures to protect the information and data 

within our organizations from being accessed and exfiltrated by threat actors. Before you can do 

this, you first need to know where all your data exists, which ties back to the GRC program to 

ensure you have a comprehensive inventory of all applications and assets within your environ-

ment. Once you know where all your data is, it is critical you know the classification of that data 

to better understand the potential impact in the event any data is compromised. 

https://www.privacyaffairs.com/dark-web-price-index-2023/
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Once classified, the correct controls will need to be implemented for this data to ensure it’s pro-

tected efficiently. This is not an easy task, but as you need to meet specific regulations and ensure 

compliance, this becomes a crucial task.

As a useful reference, Microsoft has a high-level approach to how you should look to address 

information protection within your organization. Although the approach references Microsoft’s 

Purview and the capabilities of that solution, the foundation can be applied outside of Microsoft’s 

capabilities to best protect your data. You can view more details at https://learn.microsoft.

com/en-us/purview/information-protection. The following principles are provided for your 

information protection foundation:

•	 Know your data by identifying the different types of data you need to protect

•	 Protect your data by creating and applying sensitivity labels across all data, services, cloud 

repositories, databases, and containers

•	 Prevent data loss by building and deploying DLP policies within your environment

•	 The final principle focuses on the governance of your data

Figure 15.9: Microsoft’s Purview Information Protection capabilities

Source: https://learn.microsoft.com/en-us/purview/information-protection

Data Tracking
It is imperative that you know where all your data lives, not just within your organization but 

externally with any vendor or third-party entity that stores and processes data on your behalf.

https://learn.microsoft.com/en-us/purview/information-protection
https://learn.microsoft.com/en-us/purview/information-protection
https://learn.microsoft.com/en-us/purview/information-protection
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If you don’t know where your data exists, how are you meant to efficiently protect it? And even 

more concerning, if there is a major cybersecurity incident involving your data and you aren’t 

aware of what that data is, how are you meant to efficiently respond? Knowing where all your 

information is falls under the broader governance requirements as it relates to the inventory/

asset management components of your cybersecurity program. Referring back to Chapter 13, 

Governance Oversight, we reviewed the importance of centrally tracking and managing all ven-

dors and applications being used throughout the organization within a GRC application. Once in 

the GRC application, you will be able to view all dependencies of where your information exists 

throughout the organization and with your vendors. Once you know where all your data exists 

and understand the risk with that data, you can apply the appropriate controls for that data to 

best protect it.

We also covered asset management in Chapter 7, Cybersecurity Operations, and Chapter 8, Vulnera-

bility Management. This continues to come up throughout the book because of the importance of 

knowing where all data is within your environment and who the owners of that data are. Although 

the scope throughout other chapters expands beyond data to hardware and other types of assets, 

you must ensure all data and information within your environment is being tracked as part of 

your inventory for your organization. In addition, as more regulations and laws become more 

prevalent, the need to know where all data exists will not be an option. You will be increasing 

your liability by not implementing the correct process and controls to ensure all data is being 

tracked and inventoried. When a major cybersecurity incident occurs, questions will need to be 

answered, and not knowing you had data that was compromised or exfiltrated will not go down 

well in a lawsuit.

Data Classification 
Once you know where all your data exists, the next step is to classify that data based on the data 

type. Once classified, you will then need to ensure the appropriate protections are in place. For 

example, a general document that can be viewed by anyone will not need much protection de-

pending on the scope of who can view it. On the other hand, an application with users’ personal 

information must be protected with the correct controls such as encryption. Referring back to 

the GRC platform, this should be efficiently documented so you are aware of the risk with all data. 

This will then allow you to ensure the correct classification is applied to the data. This will not be 

an easy task and will require ongoing governance and the need to ensure compliance is in place. 

Ideally, you will want to have this process automated, but the reality is you may not be able to fully 

automate classification for all your data. For the most part, you should be able to easily classify 

most of the core environment, which includes mailboxes, document repositories, file shares, etc. 
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The challenge will be ensuring classification is being correctly applied to your application data 

and any SaaS applications that have been deployed for your organization.

When looking at the different classification levels, you may be familiar with the US government/

military classification tiers that include Top Secret, Secret, and Confidential. The data type will 

depend on the classification. For example, the highest level of protection will need to be applied 

to Top Secret as access to this data could be catastrophic for the country. Looking at this from a 

business lens, the classification levels are typically different, although the same principles apply. 

There are many different variants available, and every organization will adopt what works best 

for their business and the data they handle. To provide an example of a standard approach, let’s 

look at Microsoft’s Purview default sensitivity labels as a reference:

•	 Personal: Data that is used for personal use only, no business-related data. Examples can 

include any information a user has downloaded that is personal like a class assignment 

from a college course. 

•	 Public: Data that is OK to make available for the public to access and view. For example, 

anything that is typically published on an organization’s public website, such as the 

executive leadership team.

•	 General: Data that is for internal business use only but may be shared with trusted par-

ties such as vendors or contractors, typically with an NDA being signed. Examples may 

include contact information, policies, standards, company-specific information that is 

not intended for the public, etc.

•	 Confidential: This type of data can only be accessed by authorized personnel as it may 

cause damage to the organization. Examples include financial reports, contracts, customer 

information, forecast data, etc.

•	 Highly Confidential: This can be seen as the highest level of sensitive data that could cause 

significant damage to an organization if it gets into the wrong hands. Examples include 

PII and Sensitive PII, trade secrets, credentials, product information, etc.

Again, your organization will determine how you customize your labels. You may see some orga-

nizations use different labels like personal information, sensitive information, trade secrets, etc. 

in addition to or as a replacement for the examples provided above. You can view more details 

on the above default sensitivity labels at https://learn.microsoft.com/en-us/purview/mip-

easy-trials.

https://learn.microsoft.com/en-us/purview/mip-easy-trials
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Once you have determined your data classification labels, you need to determine what protection 

mechanisms are needed for each. For example, you will want to apply the strictest protections to 

your Highly Confidential data. This may include preventing anyone from outside the organization 

from accessing or viewing the data, ensuring the data is encrypted at rest and in transit, and ac-

cess controls that require the strongest level of authentication such as phishing-resistant MFA or 

passwordless, as covered in Chapter 6, Identity and Access Management. For general classified data, 

access controls may include the need to ensure data is encrypted at rest and in transit with an 

approved list of recipients who can access the data. Essentially, when you configure your labels, 

they will then need to be applied to the data so you can then apply the correct controls that have 

been defined. This is a very high-level example, but it should give you an idea of how to ensure 

the protection of your data, especially the high-risk data within the organization.

Before we move into data loss prevention, it’s important to ensure that your broad cybersecurity 

policy for the organization includes the requirements for data classification within your organi-

zation. The policy should clearly define each of the labels to be used within the organization and 

what the controls for each of those labels are. In addition, the policy should include examples of 

what type of data falls within each of the classifications and labels, as well as examples of data 

as it pertains to your organization.

Data Loss Prevention
Once your labeling has been defined and applied with the appropriate controls, the next step is 

to use capabilities that help prevent data loss from your organization. This is where Data Loss 

Prevention (DLP) can help. When looking at DLP, the capabilities include helping to identify, 

monitor, and prevent unwanted sharing and exfiltration of sensitive information from your or-

ganization. Referencing back to Microsoft’s capabilities with Microsoft Purview, DLP (https://

learn.microsoft.com/en-us/purview/dlp-learn-about-dlp) is a capability that works hand in 

hand with Microsoft’s Purview sensitivity labels. By using Microsoft Purview, sensitive informa-

tion can be prevented from leaking out of your environment by protecting the following services:

•	 Exchange Online, SharePoint Online, OneDrive for Business, and Microsoft Teams

•	 Word, Excel, and PowerPoint

•	 Windows 10, Windows 11, and macOS (latest three released versions)

•	 Non-Microsoft cloud apps

•	 On-premises SharePoint and file shares

•	 Power BI

https://learn.microsoft.com/en-us/purview/dlp-learn-about-dlp
https://learn.microsoft.com/en-us/purview/dlp-learn-about-dlp
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Within the DLP engine, you can create policies that allow you to select which type of data you 

would like to protect. With the data type, you can select from many pre-defined templates that 

scan for Personal Identifiable Information (PII), finance, medical and health, and privacy types 

of information. You’ll also need to understand how the same capabilities can be applied to appli-

cations or SaaS environments that may not be supported by Microsoft’s Purview as an example. 

You may need to work directly with vendors to understand any native DLP capabilities that can 

be applied. Another consideration is that of insider threats and leveraging capabilities to detect 

the potential for any insider threats. Microsoft also has insider threat management capabilities 

as part of Purview (https://learn.microsoft.com/en-us/purview/insider-risk-management) 

to help identify the potential for data exfiltration through someone within your organization. We 

reviewed insider risk in more detail in Chapter 6, Identity and Access Management. Again, we are 

using Microsoft’s Purview as an example of DLP capabilities but there are many solutions out 

there; just make sure they meet your requirements for your organization.

Before we finish the section, it is important to ensure mature governance processes are in place 

around your data protection requirements and data loss capabilities. Protecting against data loss 

will require resources dedicated to overseeing all the capabilities in place and the need to review 

any high-risk alerts or concerns with any potential data exfiltration. Ideally, you will want to 

automate as much as possible but there will be a need for your team to review and potentially 

need to engage with users or make executive leadership aware of certain situations. A lot of this 

essentially becomes ongoing operational work and can possibly become an extension of your 

SOC, in which you will have 24/7/365 monitoring of any data exfiltration activities that may be 

occurring within your organization.

The Need for Frameworks and Audits
We have briefly touched on frameworks throughout the book and the need to have one in place, 

especially in today’s world with the increase in regulation and the need for greater compliance, 

as we have discussed previously. Once you have a framework in place, it is even more important 

to ensure the controls implemented from that framework are effective. This is where the need for 

audits comes into play, and it is critical that you validate that the controls that have been put in 

place are accomplishing what they were intended to do. It is important to ensure an external entity 

is auditing and attesting to your framework and controls in addition to any self-audited activities.

https://learn.microsoft.com/en-us/purview/insider-risk-management
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Validating Controls with Audits
Validating that controls are in place is a significant task in the cybersecurity program and one that 

should not be neglected. Ensuring the documented controls are enforced will help provide addi-

tional certainty and peace of mind. Having a second set of eyes to review anything you implement 

within cybersecurity is also needed these days. This doesn’t necessarily mean an incident will 

never happen, but it does show that you are executing due diligence and doing what is right. This 

becomes very important with the liability issues that come with cybersecurity responsibilities.

Although we have touched upon auditing in other chapters, it is important to know that auditing 

expands into many different areas throughout the organization beyond cybersecurity. Large or-

ganizations, and those publicly traded, will most likely have a dedicated auditing team to ensure 

compliance is being maintained throughout the organization for regulations and laws that apply 

to them. More specifically, the need for financial audits is nothing new in the corporate world. 

Depending on your organization, you may have a Chief Audit Executive (CAE) who can be thought 

of as the highest role overlooking the audit requirements for an organization. If there is an inter-

nal audit function within the organization, this doesn’t negate the need for an external audit to 

occur. This will need to happen regardless and for the most part, the responsibility of the audit 

function will be to work and coordinate with any external auditors to get the information needed.

Audit Types
This is a reminder that auditing is the process that checks the intended controls are in place. At 

a high level, you will typically see two types of audits:

•	 An internal audit is one that is completed by an internal team employed by the organiza-

tion to conduct audits within the business.

•	 An external audit is completed by a third-party company. The idea behind an external 

audit is to prevent any conflict of interest within the organization by using an indepen-

dent party with no ties to the organization. Depending on your company’s industry, this 

may be a legal requirement.

Remember, it’s important to validate that your vendors also maintain the same level 

of protection in their environments that we covered in detail in Chapter 10, Vendor 

Risk Management. The more we move data to vendor-managed cloud and SaaS ser-

vices, the more due diligence is needed to audit access and validate controls in the 

vendor’s environment.
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Commonly seen in an internal audit scenario, the auditing team reports directly to the CEO or 

the board of directors and not internally to the IT or cybersecurity function. This helps ensure 

accountability, prevents any conflicts of interest, and provides for a system of checks and balances.

There are many examples of completing an audit, and every country is different. Unfortunately, 

we won’t be able to cover all of them in this chapter. As an example, let’s review the System and 

Organization Controls (SOC) in more detail as a good example to reference. Even if you are 

outside the US, there’s a chance you may have come across a SOC audit report. One of the more 

common practices and well-known reporting offerings is the SOC, not to be confused with the 

security operations center. The SOC services are part of the American Institute of Certified Pub-

lic Accountants (AICPA) and Chartered Institute of Management Accountants (CIMA). It’s a 

good idea to become more accustomed to SOC and other auditing standards within the industry, 

especially as you look to adopt more cloud services. As you meet with vendors and subscribe to 

services, it’s important that these audits and reports have been completed to ensure the controls 

are in place for your vendors.

SOC Reports

There are three different SOC reports to be familiar with:

•	 SOC 1 reports focus on the financial aspect of an organization, ensuring the correct fi-

nancial controls and reporting are in place. This report comes with two types of reports:

•	 Type 1 reports are based on the feedback and description of controls provided by 

management, completed at a specific time.

•	 Type 2 reports are more involved and look to test the effectiveness of the controls 

in place over a duration of time.

•	 SOC 2 reports are focused more on the technology and security aspects of an organiza-

tion to better protect users’ data and reduce risk. The specific controls measured include 

security, availability, processing integrity, confidentiality, and privacy. Like SOC 1, there 

are type 1 and type 2 reports that follow the same format. SOC 2 reports are intended for 

internal use only and vendors will require a Non-disclosure Agreement (NDA) to be 

signed to view them.

•	 SOC 3 reports take the output of SOC 2 reports and publish them in a more readable format 

that is less technical. This allows them to be made available for anyone to access and view.
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You can view more information about the AICPA and CIMA SOC services at https://www.aicpa-

cima.com and you can directly access the SOC 2 details at https://www.aicpa-cima.com/topic/

audit-assurance/audit-and-assurance-greater-than-soc-2.

Figure 15.10: AICPA and CIMA SOC 2 information

It is important as a cybersecurity leader that you are familiar with various audits and the process 

involved with auditing, especially as you need to engage an external auditor to complete an audit. 

There’s a high possibility, you’ll need to be engaged with other audits occurring throughout the 

business in addition to any cybersecurity related audits. For example, although SOC 1 is related to 

financial controls, it requires technical and cybersecurity-related evidence to show the protection 

of the financial data. For this reason, the cybersecurity team will need to be engaged to provide 

evidence for access controls related to the SOC 1.

As already mentioned, the ISO/IEC 27000 is another common certification family to 

ensure best practices are implemented as part of your cybersecurity program. The 

ISO/IEC certification is used more widely internationally than SOC.

https://www.aicpa-cima.com
https://www.aicpa-cima.com
https://www.aicpa-cima.com/topic/audit-assurance/audit-and-assurance-greater-than-soc-2
https://www.aicpa-cima.com/topic/audit-assurance/audit-and-assurance-greater-than-soc-2
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Cybersecurity Frameworks
Currently, not all organizations are required to implement any form of framework within their 

environment. Although there is no requirement, all organizations should implement a framework 

today. This should not be an option for anyone in the current state. Your framework serves as 

the foundation of your cybersecurity program and allows both a measurement to be put in place 

and maturity to occur.

In Chapter 4, Solidifying Your Strategy, we covered the importance of a framework for your cyber-

security program. More specifically, we reviewed frameworks that are created for cybersecurity 

programs. Two of the more prominent are:

•	 International Organization for Standardization/International Electrotechnical Com-

mission (ISO/IEC) 27001:2022

•	 National Institute of Standards and Technology (NIST) Cybersecurity Framework 2.0

As you implement one of these frameworks, it is important that an audit occurs to ensure you are 

compliant. If you opt for the ISO/IEC 27001:2022, a process to be formally certified is available 

for this framework. This would be a process completed through a third party, thus providing that 

separation of duty and assurance that the required controls have been put in place. According to 

the ISO Survey 2022 (https://www.iso.org/the-iso-survey.html), it was reported that over 

70,000 ISO/IEC 27001 certificates throughout 150 different countries were issued (https://

www.iso.org/standard/27001). For the NIST Cybersecurity Framework 2.0, there is no formal 

certification. Though this is recommended as a more feasible direction for anyone looking to 

implement a framework for the first time. Because of the recommendation, you can still proceed 

with implementing the framework and work with a cybersecurity vendor that will audit the NIST 

Cybersecurity Framework 2.0 for you. This will allow you to provide more assurance of the work 

you are doing to reduce risk for the organization. One of the benefits of the NIST Cybersecurity 

Framework 2.0 is the ability to measure your organization through a maturity model. This allows 

you to assess your current state and provides a baseline to work from. Of course, you’ll want to 

bring in an external company to audit the initial assessment of the controls. Once you have this 

baseline, you can work through the controls to build a plan to ensure maturity is occurring with 

the controls.

In Chapter 4, Solidifying Your Strategy, we reviewed the NIST CSF 2.0 at a high level along with 

what a control looks like. Expanding beyond this, let’s review how we can use the NIST CSF 2.0 

as a maturity-based framework. 

https://www.iso.org/standard/27001
https://www.iso.org/standard/27001
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First, let’s look at the controls for Protect | Platform Security (PR.PS-01), which can be found 

within the formal NIST CSF 2.0 publication at https://www.nist.gov/cyberframework. Expand 

CSF 2.0 Resource Center and click on Download (PDF), open the PDF, scroll down to page 20, 

and look for the section Platform Security (PR.PS) as shown below.

     Figure 15.11: NIST CSF 2.0 Platform Security controls

Next, let’s look at an example provided in the Quick-Start Guide for Creating and Using Organiza-

tional Profiles for how to score and track each of your controls. The example in the guide references 

the PR.PS-01 control shown above and can be found by browsing https://www.nist.gov/quick-

start-guides and clicking on Download in the CSF 2.0 Organizational Profiles section Open 

the PDF and scroll down to page 6.

Figure 15.12: NIST CSF 2.0 organizational profile example for PR.PS-01

As you can see in the example above, a rating has been added using a scale of 1-5 with 3 as the 

actual rating. This scale can be anything you choose but it’s important that you have something 

that allows you to be measured. As a first step, you’ll need to assess yourself before having a third 

party come in to complete an audit on the ratings. 

https://www.nist.gov/cyberframework
https://www.nist.gov/quick-start-guides
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Once the audit has been completed by a third party, you can then determine the score for each 

of the categories: Govern, Identify, Protect, Detect, Respond, and Recover. This in turn will allow 

you to calculate a total score for the assessment. Let’s say the score for your first assessment is 2.6 

with confirmation from an external audit. You now have a baseline to work from; you can assess 

each control and implement an improvement plan for each, so your score increases on the next 

assessment. However, it will be important to understand the risk of each control and ensure you 

are prioritizing appropriately and targeting the higher-priority controls first.

As you are aware from the constant reminders throughout the book, the need for a Cybersecurity 

Framework should not be an option. All organizations of all sizes need to implement a Cyberse-

curity Framework for their organization. This allows you to better understand your current state 

and build a baseline upon which you can mature from. If you are beginning your journey with a 

Cybersecurity Framework, it’s recommended you focus on a maturity model-based assessment 

like the NIST Cybersecurity Framework that will allow for ongoing progression as you continue 

to improve your cybersecurity program. Your maturity journey will not happen overnight, and it 

will take time. Make sure you prioritize appropriately based on the methods outlined throughout 

the book.

Privacy Frameworks
Another type of framework you need to consider is a privacy framework. Again, your organiza-

tion type, the industry it is within, location around the world, customer base, etc. will determine 

whether a privacy framework will help meet any privacy regulations or laws required for your 

organization. If you are required to follow any privacy regulations or laws, there’s a high proba-

bility that you’ll have a Chief Privacy Officer (CPO) who oversees the privacy program for your 

organization. If there is no CPO, there will most likely be ownership from the legal team for priva-

cy-related items in addition to the CISO needing to be involved to support the program. Even if all 

three roles exist within an organization, there will need to be close collaboration on privacy-related 

issues for your organization. If your organization doesn’t need to meet any privacy-specific regu-

lations or laws, it is still a good idea for you to be familiar with a privacy framework to ensure you 

are abiding by best practices when protecting data within your organization. For the most part, 

every organization will have some form of sensitive PII based on employees working for them. 

This in turn requires the need for a high level of privacy to be maintained with this type of data.    

Like all other frameworks, there are many available that can be adopted for privacy. Both ISO and 

NIST have privacy-specific frameworks that can be adopted within your organization. 
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The first is the ISO/IEC 27701:2019, also known as the Privacy Information Management Sys-

tem (PIMS), which is an extension of the ISO/IEC 27001 and ISO/IEC 27002 to provide a broader 

coverage of privacy for your organization: https://www.iso.org/standard/71670.html.

Figure 15.13: ISO/IEC 27701:2019 Privacy Information Management System (PIMS)

Like other frameworks, NIST also has its own version of a privacy framework, NIST Privacy Frame-

work: A tool for improving privacy through enterprise risk management, version 1.0, which supplements 

NIST CSF 2.0 with some overlap. As you can see in the image below, there is a distinct overlap 

between cybersecurity and privacy. You can access the NIST Privacy Framework document at 

https://www.nist.gov/privacy-framework by expanding Privacy Framework in the top left 

and then clicking on Version 1.0 (PDF).

Figure 15.14: NIST cybersecurity and privacy frameworks relationship

https://www.iso.org/standard/71670.html
https://www.nist.gov/privacy-framework
https://www.nist.gov/privacy-framework
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Within the NIST Privacy Framework, there are five distinct functions: Identify-P, Govern-P, Con-

trol-P, Communicate-P, and Protect-P.

When bringing both the NIST CSF 2.0 and Privacy Framework functions together, functions from 

each will support cybersecurity-related privacy risk. There are other privacy-specific frameworks 

available for review and we barely scratched the surface of what these frameworks involve. But 

it’s important, as cybersecurity professionals, that we are aware of and understand privacy as 

we play a big part in protecting privacy for the organization.

Throughout the book, we have covered a lot of information about frameworks and their impor-

tance. From a cybersecurity perspective, there have been three distinct frameworks that help sup-

port the foundation of the cybersecurity program. The first is a cybersecurity-specific framework, 

which we covered in Chapter 4, Solidifying Your Strategy, and this chapter, which includes both 

the ISO/IEC 27001:2022 and NIST Cybersecurity Framework. The next framework we touched 

upon was risk management frameworks which we covered in Chapter 14, Risk Management, which 

includes the ISO 31000 for Risk Management and the NIST Risk Management Framework (RMF) 

among with some others. The final point we covered was on privacy frameworks, which included 

ISO/IEC 27701:2019 and the NIST Privacy Framework. Your priority should be the Cybersecurity 

Framework for your program as you focus on laying the foundation and maturing your cyber-

security program. The other two frameworks will most likely be a collaborative effort between 

other departments within the organization like legal, risk, and privacy if they exist.

Other Regulatory and Compliance Considerations
To finish off the chapter, we will look at some other items to consider as they relate to Regulatory 

and Compliance. As we’ve stated, this area of GRC can become very complex, and collaboration 

from other functions within the business will be needed as you look to maintain compliance with 

any regulations, frameworks, certifications, audits, laws, etc.

Privacy
Although we have covered privacy throughout the chapter in other sections, it is important that 

we directly address the need to ensure the privacy of the data we manage, store, and process is 

taken seriously with the utmost protection for that data. 

The -P used in each of the Privacy Framework functions represents that these func-

tions are from the Privacy Framework rather than the NIST Cybersecurity Framework 

functions.
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Privacy laws and requirements to protect privacy data continue to become more stringent, and for 

good reason. Our data has been abused over the years and organizations have taken advantage of 

our data for better profit. This needs to change and the ownership of our data needs to lie in our 

hands and not with the organizations that collect it for profit. Our data should only be collected 

and used for legitimate reasons, and if it is no longer needed, it should be removed. Fortunately, 

regulations and laws are helping us get to a better place but it’s not going to happen overnight. 

It will take time, but we will get there. As cybersecurity leaders, our role is to ensure we raise 

this awareness as much as possible and ensure our organizations are in compliance with any 

regulations and privacy laws that apply to us. Even if there are no requirements, we must ensure 

that our organizations are not retaining data that is not needed, especially privacy-related data.

One great example of where data privacy is taken seriously is within Europe and the General 

Data Protection Regulation (GDPR) that came into effect in 2018. GDPR is one of the stricter 

privacy regulations in effect today. The below-referenced checklist (partial) is taken directly from 

GDPR.EU (a website operated by Proton Technologies AG) and provides a great overview of the 

expectations and requirements for organizations that need to be GDPR compliant. The checklist 

is broken into four different categories: lawful basis and transparency, data security, account-

ability and governance, and privacy rights. If we look at the privacy rights section, the following 

is provided as part of the checklist.
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Figure 15.15: The GDPR.EU privacy rights checklist

Source: https://gdpr.eu/checklist/

Obviously, the work to meet the requirements from the checklist above will not be easy and it 

will take a large effort to get to the level required to become GDPR compliant. And the reality is, if 

you don’t meet these requirements, big consequences can be expected. An example of a fine from 

GDPR includes a fine issued by the Irish Data Protection Commission (DPC) to TikTok for €345 

million for a violation of children’s privacy: https://www.bbc.com/news/technology-66819174.

https://gdpr.eu/checklist/
https://gdpr.eu/checklist/
https://www.bbc.com/news/technology-66819174
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Another expectation from GDPR is the need to know where all data is for your customers, more 

specifically to meet the requirement of removing customer data when requested. The same ap-

plies when being requested to correct or update customer data. If you aren’t aware of where all 

this data is, you won’t be able to remove it or modify it. If customer data is exfiltrated that should 

have been removed based on a customer request, you’ll suffer the consequences. This is anoth-

er example of the importance of the GRC platform and inventorying all your data by knowing 

where it all exists. An example of an organization providing the ability to request personal data 

to be removed looks like the following from Target: https://www.target.com/guest-privacy/

privacy-intake-form.

Figure 15.16: Target request form for data removal

https://www.target.com/guest-privacy/privacy-intake-form
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The processes I have gone through to request data removal have not been the easiest to date and 

they are typically specific to where you are located. We need to get to a place where organizations 

allow anyone, no matter their location, to have data removed at their request. We have a long way 

to go but at least we are making some progress with the likes of GDPR and CCPA. In addition to 

requesting data removal, organizations should make the process of requesting for your account 

to be deleted much easier, although many larger organizations are making this an easier process. 

For example, if you want to close an account, the easiest way to begin is to do a Google search for 

delete ‘company name’ account and look for any articles from the company on how to delete an 

account. For example, searching for delete Tesco account provides an article with instructions on 

how to delete your Tesco account: https://www.tesco.com/help/pages/tesco-account-faqs/

closing-an-account/closing-my-tesco-account.

If you can’t find any instructions, reaching out to support will be the next best option. In reality, 

organizations should be removing accounts that have been inactive for a certain amount of time, 

like six months or a year. A lot of user compromises are coming from threat actors being able to 

easily access user accounts and I’d imagine a lot of these accounts are not even in use. Hopefully, 

organizations begin realizing that it’s not about having many active accounts, but about doing 

what is right to better protect our data by reducing the footprint of the information they currently 

store on our behalf.

Another example of GDPR making an impact is a very visible one you have most likely come across 

when browsing the web. At some point, you will have seen a prompt or consent form on websites 

for using cookies and collecting our personal information when browsing. 

https://www.tesco.com/help/pages/tesco-account-faqs/closing-an-account/closing-my-tesco-account
https://www.tesco.com/help/pages/tesco-account-faqs/closing-an-account/closing-my-tesco-account
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An example from Marks and Spencer plc (https://www.marksandspencer.com/) is shown below 

by clicking on Manage cookies at the bottom of the screen.

Figure 15.17: Marks and Spencer plc privacy preference center

Again, this is another great example of the progress we are making, but these consent forms clearly 

show how much our personal data has been abused over the years. Although I do appreciate the 

consent form being presented, organizations need to disable all data being collected by default 

and allow users to opt in if they wish, or at minimum, present the users with a Reject all Cookies 

option as an immediate option when the website appears. Some organizations make the consent 

form very challenging to work with and, in some cases, try to trick you into quickly accepting the 

consent form so they can track all data. 

https://www.marksandspencer.com/
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There are many websites that are doing this. An example below is from Starbucks (www.starbucks.

com). As you can see in the image, you can’t simply select Reject all Cookies; you are forced to 

click Change cookie settings, which presents you with another section where you can then select 

Required Cookies. Most will simply click Agree because of the annoyance of these pop-ups that 

appear on many sites we browse today.

Figure 15.18: Starbucks cookie consent screen

This shows organizations are doing all they can to collect as much data as possible. But hopefully, 

we see this change as more regulation continues to focus on protecting our personal data and 

hold organizations more accountable for any neglect and mismanagement of our personal data.

Data Retention
As much as organizations like to collect user data, it is important that you only maintain it for 

as long as you need it. And this is only becoming more important as more organizations become 

compromised and more data continues to become exfiltrated. Organizations shouldn’t be holding 

onto data if it’s no longer needed unless there are regulations and laws that require that data to 

be retained. If you are holding onto data that is not needed, you could be holding yourself a lot 

more liable than needed if a major cybersecurity incident occurs.

As part of your data retention program, there will be a couple of primary components to support 

the governance side of data retention. The first is the need for a policy and the second is the re-

tention schedule. First, as we’ve discussed throughout the book, the need for a policy to support 

your data retention requirements must be put in place. For data retention, this policy is known as 

the Records & Information Management (RIM) policy. The RIM policy will specify the purpose 

of the document, what is in scope for the policy such as specific records, who’s responsible for 

what, disposal requirements, data storage requirements or reference to the policy that references 

these requirements, the retention schedule, and much more.
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One of the most important components of RIM is the data retention schedule. This document 

will possibly become very lengthy and will require ongoing review and maintenance to ensure 

the schedule is current with the ongoing regulations and laws that continue to appear. This is an 

area that will need full engagement from the legal team along with each of the business functions 

that own data within their respective areas. It will be important that ownership of each of the 

documented classifications is captured and maintained. Tracking regulations for the retention 

schedule is not easy, especially at a global level. One great resource I have found very helpful in 

this area is filerskeepers (https://www.filerskeepers.co/). filerskeepers is a service offering 

that allows you to quickly build a retention schedule based on your organization’s location and 

required regulations. They also keep the retention up to date to ensure you can keep your retention 

schedule current based on any changes in laws and regulations.

Figure 15.19: filerskeepers data retention

https://www.filerskeepers.co/
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Implementing a RIM policy along with the supporting retention schedule is not a simple task. 

If you don’t have one in place today, this should be something you are tracking to ensure one is 

implemented within your organization. Maintaining data for longer than needed only increases 

liability for your organization, especially when a major cybersecurity event occurs. 

Data Disposal
Once any data being stored in your environment surpasses the agreed-upon retention, the next 

step is to ensure that data is disposed of. The first step is knowing where all of your data is. Once 

you know where all of your date is located, ensure you are able to efficiently audit the age of your 

data so it can be disposed of correctly when the retention is met. Once it is time for disposal, the 

disposal of that data must be done correctly. This gets very complex depending on where the data 

resides, what systems it is stored on, and the challenge of whether hardware where data has been 

stored will also need to be disposed of. Another example of disposal is end-of-life hardware. For 

example, physical devices such as laptops will need to have a certified disposal process in place to 

ensure any data on those devices is removed. An unfortunate example of where this wasn’t done 

correctly was with Morgan Stanley, who contracted a vendor to remove data from the systems of 

a decommissioned data center. This didn’t happen and customer data was found on hardware 

that was auctioned off: https://www.cnbc.com/2023/11/16/morgan-stanley-fined-over-

computers-with-personal-data.html.

There will be many different scenarios in which you will need to manage the disposal of your 

data, whether electronic or on the hardware where it has been stored. In some instances, you 

will need to work with your vendors on their disposal policies and ensure that any data they 

process on your behalf complies with your retention schedule. This includes the termination 

of any services with vendors to ensure your organization’s data is disposed of correctly. Some 

of these dependencies will require language within your contracts to support any data disposal 

requirements. For anything you need to manage internally with your organization, a great ref-

erence is the NIST SP 800-88 Rev.1 Guidelines for Media Sanitization: https://csrc.nist.gov/

pubs/sp/800/88/r1/final.

Legal Hold
This is essentially the need to place all of a user’s data on hold so it cannot be deleted in the event 

it is needed as part of a litigation. This functionality will require close collaboration with the 

legal team with the need for legal hold requests. This may involve more of the IT team than the 

cybersecurity team to support, but it will be important that you are aware of the process. 

https://www.cnbc.com/2023/11/16/morgan-stanley-fined-over-computers-with-personal-data.html
https://www.cnbc.com/2023/11/16/morgan-stanley-fined-over-computers-with-personal-data.html
https://csrc.nist.gov/pubs/sp/800/88/r1/final
https://csrc.nist.gov/pubs/sp/800/88/r1/final
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Ideally, the ability to place a user on legal hold should be with the legal team, but this may not be 

realistic depending on the technical capabilities available and to what extent legal hold is need-

ed. When litigation comes into your organization, the legal team will need to notify the teams 

responsible for placing those users on legal hold unless they can do it themselves. Traditionally, 

legal hold has been centered around the user mailbox along with any local storage accounts 

where applicable. However, it is important to understand if a legal hold for a user requires other 

technologies to be placed on hold. This may include the need for SaaS, or other applications that 

the user has transacted in. Whether these capabilities are supported will need to be understood as 

you work with the legal team. In some instances, some applications or SaaS vendors may not have 

legal hold capabilities. The legal team will need to understand the risk with these environments 

with any potential litigation cases. On another note, it is important that users who are no longer 

required to be on legal hold have any holds removed immediately. You don’t want to retain any 

data for users that isn’t required. This will need to become an auditing task to ensure that the 

legal team is either informing the teams to remove the legal holds or removing them themselves. 

Either way, the legal team will be responsible for all legal hold oversight and will simply direct 

other teams with what their requirements are.

E-Discovery
E-discovery is a capability that works hand in hand with legal hold. For the most part, your legal 

team will utilize these capabilities. When there is an active legal case with your organization, there 

will be a need for the legal team to search for any content requested as part of litigation. This is 

another feature that requires the legal team to manage and have access to the tools to complete 

these capabilities. But like the legal hold requests, there may be complexities involved and a need 

to work with the IT and/or cybersecurity teams to collect data for a legal hold.

Another scenario for e-discovery may be as part of a cybersecurity incident where the SOC team 

requires capabilities to quickly search across users’ data for specific data. Take, for example, an 

identified true-positive phishing campaign that could have the potential to cause a lot of damage 

to the organization if users click on the malicious link. A quick investigation shows the phishing 

email has been delivered to hundreds of users through a basic delivery report. To reduce the risk 

as quickly as possible, e-discovery capabilities should allow for a search of the phishing email 

and for it to be removed from the users’ mailboxes immediately to prevent users from clicking 

on the malicious link. I’m not familiar with all e-discovery tools and capabilities, but Microsoft 

Purview does provide these capabilities within their e-discovery tool: https://learn.microsoft.

com/en-us/purview/ediscovery-search-for-and-delete-email-messages.

https://learn.microsoft.com/en-us/purview/ediscovery-search-for-and-delete-email-messages
https://learn.microsoft.com/en-us/purview/ediscovery-search-for-and-delete-email-messages
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Summary
Hopefully, you see the bigger picture as it relates to Regulatory and Compliance after reading 

through this chapter. Also, the reality is that this is an area where you are going to need a lot of 

support from others throughout the organization, more specifically the legal team. As regulations 

continue to be released and evolve, it is critical that someone in your organization stays current 

with any requirements from these regulations that have an impact on your organization. The 

bigger your footprint, the more regulations you are going to need to comply with, and it will be 

critical that you validate enforcement is occurring for any required regulation. To support this 

enforcement, you will need to ensure audits are conducted by a third party. You do not want to 

explain to anyone why you weren’t in compliance with a regulation after a breach has occurred 

within your organization. Hence the importance of regulations and compliance within the cy-

bersecurity program.

To begin the chapter, we reviewed the evolving landscape of Regulatory and Compliance and 

what is expected as we move forward in this area. As discussed, this is an area that continues 

to become more complex as we continue to see more regulation come our way and as current 

regulations and laws evolve and become more complex on a day-to-day basis. We also presented 

a list of many of the global regulations you may be familiar with or that you can expect to come 

across at some point. In the next section, we provided more insights into the importance of the 

legal team involvement as it relates to Regulatory and Compliance needs for your organization. 

We also took a closer look into some of the breach notification requirements throughout the US 

and the globe to provide a clearer picture of how complex this area has become. Thus, there is a 

need for legal experts who are familiar with regulations and laws to ensure your organization is 

in full compliance. This led to the importance of data protection for your organization. Knowing 

where your data is will allow you to appropriately classify your data, and finally, apply the correct 

controls to protect your data based on classification.

In the section that followed, we covered the need for frameworks and audits in more detail. Al-

though we’ve covered Cybersecurity Framework throughout the book, we expanded the discussion 

on the maturity model of a framework that can serve as a foundation for improvement in your 

cybersecurity program. We also reviewed privacy frameworks in more detail, more specifically 

the NIST privacy framework and some of the cross-over into the NIST Cybersecurity Framework. 

This section also covered audits in more detail and the importance of executing audits, specifically 

bringing in an external vendor to complete audits and provide attestation for your frameworks. We 

then finished off the chapter with a look at some other Regulatory and Compliance considerations.
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 This included a deeper review of the importance of privacy for your organization, and a review 

of the need for data retention, which in turn requires a correct data disposal policy and processes. 

We finished off the section with a look at the legal hold and e-discovery needs.  

In the final chapter, we will be sharing some final thoughts as we close out the book and every-

thing that has been covered. We will begin the chapter by bringing it all together by defining the 

program, the core requirements, and finally the overarching GRC component for your program. 

This will lead into the next section, which will discuss the reality of your program as a journey. 

Your program will not be built overnight, and it will take time. This will take us into the top 10 

considerations you should focus on with your program. We will also focus on what I consider my 

top three priorities as a CISO in the current state, although everyone will have different priorities. 

We will finish off the chapter with some thoughts and insight into what’s next with cybersecurity 

as both technology and the threat landscape continue to evolve.

Join our community on Discord!
Read this book alongside other users, Cybersecurity experts, and the author himself. Ask ques-

tions, provide solutions to other readers, chat with the author via Ask Me Anything sessions, and 

much more.

Scan the QR code or visit the link to join the community.

https://packt.link/SecNet
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Some Final Thoughts

We have made it to the final chapter where we will cover some final thoughts on everything we 

have covered throughout the book. The hope is that you have gained a better understanding of 

what is involved with building (or re-building) a mature cybersecurity program that will help 

meet the needs for today’s ongoing and increasing cyber threats. As you have read through the 

book, hopefully, you have realized the depth and breadth involved with building and running a 

cybersecurity program. The goal is to share this knowledge with as many cybersecurity leaders 

(and experts) as possible to help with the building blocks for a more secure world from cyber-

security threats in the long term. My hope is that you gain some valuable takeaways from my 

experience over the years with building and overlooking a cybersecurity program.

In this chapter, we will begin with a brief review of all the sub-functions within your cybersecurity 

program. We will then shift into an overview of setting expectations that your program maturity 

is a journey, and the reality is that you are not going to have everything in place overnight. The 

importance of understanding where your program is and prioritizing what should be implemented 

first is important. Next, we will investigate 10 of the most important considerations with your 

cybersecurity program, looking at those items that should be considered higher risk and should 

be implemented with priority. We will also review what I consider my top three priorities as 

part of the top 10 considerations within the current state based on my observations. This is a 

question I get asked often. In the final section, we will cover some considerations for the future 

of cybersecurity.

The following will be covered in this chapter:

•	 Bringing It All Together

•	 Your Program Is A Journey
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•	 Top 10 Considerations

•	 Some Observations And the Future

Bringing It All Together
Throughout the book, we have broken the content into 3 distinct sections to help shape the foun-

dation of your cybersecurity program. The first of the 3 sections focuses on defining your program, 

essentially setting the foundation to allow for greater success with your cybersecurity program.

Defining the Program
For the most part, many large organizations will most likely have some defined program in place, 

especially those that have regulations. Even if you do have a well-defined program in place, it 

will be good to go through the exercise of reviewing where your program is today and ensuring 

it continues to be modernized to meet today’s cybersecurity challenges. We began the section 

with some insights into the digital world we live in and the current challenges faced that relate 

to cybersecurity. As cybersecurity leaders, we must remain current and keep up to date with the 

most recent and evolving threats. We then reviewed the foundations needed to more efficiently 

support your cybersecurity program, such as the need to understand the services your organization 

provides and the business model in place. This includes the need to become a business partner, a 

very different role to the one that has been fulfilled by cybersecurity leaders in the past. Whether 

you have a cybersecurity program in place or not, you must continue to review the current or-

ganization structure and update it to meet modern-day threats, as you cannot afford to let your 

program become outdated. It is important that everyone is aware that the role of the cybersecu-

rity organization is to manage cybersecurity risk for the organization, and that we aren’t there 

to dictate what should or shouldn’t be implemented for the business. Our role is to assess risk 

and make the business aware of that risk, and in turn, they determine whether to accept it or not.

This section also addresses in detail the need for building a robust roadmap for the cybersecurity 

program. To do this, you need to understand the current state of the cybersecurity program and, 

essentially, what maturity your organization is at with cybersecurity. This in turn will allow you 

to build a short-term roadmap with some quick wins, along with a long-term roadmap with more 

strategic items that will take longer to complete. If you are new to an organization, you will want 

to focus on an immediate short-term roadmap that allows you to gain a better understanding of 

the business. The final focus point within defining the program is the important requirement of 

having a strategy in place for your cybersecurity program. Not just a single strategy but a strategy 

for multiple items, including the need for a framework for your program. 
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Although frameworks are available for multiple areas, the need for a cybersecurity framework is 

undeniable. Ensure you have a strategy around your architecture, such as a zero-trust architec-

ture model. You also need to consider a strategy for your application and vendor portfolio and 

the need to reduce your portfolio to eliminate complexity. The other strategy you need to define 

is your resource management strategy and how you are going to staff your team, along with in-

house vs outsourcing considerations.

Once the program has been defined with the foundation in place and the strategy defined, we 

can now build the core components of the cybersecurity program by implementing each of the 

core building blocks to provide a well-rounded and robust program.

The Core
For the core of your cybersecurity program, we focus on seven unique functions that should be 

part of every cybersecurity program. If you oversee Operational Technology (OT) and Internet of 

Things (IoT) then you will have 8 unique functions as part of your core. In no specific order, the 

first is that of your cybersecurity architecture. This expands upon your core architecture strat-

egy, for which we have reviewed a zero-trust architecture. Within the cybersecurity architecture 

function, this is where you will determine all the technologies needed to support your cyberse-

curity program, along with the engineering required to deploy and configure those solutions. It 

is also important that your team is part of the architecture review board to ensure compliance is 

being maintained with all solutions being deployed and vendors being onboarded. The next core 

function we reviewed for the program is that of identity and access management. In my mind, 

this is one of the more crucial functions with the shift from a traditional network-based security 

model to the identity becoming the new perimeter. It is important that you look to modernize 

your identity strategy for your organization, with the need to shift to a cloud-based Identity 

Provider (IdP) from a legacy-based directory store. Securing your identities should be one of 

your top priorities as threat actors continue to look for ways to compromise them and access 

your organization through compromising your user’s identities. More concerning is the ease of 

access to passwords on the dark web allowing threat actors simple access to user accounts with 

simple passwords. You need to enable phish-resistant based MFA with the goal of becoming 

passwordless, eliminating the need for passwords altogether. In addition, you should be taking 

advantage of advanced identity protection capabilities with AI and machine learning.

The next function, which is probably one of the more traditional functions for most organizations, 

is that of cybersecurity operations. Everything from threat detection and prevention to incident 

response needs to be in place. 
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If you don’t already have one, you need to have a 24/7 Security Operations Center (SOC) in place, 

whether it be in-house or outsourced to a Managed Security Services Provider (MSSP) or some 

other service to provide these capabilities. There are also more modern capabilities available, 

such as Extended Detection and Response (XDR), that complement other traditional services 

within your cybersecurity operations. It is also important you are familiar with your organization’s 

Business Continuity Plan (BCP), especially your Disaster Recovery Plan (DRP) procedures and 

the Cyber Incident Response Plan (CIRP). The next function is your vulnerability management 

function, which will work very closely with your cybersecurity operations function. Vulnerabil-

ity management needs to be tracked, as its program requires resources to efficiently run. There 

are thousands upon thousands of vulnerabilities continuously haunting us, and it’s this team’s 

responsibility to track all known vulnerabilities and identify what needs updating within the envi-

ronment. This includes the need to prioritize based on the risk of the known vulnerabilities. More 

importantly, it involves ensuring any known exploited vulnerabilities are addressed immediately. 

Here is where we stress the importance of asset management and ensuring a well-documented 

and comprehensive inventory of every digital asset within your organization is being tracked. If 

you don’t know you have an asset, how are you meant to protect it? This unknown asset could 

be the entry point of ransomware into your environment that cripples your business operations.

Another extremely important and often overlooked function is your cybersecurity awareness, 

training, and testing function. Statistics continue to show that the human element is the most 

vulnerable, and for the most part, it is where major cybersecurity incidents stem from. With this 

being the case, why aren’t we investing more in educating and training our users to be more aware 

and better prepared? Our programs need to focus on building a culture around cybersecurity, a 

place where cybersecurity isn’t an afterthought, but at the forefront of everyone’s minds and 

something that comes naturally as part of everyone’s roles. Cybersecurity is everyone’s respon-

sibility nowadays and the cybersecurity awareness, training, and testing function is where this 

translates for the users. In the current state, another vital function that needs a lot of attention is 

that of vendor risk management. Vendors are becoming compromised more frequently and we 

are trusting them with more of our data. The traditional model of centralizing our data is long 

gone as it has become more distributed in cloud infrastructure and SaaS environments. Because 

of this, you need to focus on a robust vendor risk management program that includes a thorough 

review of each vendor. And more specifically, any high-risk vendors need full scrutiny of their 

cybersecurity posture. Your biggest challenge will be ensuring all vendors follow a process to 

be reviewed as you will find a lot of vendors being onboarded throughout the business without 

going through the correct process. From a cybersecurity perspective, you will need to understand 

contracts in more detail as cybersecurity language and insurance is a requirement today.
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The last core function of your cybersecurity program is proactive services. We must take a more 

proactive approach with our program to reduce risk as much as possible. This includes the need 

to conduct different security tests within your environment, for example, penetration tests, appli-

cation testing, configuration testing against Active Directory (AD), and more. More importantly, 

you need to take a more proactive approach to incident response. The reality is you are going to be 

dealing with cybersecurity incidents and you need to be better prepared to handle them. This is 

where tabletop exercises provide value, for both your technical and leadership teams. In addition, 

ensure you have a well-documented and updated CIRP that everyone is aware of. The quicker you 

can respond more efficiently, the quicker the business can continue to work. The final function 

we will cover may not be applicable to all but it is a requirement for anyone who needs to manage 

OT and IoT. Regardless of whether you manage OT and IoT or not, you should understand what 

this technology is and how it can be susceptible to threat actors. This technology is critical in 

supporting the core infrastructure of our countries, like power plants, water treatment facilities, 

traffic signals, healthcare equipment, and much more, hence the need for a dedicated program 

around this technology if it is applicable to your organization.

The next transition from the core is into the final section, which brings our entire program to-

gether to close the loop of a well-rounded and comprehensive program. Now that we have laid 

the foundation and the strategy, along with defining each of the required core components, we 

need to close the loop with the GRC component to ensure the program is meeting its objectives 

and remaining in compliance.

Bringing It Together
The next three chapters in the book cover an extremely important component of the cybersecu-

rity program that can no longer be overlooked. The Governance, Risk, and Compliance (GRC) 

program is what provides oversight throughout the program and bridges the gap between the 

cybersecurity program and both the executive leadership team and the board of directors. This is 

the program that provides full transparency into all risks being managed within the cybersecurity 

program. The first component of GRC is the governance function, with the role of ensuring your 

cybersecurity program is appropriately structured and managed. Here, you will need to ensure 

that all relevant policies, procedures, and standards are in place for the organization as it relates 

to cybersecurity. This is the function that provides the avenue to your executive leaders and board 

of directors to ensure they are aware of all current risks being managed and to provide guidance or 

make any needed decisions around that risk. Ensuring you have quality reports and dashboards 

for the cybersecurity program will significantly help.
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The next function focuses on everything risk-related. Your native language within cybersecurity 

needs to be risk moving forward, and you must figure out how to best translate that risk into 

business terms for your executive leadership team and the board of directors. You will need to 

understand the different types of risk applicable to your organization so you can efficiently man-

age them and ensure the appropriate decisions are being made with that risk. For example, does 

your organization accept, mitigate, transfer, or avoid? As you work with risk, you’ll need a risk 

register to track everything. If you don’t have a risk register today, implement one now. We then 

finish off the GRC program with regulatory and compliance. This has become a very important 

and complex area for cybersecurity, and you will not be able to oversee this yourself. You are 

going to need close collaboration with the risk management and privacy teams, if they exist, 

but most importantly the legal team. If you don’t have an in-house legal team, you are going to 

need to work with an external law firm or outside counsel to provide guidance, and support your 

organization around the overly complex regulations we must work with today. In addition to 

needing to meet any regulation, it is just as important that we are maintaining compliance with 

any regulation. Even if there are no regulatory requirements, you need to ensure you are following 

a cybersecurity framework in which you should be ensuring you are compliant, specifically from 

an external independent source.   

Now that we have come full circle with the entire cybersecurity program and reviewed everything 

involved, let’s remind ourselves that building a cybersecurity program is no easy feat, and this 

journey will not happen overnight.

Your Program Is a Journey
One thing is clear, building your program is not going to happen fast. In fact, it will take months 

to years to become more mature if you are just beginning your journey. At the same time, you will 

never reach a destination with your cybersecurity program. There will always be new tactics and 

threats that evolve, requiring us to be dynamic and enhance our programs to meet the current 

state. In Chapter 3, Building Your Roadmap, we provided a lot of detail on how to best prepare for 

your journey. Everyone’s journey is going to be different, depending on whether you are newly 

promoted to a cybersecurity leader within the organization or whether you are a new leader 

coming in from a different organization.

Assess the Current State
As you build your journey, there are three distinct areas you should focus on to better understand 

the current state that will allow a more successful program to be built and/or matured. The three 

areas are:
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•	 Learn Cybersecurity within Business: Make sure you understand the organization’s 

structure and learn the business as quickly as possible. This will help you better under-

stand the culture and provide a better idea of how serious cybersecurity is (or is not) 

within the organization. For example, some questions you can ask other business leaders 

to help with this include: Are you aware of a formal cybersecurity program within the 

organization? Do you see cybersecurity as a priority? Has your team been involved in any 

cybersecurity incidents? Are you required to comply with any audits? Have you observed 

any cybersecurity gaps or risks throughout the organization?

•	 Non-Technical Program Review: Assess the current cybersecurity program from a 

non-technical perspective to identify what is currently in place and how mature the pro-

gram is (or is not). For example, the following are some areas to review: Is cybersecurity 

training being executed, and are phishing simulations going out to the users? Is there a 

CIRP in place and are tabletop exercises being executed? Are cybersecurity policies, pro-

cesses, and procedures in place for the organization? Does the organization currently hold 

a cybersecurity insurance policy?

•	 Technical Program Review: Spend time with the team to review everything from a tech-

nical perspective to help understand the current state of the cybersecurity program. For 

example, some areas to help get a better gauge of the environment include: Are there 

any vulnerability scans that have been run in the past for review? Are there any audit 

reports available for review, whether within the cybersecurity program or in the broader 

organization? Have there been any penetration tests against the environment? Is there 

a SOC in place?

Once you have a better understanding of the current state of the cybersecurity program, you can 

begin to build a roadmap to allow you to achieve your goal of building a more mature program.

Immediate Short-Term
Once you have completed your initial review, you’ll need to define your short-term roadmap. Ev-

eryone’s roadmap will be different and will need to cater to their own organization’s needs and 

current maturity. This roadmap will follow your initial review of the environment and consists 

of a 90-day timeline. The idea here is that you look to make some immediate impact within the 

program. After your initial review, you may have identified some high-risk items that need to be 

addressed immediately. This roadmap will allow you the time to become better acclimated to 

the cybersecurity program. Ideally, you are going to need to formally document everything you 

would like to get accomplished within this timeline. 
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This will require good program management oversight and a project manager to support. We 

covered program and project management in more detail within Chapter 3, Building Your Roadmap. 

As a new leader, you will need to understand that accomplishments will not necessarily happen 

overnight, especially within larger organizations with more red tape and processes to navigate. 

You will need to be strategic with what can be accomplished within the specified timeframes.

Short-Term
The next roadmap will extend beyond the first 90 days with any hopeful quick wins or low-hang-

ing fruit to the short-term roadmap, which will extend through the first 12 months of building 

or re-building your cybersecurity program. Here, you will begin working on some of those items 

that require additional time and resources to get movement. These items may not necessarily 

be as high a priority as the immediate roadmap items, but they are critical for the success of the 

overall program. It is important to remember that you will need to be dynamic as changes occur. 

New requirements or priorities will surface that weren’t originally planned for and will need to 

be added to the roadmap as you progress.

Long-Term
The next roadmap that will need defining is the long-term roadmap, which shifts your focus to 

items that you plan to address in 1-3+ years for your cybersecurity program. You will observe the 

1-3 year long-term roadmap starts naturally evolving into a stabilization phase with continuous 

improvement activities. Here, the program will hopefully be in a much more mature place, and 

you should feel more acclimatized with the program. There’s also a high possibility that items 

you originally planned to work on in the long-term roadmap are either no longer applicable as 

they may have been addressed earlier, or they are no longer relevant. Again, you will need to be 

dynamic and adapt to the changing environment and requirements around you. In cybersecurity, 

this happens daily.

Cybersecurity Roadmap
The next step is to document your roadmap for the coming months and years. This allows you to 

follow a plan by tracking everything that is expected to be completed as part of your cybersecurity 

program journey. In Chapter 3, Building Your Roadmap, we provided a detailed list of examples 

of what you may include within each of the roadmaps. The following image from Chapter 3 is a 

snapshot of how you may document your roadmap at a high level when sharing with a broader 

audience. 
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Figure 16.1: Cybersecurity roadmap sample

As you can see, your program is a journey with many components involved. Building a mature 

cybersecurity program will take time and you will need to ensure you are focusing on the high-

er-priority items first. The reality is that some of the components of your cybersecurity program 

will need to wait as you work on other priorities and ongoing operational items. In addition, 

technology is changing so fast and threat actors continue to evolve at such a great speed that 

you’ll need to continuously review the program and adjust as needed. It will also be important 

that you review your roadmap on an annual basis and modify it as needed to support the coming 

year as you plan projects for the team.

A robust roadmap will only provide for greater success with your journey toward a more mature 

cybersecurity program. Now that you have read through all the chapters, you should have a much 

better idea of what is required to build a robust cybersecurity program and better understand 

the areas you need to focus on first. Your program may be in a good place with a lot of maturity, 

but the reality is, there is always room for improvement. As a reminder, your journey will have 

no final destination and will continue to evolve with many bumps and new challenges along 

the way. Your goal is to continue an upward trajectory of constant maturation as you continue 

to reduce risk for your organization.
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The Top 10 Considerations
Let’s move on to what I consider the top 10 considerations covered throughout the book for 

your cybersecurity program. These considerations are being recommended based on the current 

threat landscape (in the year 2024) and my personal experience. You may already be in a mature 

place with some of these, but it is still recommended you review and ensure you are applying 

the latest recommendations and technologies to each of these areas. In addition, we will begin 

the top 10 considerations with the CISO Top 3 Priorities for the Year 2024. Since I often get asked 

what my current top 3 priorities as a CISO are, I thought it would be a good idea to incorporate 

them with the top 10.

CISO Top 3 Priorities for the Year 2024
I often get asked what my top 3 priorities are as a CISO, probably a question most CISOs get asked. 

This is a question that you will most likely get different answers to from different CISOs depending 

on the industry they are in, how mature their program currently is, which country they operate in, 

what year is it, etc. As threat actors evolve and technology changes, our priorities will continue 

to change. As of the current state in 2024, the following are what I consider the top priorities to 

address, with the most important being addressed first. 

User Awareness, Training, and Testing
Data continues to show that our users are most vulnerable as it relates to cybersecurity. The 

Verizon 2024 DBIR report (https://www.verizon.com/business/resources/reports/dbir/) 

stated that the human element was part of 68% of breaches, and although this is down from 

74% the previous year, it still holds more than double the percentage of other factors involved in 

a breach. Other reports have shown this number to be even higher. Because of this, we need to 

ensure that we are providing the required investment to support the need to better educate our 

users. If our users are the primary threat vector for breaches, then we need to look at investing 

the most resources into the user awareness, training, and testing program. Traditionally, annual 

training and infrequent phishing simulations may have been sent. Unfortunately, this is not 

going to provide the results needed. We can’t treat this program as a check box for compliance; 

it needs a lot more attention. The image below shows the level of detail you need to be thinking 

about with your user awareness, training, and testing program. At a minimum, you need to be 

running quarterly training with monthly phishing simulations. And your phishing simulations 

need to be AI-driven to provide the same reality of real-world phishing emails being received 

from threat actors.

https://www.verizon.com/business/resources/reports/dbir/
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Figure 16.2: User awareness, training, and testing example schedule

It is important to remember that as you continue to build and mature your user awareness, train-

ing, and testing program, you need the capabilities to provide intelligence, dynamic learning, 

and automation. The ability of a solution to understand your users’ behaviors and risks to allow 

content to be delivered that provides more value is key. Remember, humans are our greatest asset, 

but they are our biggest threat vector when it comes to cybersecurity. We covered this in more 

detail in Chapter 9, User Awareness, Training, and Testing.

Governance, Risk, and Compliance
Second on the list of the CISO Top 3 Priorities for the Year 2024 is the Governance, Risk, and 

Compliance (GRC) program. This is the program that brings the needed visibility to your executive 

leadership team and the board of directors. Nowadays, this is very important as we are seeing 

litigation being taken against organizations, and more specifically, in some instances, the CISO/

CSO. Because of this, we need to ensure accountability sits at the top of an organization and that 

the executive leadership team and the board of directors are ultimately aware of any cybersecurity 

risk, and they are the ones accepting any risk if needed. 
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In the book, we covered each of the functions separately because of their importance:

•	 Governance: Governance is the overarching authority for the entire cybersecurity program 

to ensure everything is running as it should be to reduce risk while maintaining compli-

ance. This is the program that bridges the gap between the cybersecurity program and 

any external stakeholders, such as the executive leadership team and board of directors 

(if applicable).

•	 Risk: Risk management pertains to how we efficiently assess and manage cybersecurity 

risk for the organization. Essentially, what are the threat vectors we need to be aware of 

and how do we address them to hopefully prevent a major cybersecurity incident from 

occurring? This also requires us to be able to translate any identified risk into business 

terms for the business to review. A risk register is critical as part of this function.

•	 Compliance (+ Regulatory): Regulation is the laws put in place to ensure you are imple-

menting the requirements set forth and best practices to protect the people, technology, 

data, and information within your organization. Compliance is to ensure any required 

regulation is being conformed to, in addition to other items such as audits, standards, 

policies, etc. It’s important that you implement the required regulation but also validate 

you are meeting the requirements of that regulation.

Figure 16.3: Governance in relation to risk, compliance, regulatory, and the broader program
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As you can see from the image above, the GRC function is what brings formality to the cybersecurity 

program. Governance along with risk and compliance oversees the entire cybersecurity program 

to ensure the program is meeting standards put in place and full transparency is being provided. 

This is critical as liability increases for organizations and, more specifically, cybersecurity leaders. 

We covered GRC in a lot more detail in Chapter 13, Governance Oversight, Chapter 14, Managing 

Risk, and Chapter 15, Regulatory and Compliance.

Vendor Risk Management
Next on the list is vendor risk management (aka third-party risk management). According to 

a report released by SecurityScorecard and the Cyentia Institute named Close Encounters of the 

Third (and Fourth) Party Kind (https://securityscorecard.com/research/cyentia-close-

encounters-of-the-third-and-fourth-party-kind/), within the previous 2 years, over 98% 

of organizations have had at least one of their third-party relationships suffer from a breach. This 

data speaks for itself, and we need to be maturing our vendor risk management programs. We 

cannot allow vendors to continue to become compromised at the current rate. Vendors have so 

much access to our data that they need to be held to a higher standard. As you review and mature 

your program, it is critical items such as the following are addressed with your vendors to ensure 

they are taking cybersecurity seriously:

•	 Does the vendor have a cybersecurity program in place?

•	 Are there policies, procedures, and other documents in place?

•	 Does the vendor have certifications/audits like SOC2 Type 2 in place?

•	 Have there been any breaches with the vendor in the past?

•	 What are the vendors’ external attack surfaces?

•	 Does the vendor execute testing like penetration testing?

•	 Do they have a BCP, DRP, Crisis Management Plan, and CIRP?

A example of the vendor risk management process may look like the following.
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This is a high-level process flow you can reference and incorporate as part of your vendor’s risk 

management process.

Figure 16.4: Cybersecurity vendor risk management process sample

Another important component of your vendor risk management processes is contract reviews. 

It is critical that the cybersecurity team is involved in contract reviews to ensure the correct lan-

guage is being added, specifically the right to be notified when a major cybersecurity incident 

occurs, to ensure the vendor is implementing security controls per best practices, the right to 

access and review documents such as audits, certifications, and so on. You also want to ensure 

your vendors hold a cybersecurity insurance policy moving forward to provide protection in the 

event of a major cybersecurity incident. We covered vendor risk management in a lot more detail 

in Chapter 10, Vendor Risk Management.
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The Remaining 7 Priorities
Next, we will move on to the remaining 7 considerations from throughout the book. These con-

siderations are not in any particular order but do serve as some of the more important areas you 

should be reviewing within your cybersecurity programs.

Cybersecurity Framework
Throughout the book, we covered the importance of frameworks. Not just cybersecurity frame-

works but other frameworks, including risk and privacy frameworks. For your cybersecurity 

program, the initial focus should be on implementing a cybersecurity framework as a priority. 

The two we covered in more detail were:

•	 International Organization for Standardization/International Electrotechnical Com-

mission (ISO/IEC) 27001:2022

•	 National Institute of Standards and Technology (NIST) Cybersecurity Framework 2.0

Nowadays, having a cybersecurity framework should not be optional. All organizations of all 

sizes need to implement a cybersecurity framework for their organization. This allows you to 

better understand your current maturity and build a baseline that you can build upon. If you are 

beginning your journey with a cybersecurity framework, it’s recommended that you focus on 

a maturity model-based assessment like the NIST cybersecurity framework 2.0 that will allow 

for ongoing progression as you continue to improve your cybersecurity program. Your maturity 

journey will not happen overnight, and it will take time. We covered cybersecurity frameworks 

in more detail in Chapter 4, Solidifying Your Strategy, and Chapter 15, Regulatory and Compliance.

Zero-Trust Architecture
It is important that you incorporate a foundational architecture with your cybersecurity strategy. 

The more familiar architecture for cybersecurity is that of Zero Trust Architecture (ZTA). The 

core of a zero-trust model will always fall back on the principle of never trust, always verify. Ef-

fectively implementing a zero-trust model requires a multilayered approach with your security 

strategy, along with the use of the most current and modern technologies available. As you look 

to strategize on a zero-trust security model, which will in turn become the foundation of your 

zero-trust architecture to best protect your environment, you are going to need to follow some 

form of deployment and maturity model. A couple of the better maturity models include that of 

Microsoft and the Cybersecurity and Infrastructure Security Agency (CISA):   

•	 Microsoft Zero Trust: https://learn.microsoft.com/en-us/security/zero-trust/

•	 CISA Zero Trust: https://www.cisa.gov/publication/zero-trust-maturity-model

https://learn.microsoft.com/en-us/security/zero-trust/
https://learn.microsoft.com/en-us/security/zero-trust/
https://www.cisa.gov/publication/zero-trust-maturity-model
https://www.cisa.gov/publication/zero-trust-maturity-model
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In Chapter 5, Cybersecurity Architecture, we covered ZTA in a lot more detail and we reviewed ZTA 

through the lens of both maturity models referenced above with an additional area, bringing 

the number of distinct areas to seven: identities, device and endpoint, data, applications and 

Application Programming Interfaces (APIs), infrastructure, network, and collaboration. Don’t 

overlook the importance of a ZTA for your cybersecurity program; you cannot rely on single layers 

of protection for your environment, you must implement multiple layers of controls to protect 

your assets.

Implementing Identity Protection and Privileged Access
In a world that has shifted outside the walls of the office to an anywhere-at-any-time access 

model, identities have become a high target of attention and are prone to weaknesses. They are 

a fundamental focus for attackers to gain access to your environment. Because of this, it is critical 

that your identities have multiple layers of protection and that preventative measures are in place.

Strong identity protection will require implementing account and access management capabilities 

and enforcing the principle of least privilege. A user must only be provided access to the specific 

data, applications, and systems that are necessary for their job role. Use role-based access control 

(RBAC) to streamline access and enforce strong passwords or adopt passwordless technologies. 

Encourage users not to use the same password more than once and provide an enterprise-grade 

password management tool to provide more efficient password management. Require multi-fac-

tor authentication (MFA) to access systems and implement conditional-based access controls 

that allow MFA to be bypassed from company-compliant devices for a better user experience. 

Enable biometric authentication when available and consider an end goal of working toward a 

passwordless authentication world.

Always enforce the principle of least privilege when assigning permissions to users. Furthermore, 

enhance access security for your privileged users by deploying the following solutions:

•	 Privileged access management (PAM)

•	 Just-in-time (JIT) access

•	 Privileged identity management (PIM)

These solutions provide a well-rounded privileged access administration program for both your 

traditional on-premises environment and your cloud environment. If you don’t have any priv-

ileged management tools available, create a secondary account for these purposes and ensure 

you educate your users not to use the same passwords between accounts.
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Here is a high-level list of some access management best practices to keep in mind when thinking 

about the scope of privileged access for your organization:

•	 Enforcing MFA should be at the top of the list and ensure you require MFA for all cloud-

based accounts. Implement Fast Identity Online 2 (FIDO2) for the highest privileged 

accounts and at minimum Phish resistant MFA for all others. For on-premises servers, 

you will need to implement a third-party tool to enforce MFA.

•	 Deploy a PAM solution for your on-premises and IaaS infrastructure and a PIM solution 

for your cloud infrastructure.

•	 Use JIT access to assign permissions dynamically as needed to avoid permanently assign-

ing accounts for privileged users.

•	 Have an effective account provisioning and deprovisioning process and ensure you auto-

mate disabling accounts when employees leave the company.

•	 Ensure auditing and monitoring of privileged accounts is occurring in your environment.

•	 Limit the number of administrators within your environment and follow the Principle 

of Least Privilege (PoLP) at all times.

•	 Make sure you have separate administrative accounts from regular users’ accounts.

•	 Don’t allow email and internet browsing from privileged systems.

•	 Enforce stricter password policies on administrative accounts.

•	 Limit the amount of emergency “backdoor” accounts and ensure they are being moni-

tored 24/7.

Make sure approval processes are in place for any privileged activity that needs to occur.

With technology constantly evolving, so does the need to keep your access model and strategy up 

to date, especially as more workloads shift to the cloud. Make sure you are evolving your identity 

and access management programs to support the need to fight against current threats. We cov-

ered identity and access management in more detail in Chapter 6, Identity and Access Management.

Update Update Update
In Chapter 8, Vulnerability Management, we covered in detail the importance of keeping your 

environment up to date. To put things in perspective, the 2023 Qualys TruRisk Research Report 

(https://www.qualys.com/forms/tru-research-report/) stated the average noted time to 

weaponize a vulnerability is 19.5 days, while the same vulnerabilities have a mean time to reme-

diate (MTTR) of 30.6 days and are only patched on average 57.7% of the time. 
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As you can see, there is a significant gap between the time it takes for vulnerabilities to be exploit-

ed and the time it takes to patch our environment. This needs to change, and it needs to change 

fast. Traditionally, your programs to update your devices would take a more passive approach 

of slowly deploying updates over weeks or even months in some instances to prevent potential 

impact on users or applications. Unfortunately, this mindset needs to change, and updates need 

to be deployed immediately, knowing that there will be a risk that an application or user may 

be impacted by a bad update. But you need to determine if the inconvenience of a bad update 

outweighs the cost of a major cybersecurity incident. Make sure you review your strategy around 

vulnerability management and update your assets to ensure you are applying updates as quickly 

as possible, the faster the better. It is also important to ensure you have robust asset manage-

ment processes in place. If you aren’t aware of an asset, then it most likely won’t be getting any 

updates, providing an increased risk for compromise. We covered asset management in more 

detail in Chapter 8, Vulnerability Management. In addition, always be looking for continuous 

improvement, specifically around automation opportunities, to allow greater efficiency with 

vulnerability remediation.

SOC Modernization
If you have a SOC in place, it will likely be the most active function if set up correctly. This function 

should be operating 24/7/365 for your organization. If it isn’t, you’ll be incurring increased risk 

with the possibility of threat actors infiltrating your environment without anyone monitoring 

activity. Trends have shown that increased activity typically occurs during off-hours, weekends, 

and holidays. Your SOC team’s primary responsibility is to detect and respond to cybersecurity 

incidents within the organization. This function serves as a critical component within your pro-

gram and it’s important that you invest the time needed to ensure your cybersecurity operations 

are running as efficiently as possible. For this to be an effective operation, a well-defined orga-

nizational structure for the SOC should be put in place along with firm processes. At a high level, 

the following are some of the areas and tasks for consideration that provide for more efficient 

operations:

•	 Ongoing protection against cyber-related activity

•	 Cybersecurity operations models: SOC, SOCaaS, XDR, and MDR

•	 Cybersecurity operations staffing models: in-house, outsourced (MSSP), or hybrid

•	 SOC organization structure and hours of operation

•	 Roles and responsibilities

•	 Log collection, analysis, and automation: SIEM, SOAR, on-premises, or cloud
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•	 Incident management and response (ticketing system)

•	 Threat detection and prevention

•	 Processes and standard operating procedures

•	 Service Level Agreements (SLAs) and key metrics

•	 Knowledge management

•	 Governance including reporting, meetings, and leadership visibility

As you can see, there’s a lot involved in running an efficient and modern SOC to meet today’s 

threats. Make sure you are considering the latest capabilities for your SOC such as the option to 

leverage cloud-based SIEM and SOAR capabilities with the use of XDR throughout the environ-

ment. Just as importantly, make sure your processes and procedures are well-defined so incidents 

can be reviewed and addressed as quickly and efficiently as possible. We covered the SOC in more 

detail in Chapter 7, Cybersecurity Operations.

Incident Preparedness and Response
Having a well-defined BCP, crisis communication plan, DRP, and CIRP helps ensure that your 

organization is prepared for impactful events. If you don’t have a CIRP in place today, it is highly 

recommended you prioritize this because it is not a matter of ‘if’, but ‘when’ an incident will 

occur. Your CIRP will allow you to be better prepared and guide you through a major cybersecu-

rity incident when one occurs. Your CIRP should include elements such as identifying the roles 

and responsibilities of the incident response team, updated contact information of everyone 

involved, including vendors, incident response procedures, communication procedures, and 

playbooks. Once you have a CIRP in place, all parties involved in a cybersecurity incident should 

become familiar with the CIRP. You will also want to test the response of both your technical and 

executive teams with a tabletop exercise to address any gaps with your CIRP and better prepare 

the team for what decisions may need to be made in such a situation. You should be conducting 

both cybersecurity executive and technical tabletop exercises at the minimum on an annual ba-

sis. In addition, it is important you engage with a third party to execute your tabletops. Having 

an external vendor execute the tabletop and provide the report based on their observation will 

eliminate any possible internal conflict between teams along with providing a separation of duty. 

This will help hold executive leadership more accountable for remediating the findings from the 

tabletop exercise. We covered incident preparedness and response in more detail within Chapter 

7, Cybersecurity Operations, and Chapter 11, Proactive Services.
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Cybersecurity Testing
You must be running cybersecurity testing activities within your environment, if not, you need 

to look at bringing in these capabilities. There are many types of cybersecurity testing that can 

be executed within your environment. You may not be able to execute all of them right away, but 

you’ll need to determine the priority of what testing should be occurring within your environment 

and when. The following is a list of some of the cybersecurity testing exercises to be familiar with:

•	 Penetration testing

•	 Application testing

•	 Network testing

•	 Infrastructure testing

•	 Physical testing

•	 User testing

Focusing further on penetration tests, these can be executed externally to simulate an outside 

threat trying to break in, or internally, to simulate an insider threat that has breached your pe-

rimeter network. There are many different types of penetration tests and, hopefully, you are 

executing them already. Some of the more commonly executed include:

•	 Systems and servers, including Active Directory

•	 Web, API, databases, and mobile applications

•	 Networks (internal/external/DMZ), including wireless

•	 Social engineering, such as phishing simulations

•	 Physical security tests against facility access and data center controls

Also, make sure you have a robust application testing program in place, especially with any ap-

plications that are going to be accessible over the internet. A couple of valuable resources for 

your application testing activities are the OWASP Top Ten (https://owasp.org/www-project-

top-ten/), which provides awareness of the ten identified most critical cybersecurity risks as 

they relate to your web applications, and the CWE Top 25 Most Dangerous Software Weakness-

es (https://cwe.mitre.org/top25/), which provides insight into the most common software 

weaknesses that can lead to exploitation. We covered cybersecurity testing in more detail in 

Chapter 11, Proactive Services.

https://owasp.org/www-project-top-ten/
https://cwe.mitre.org/top25/
https://cwe.mitre.org/top25/
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Notable Mentions
With so many priorities required within cybersecurity at this time, it is hard to keep the list to 

10 notable items. In addition to the top 10 considerations listed above, the following are some 

additional important items for the overall cybersecurity program that are worth highlighting.

Artificial Intelligence (AI)
I would be remiss not to bring up AI as a consideration within the cybersecurity space at this time. 

As we are all aware, AI and more specifically GenAI is gaining traction. We are still in the early days 

with GenAI, but it is already having a significant positive impact on cybersecurity. Unfortunately, 

the capabilities are also being abused by threat actors for their gain. We covered AI in more detail 

in Chapter 7, Cybersecurity Operations, and we will cover it more in the Some Observations and the 

Future section of this chapter.

OT and IoT
Although they are very important and relevant, since these technologies aren’t part of everyone’s 

organization, they weren’t included in the top 10 considerations. Although, depending on your 

industry and how prevalent this is within your organization, it may be a top 10 consideration. 

Whether you manage any of these technologies or not, it is important that you understand the 

principles and what is involved in securing these technologies. Because you never know, you 

may find these technologies in your portfolio at some point. It is important to note that these 

technologies do pose different and unique challenges to IT technologies, which is why a dedicat-

ed program will be needed to address cybersecurity for OT and IoT. With OT, these are, for the 

most part, essential services that support our everyday lives, and even a minor disruption can be 

catastrophic. We need to ensure these critical systems used to support everyday life are highly 

protected. With IoT, many companies will most likely have some form of IoT within their organi-

zation today. Although, I would expect it to be quite minimal compared to those companies that 

primarily depend on IoT technology. When referencing the need for a dedicated program with 

IoT, companies like telecommunications, automobile manufacturers, power plants, etc. would 

be the use case. It is critical that both OT and IoT receive the same level of scrutiny and controls 

as the rest of your cybersecurity program. We covered OT and IoT in more detail in Chapter 12, 

Operational Technology (OT) and the Internet of Things (IoT).
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Program Strategy
You will not be able to execute a successful cybersecurity program without a well-defined strat-

egy in place, especially nowadays as more scrutiny is coming our way from executive leadership, 

the board of directors, regulators, customers, consumers, etc. Without a strategy, you have no 

constructive way of obtaining the desired goals for your cybersecurity program. Your strategy is 

an integral part of the foundation for your cybersecurity program. Ensuring everyone is aware 

of the importance of the strategy and having a well-defined strategy will only provide for greater 

success. For your cybersecurity program, there should be at minimum four core strategies to sup-

port the program: an architecture strategy, framework strategy, resource management strategy, 

and product and vendor management strategy. In addition, there will need to be strategies de-

fined for each of the functions within your program, for example, a strategy will need to be built 

around your cybersecurity operations function. We covered strategy in more detail in Chapter 4, 

Solidifying Your Strategy.

Stay Educated
Stay current on the ever-evolving threat landscape in today’s world. It is important as a leader and 

a security professional that you are aware of and understand the complexities of current threats 

to ensure you are applying the appropriate remediations. There are many resources available to 

view the latest cybersecurity news. Make sure to follow the latest trends and understand current 

best practices. There is no way we could even begin to list all of them, but a quick Google search 

or interaction with ChatGPT will return many additional resources for review. The following 

is an example of a resource that provides over 50 blogs and websites for reference: https://

heimdalsecurity.com/blog/best-cyber-security-blogs/. We covered staying educated briefly 

in Chapter 1, Current State.

Hopefully, this overview summarized some of the key takeaways from the book. The goal is to 

provide you with insights into some of the more important components to focus on. Obviously, 

we cannot cover everything from the book within the top 10 considerations, so it’s important 

that you prioritize based on your current state and priorities.

Some Observations and The Future
In the final section, we will review some of the obvious areas that continue to progress, and we 

will briefly touch upon some areas of consideration that continue to evolve and some that have 

open-ended questions on what the future holds with these technologies. Curiosity and imagi-

nation should be triggered by several of the discussion points below.

https://heimdalsecurity.com/blog/best-cyber-security-blogs/
https://heimdalsecurity.com/blog/best-cyber-security-blogs/
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Capabilities for anyone
It is important to note that nowadays, tools are available for anyone to use and carry out uneth-

ical and/or illegal activities. Not too long ago, it typically took a skilled threat actor to commit a 

cybersecurity crime. Today, anyone with access to a computer and the internet can easily commit 

crimes with tools being easily accessible. For example, ransomware is a lucrative business where 

the tools are made available for others to use and hold organizations at ransom. The dark web is a 

marketplace where you can purchase anything you can think of from a cybersecurity perspective, 

including credentials, access to organizations’ networks and systems, 0-day exploits, users’ data 

such as PII, and more. As GenAI capabilities continue to enhance at a rapid pace, threat actors 

are taking advantage of capabilities that prevent the need for them to be skilled at hacking. With 

GenAI, malicious code can be created, realistic phishing emails can be generated, and much more. 

Other examples include the ability to purchase tools like Flipper Zero that allows you to easily 

compromise access control systems, scan RFID chips, and much more. The idea of Flipper Zero, 

which is to allow ethical hackers and/or penetration testers to test hacking. The reality is, anyone 

can access and use this tool.

Figure 16.5: Flipper Zero Source: https://flipperzero.one/

The more accessible these tools and capabilities become, the more threat actors we will continue 

to see. On the flip side, these tools and capabilities provide benefits by allowing us to use them 

from a learning perspective to better educate ourselves.
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Everyone Needs a Cybersecurity Program
This one is obvious. Moving forward, no matter the size of your organization or business, a security 

presence should be required. For a smaller business, security in the form of an outsourced model 

that leverages a MSSP might make more sense than hiring in-house. Having an MSSP available 

will give you the necessary resources to provide the expertise needed to handle security-related 

incidents. Larger organizations may opt for an in-house security team, but many MSSPs can cater 

to larger organizations as well.

Data Protection
It’s commonly been said that “company data is the crown jewel of the organization.” To protect 

data in an available-anywhere-from-any-device model, data protection needs to continuously 

be enhanced to prevent leakages. To do this, continue to grow and evolve your data loss preven-

tion (DLP), information protection, and insider threat programs using cloud-based technologies. 

Enhance your protection with information rights management (IRM) and data classification 

tools. Your organization’s data should be automatically labeled and classified based on indus-

try-standard privacy regulations, along with custom rules used to identify sensitive data unique 

to your business. Based on the data classification, there should be automatic protections applied 

that include the ability to enforce encryption, require authentication, block data from leaving 

your devices, and restrict copy and paste to non-protected apps.

Cloud First
Although there is still some resistance and not everyone may necessarily agree, shifting your 

technology and cybersecurity strategy to leverage cloud technologies will help you become more 

efficient with your cybersecurity capabilities. By adopting the use of next-generation technologies, 

you will be gaining the benefit of an environment that has little to no self-managed infrastructure. 

It allows for scalability and automation, makes use of AI, and incorporates behavioral analytics 

using big data.

A Passwordless World
Going passwordless is the future, and Microsoft, Apple, and Google are making a big push in 

this direction as an authentication strategy. The technology is already available, and you can go 

passwordless today. Unfortunately, it may not be easy to get to a passwordless world right away, 

but you do need to understand and begin this journey sooner rather than later. The methods that 

are used to provide a passwordless world are currently much more secure for your users. 
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With the elimination of passwords, authentication is improved by using something you already 

have, such as a phone or a security key, in addition to something you are or know, such as biomet-

rics or a PIN. If you are not already familiar with Fast Identity Online 2 (FIDO2), become familiar 

with it, as this specification is currently driving the passwordless initiative.

Digital Identity
As our personal digital identity continues to evolve, what is next? Are we heading toward a unified 

identity where a single item we carry represents ourselves? We already see this, as smartphones 

can supplement car keys, wallets, digital identification, and more. The concept of Web3 intro-

duces a decentralized internet model where you control your digital identity, not the big tech 

companies that have profited tremendously by scraping your data and profiting from it. Web3 

projects a fundamental change in how we transact as our digital selves in the future. An example 

of decentralized identity is Microsoft Entra Verified ID: https://learn.microsoft.com/en-us/

entra/verified-id/decentralized-identifier-overview.

IoT
IoT has grown exponentially in recent years and continues to grow, as devices are now being built 

for everything imaginable. As this technology grows, cybersecurity needs to be brought to the 

forefront, not only within the enterprise but also within the consumer space. Devices, gadgets, 

lightbulbs, health monitors, household appliances, entertainment, landscaping equipment, au-

tomobiles, accessories, and drones are all examples of the types of internet-connected devices we 

can use today. Unfortunately, from a security perspective, usability is typically the primary design 

focus of these smart devices. Their internet connectedness, lack of security standards, and heavy 

usage in our daily lives expose a significant security risk. Hopefully, as we continue to evolve in 

this space, we will see the creation of a more universal standardization that can be followed with 

some form of certification showing whether a device meets the minimum security specifications 

for both enterprise and consumer usage.

OT
Services considered critical infrastructure, which includes OT, are another area that should be 

at the forefront of developing security-based technologies. Examples of critical infrastructure 

services include energy, emergency services, chemical and nuclear facilities, transportation, and 

the government sector. 

https://learn.microsoft.com/en-us/entra/verified-id/decentralized-identifier-overview
https://learn.microsoft.com/en-us/entra/verified-id/decentralized-identifier-overview
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These are essential services that support our daily lives, and even a minor disruption could be 

catastrophic. We need to ensure these critical components used in everyday life are highly pro-

tected, as the stakes are too high. Like IoT, hopefully, we see improvement in this space, with the 

creation of a more universal standardization that can be followed by some form of certification 

showing whether a device meets the minimum-security specifications for the enterprise.

AI and Deepfakes
As we’ve touched upon throughout the book, GenAI is taking the world by storm and every vendor 

is incorporating AI within their products and offerings. Although we are already seeing substantial 

benefits from using AI, there is the flip side where AI is already being used to benefit threat actors 

in many ways, with enhanced social engineering campaigns, the creation of malicious code with 

minimum effort, easier reconnaissance, more efficient automated attacks, the ability to attack 

organizations much quicker with capabilities like ChatGPT, and using deepfake capabilities with 

sound, images, and videos. As we expand on deepfakes, capabilities are now available for anyone 

to easily and accurately replicate one’s voice. To take these capabilities even further, tools are 

available that allow us to easily generate images and videos of others with incredible accuracy. 

We are already hearing of instances where threat actors are spoofing high-profile executives like 

a CFO to trick those within the organization into transferring large amounts of money into fake 

accounts. The capabilities of these technologies are only limited by our imagination, and we are 

entering a new world of next-generation threats being generated by AI.

Autonomous Vehicles
Transportation services, from public to private to space travel, all involve internet-connected 

technology. These services are used by millions of people daily and any compromise could po-

tentially diminish the safe operations of these vehicles and result in significant damage, injury, 

or loss of life. Like standard technology, this technology is susceptible to many different threats, 

including remote hacking such as the example in 2015, when security researchers were able to 

remotely control a Jeep Cherokee driving on the highway and disable the car’s engine and brake 

systems: https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/.

Microchips
Recently, although considered controversial, the topic of microchip implants has become more 

than just a conversation. Neuralink, a company of which Elon Musk is a founder, is conducting 

human trials on their brain chip implant already. Neuralink hopes to help people who suffer from 

neurological conditions by repairing certain cognitive and sensory-motor functions controlled 

by the brain. 

https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
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Will this ever become a reality or requirement for humans? Perhaps we will live in a world where 

a microchip could become mandated in certain countries. Only time will tell.

Robotics
Another interesting area with significant technological advances is that of robotics and autonomy. 

What does the future hold, and where do we draw the line in terms of how intelligent robots can 

become? We all have most likely watched futuristic movies that entail robots becoming smarter 

than humans with the strength to overpower humanity. Could this ever become a reality? Could 

robots become programmed or compromised to do more harm than good? These are real con-

versations happening now and it’s critical that we build a solid, core cybersecurity model that 

includes protection against these threats as robotic technology continues to evolve. There should 

be no failure of security in this space.

Other
Some other areas of consideration to be aware of include Web3 using blockchain architecture, 

cryptocurrency, the metaverse, and the expansion of smart devices being used for anything and 

everything. What about quantum computing and the impact it may have on current encryption 

algorithms? Even more concerning is cyber warfare, the ability to use cybersecurity as an attack 

method against other countries. As part of modern-day wars, we are seeing technology being 

used more and more, for example, the use of drones to gather intelligence, or even worse, as 

weapons. These devices are remotely controlled, meaning they can easily be susceptible to threat 

actors gaining control.

Summary
In this chapter, we provided an overview of what was covered within each of the three primary 

sections within the book: defining the program and the core, and bringing it together to bring 

us full circle with the cybersecurity program. We then reviewed more details as to why you need 

to focus on the program as a journey with no end state. This is when we discussed the method 

used through roadmaps to define your journey. We then reviewed what I consider the top 10 

considerations from the book, including a CISO’s top 3 priorities as of 2024. Each of these items 

included a reference to the original chapter, where you can review the material in more detail to 

gain a better understanding. We then finished off the chapter with a brief look into some con-

siderations and final thoughts on more prevailing topics.

This chapter concludes the subjects in this book. We hope you enjoyed the content provided and 

were able to take away the necessary knowledge to help secure and strengthen your organization.
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