LEARNING MADE EASY

([~~~

Artificial
Intelligence

dummies

A Wiley Brand

John Paul Mueller

Author of MATLAB For Dummies

Luca Massaron

Google Developer Expert in
machine learning






Artifcial
Intelligence

dummies
A Wiley Brand






[ ~ "~ Y

060

Artifcial
Intelligence

2nd Edition

by John Paul Mueller and
Luca Massaron

dummies

A Wiley Brand



Artifcial Intelligence For Dummies®, 2nd Edition

Published by: John Wiley & Sons, Inc., 111 River Street, Hoboken, NJ 07030-5774, www.wi ley.com
Copyright © 2022 by John Wiley & Sons, Inc., Hoboken, New Jersey

Published simultaneously in Canada

No part of this publication may be reproduced, stored in a retrieval system or transmitted in any form or by any
means, electronic, mechanical, photocopying, recording, scanning or otherwise, except as permitted under Sections
107 or 108 of the 1976 United States Copyright Act, without the prior written permission of the Publisher. Requests to
the Publisher for permission should be addressed to the Permissions Department, John Wiley & Sons, Inc., 111 River
Street, Hoboken, NJ 07030, (201) 748-6011, fax (201) 748-6008, or online at http://www.wiley.com/go/permissions.

Trademarks: Wiley, For Dummies, the Dummies Man logo, Dummies.com, Making Everything Easier, and related
trade dress are trademarks or registered trademarks of John Wiley & Sons, Inc. and may not be used without written
permission. All other trademarks are the property of their respective owners. John Wiley & Sons, Inc. is not associated
with any product or vendor mentioned in this book.

LIMIT OF LIABILITY/DISCLAIMER OF WARRANTY: WHILE THE PUBLISHER AND AUTHORS HAVE USED THEIR
BEST EFFORTS IN PREPARING THIS WORK, THEY MAKE NO REPRESENTATIONS OR WARRANTIES WITH RESPECT
TO THE ACCURACY OR COMPLETENESS OF THE CONTENTS OF THIS WORK AND SPECIFICALLY DISCLAIM ALL
WARRANTIES, INCLUDING WITHOUT LIMITATION ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR
FITNESS FOR A PARTICULAR PURPOSE. NO WARRANTY MAY BE CREATED OR EXTENDED BY SALES
REPRESENTATIVES, WRITTEN SALES MATERIALS OR PROMOTIONAL STATEMENTS FOR THIS WORK. THE FACT
THAT AN ORGANIZATION, WEBSITE, OR PRODUCT IS REFERRED TO IN THIS WORK AS A CITATION AND/OR
POTENTIAL SOURCE OF FURTHER INFORMATION DOES NOT MEAN THAT THE PUBLISHER AND AUTHORS
ENDORSE THE INFORMATION OR SERVICES THE ORGANIZATION, WEBSITE, OR PRODUCT MAY PROVIDE OR
RECOMMENDATIONS IT MAY MAKE. THIS WORK IS SOLD WITH THE UNDERSTANDING THAT THE PUBLISHER IS
NOT ENGAGED IN RENDERING PROFESSIONAL SERVICES. THE ADVICE AND STRATEGIES CONTAINED HEREIN
MAY NOT BE SUITABLE FOR YOUR SITUATION. YOU SHOULD CONSULT WITH A SPECIALIST WHERE APPROPRIATE.
FURTHER, READERS SHOULD BE AWARE THAT WEBSITES LISTED IN THIS WORK MAY HAVE CHANGED OR
DISAPPEARED BETWEEN WHEN THIS WORK WAS WRITTEN AND WHEN IT IS READ. NEITHER THE PUBLISHER
NOR AUTHORS SHALL BE LIABLE FOR ANY LOSS OF PROFIT OR ANY OTHER COMMERCIAL DAMAGES, INCLUDING
BUT NOT LIMITED TO SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR OTHER DAMAGES.

For general information on our other products and services, please contact our Customer Care Department within
the U.S. at 877-762-2974, outside the U.S. at 317-572-3993, or fax 317-572-4002. For technical support, please visit
https://hub.wiley.com/community/support/dummies.

Wiley publishes in a variety of print and electronic formats and by print-on-demand. Some material included with
standard print versions of this book may not be included in e-books or in print-on-demand. If this book refers to
media such as a CD or DVD that is not included in the version you purchased, you may download this material at
http://booksupport.wiley.com. For more information about Wiley products, visit www.wiley.com.

Library of Congress Control Number: 2021948054
ISBN: 978-1-119-79676-3

ISBN 978-1-119-79677-0 (ebk); ISBN ePDF 978-1-119-79678-7 (ebk)


http://www.wiley.com
http://www.wiley.com/go/permissions
https://hub.wiley.com/community/support/dummies
http://booksupport.wiley.com
http://www.wiley.com

Contents at a Glance

INtroduction ........ ... . 1
Part 1. Introducing Al .............. ... .. . 7
cHAPTER 1: INtroducing Al . ... .. 9
cHAarTER 22 Defningthe RoleofData ............. ..., 25
cHAPTER 3: Considering the Use of Algorithms ............................... 49
cHAPTER 4: Pioneering Specialized Hardware .......... ... ... ... ... ... ..... 67
Part 2: Considering the Uses of Al in Society................. 83
cHAPTER 5. Seeing Al Uses in Computer Applications. . ........................ 85
cHAPTER 6: Automating CommonN ProCcesses .. ......oovvii it 97
cHAPTER 7: Using Al to Address MedicalNeeds. ............................. 107
cHAPTER 8: Relying on Al to Improve Human Interaction. . .................... 127

Part 3: Working with Software-Based Al Applications ....139

cHAPTER 9: Performing Data Analysisfor Al . ........ ... .. ... ... .. ... ... 141
cHAPTER 10: Employing Machine Learningin Al ........... ... ... . .. 155
cHAPTER 11: Improving Alwith Deep Learning. . ............ ... i ... 175
Part 4: Working with Al in Hardware Applications ... ..... 207
cHAPTER 12: Developing RObOtS . . . ... .. 209
cHAPTER 13: Flying With Drones .. ... .. i 223
cHAPTER 14: Utilizing the Al-Driven Car . .. ... oo e 237
Part 5: Considering the Future of Al.......................... 257
cHAPTER 15: Understanding the Nonstarter Application ....................... 259
CHAPTER 16: SERING Al IN SPACE. . . .. oot e 273
cHAPTER 17: ENngaging in Human Endeavors ............ ... ... ... . ... 287
Part6: ThePartofTens...........................ooooii.. 301
cHAPTER 18: Ten Occupational Categories that Al Can'tReplace ................ 303
CHAPTER 19: Ten Substantial Contributions of Alto Society .................... 311
cHAPTER 20: Ten Ways in Which AlHasFailed .. ............ ... ... ... ... ... 319






Table of Contents

INTRODUCTION ... 1
AboUut ThiSBOOK. ... ... 2
lconsUsedinThiSBOOK . . ... 3
Beyond the BOOK. . ... ... 4
WheretoGofromHere ........ ... .. i 5

PART 1: INTRODUCING Al ... 7

CHAPTER 1: Introducing Al 9
Defningthe Term Al. . ... ... e 10

Discerningintelligence ........... ... .. .. . . i 10
Discovering four waystodefne Al ........... .. ... ... .. .... 11
Understanding the History of Al . .. ... ... i 17
Starting with symbolic logic at Dartmouth . ................... 17
Continuing with expertsystems .. ........... ... .. .. .. .. .... 18
Overcoming the Alwinters. ........... ... ... 19
Considering ATUSES . . ...t 20
Avoiding Al Hype and Overestimation . .......................... 21
Defning the fve tribes and the master algorithm.............. 21
Considering sourcesofhype . ..... ... ... ... .. ... ... ... 22
Understanding user overestimation. . ........................ 23
Connecting Al to the Underlying Computer ...................... 23

ciarrer2. DeFningthe RoleofData .............................. 25

Finding Data Ubiquitous in ThisAge. .. ......... ... .. 26
Understanding Moore’s implications .. ....................... 27
Using data everywhere. . ... ... 28
Putting algorithmsintoaction............. ... ... ... ...... 30

Using Data Successfully ......... .. ... . i i 32
Consideringthedatasources ..., 32
Obtaining reliabledata. . ......... ... ... ... ... . . ... 33
Making human input morereliable . ......................... 33
Using automated data collection ............................ 35
Collecting personal data ethically . . .......................... 35

Manicuringthe Data. . ............. i 37
Dealingwithmissingdata ............. ... ... .. ... .. ... 37
Considering data misalignments. . ................ ... ... ..... 38
Separating useful data fromotherdata. . ..................... 39

Considering the Five MistruthsinData .......................... 39
COMMISSION . . oot 40
OMISSION . . . ot teee 40
Perspective. . ... 41

Table of Contents Vil



BiaS . . 42

Frameofreference .. ... ... ... .. . i 43
Defning the Limits of Data Acquisition . ......................... 43
Considering Data Security Issues . ... 45

Understanding purposefully biaseddata ..................... 45

Dealing with data-source corruption .. ....................... 47

Cancelling botnets with sinkholing........................... 48

ciarrers: CONsidering the Use of Algorithms.................... 49
Understanding the Role of Algorithms. . ......................... 50

Understanding what algorithmmeans ....................... 50

Planning and branching: Treesandnodes .................... 52

Extending the tree usinggraphnodes. ....................... 53

Traversingthegraph......... ... .. .. .. .. . 54

Playing adversarialgames . ............. ... .. ... 56

Using local search and heuristics . ........................... 57
Discovering the LearningMachine . ........... ... .. ... ... .. ..... 60

Leveraging expert Systems . ...... ...ttt 61

Introducing machinelearning......... ... ... .. . ... 64

Touchingnew heights. . ......... .. ... .. .. ... . it 64

charer 4. PlONeering Specialized Hardware. .................... 67
Relyingon Standard Hardware . .. ............. ... ... ..., 68

Understanding the standard hardware .. ..................... 68

Describing standard hardware defciencies ................... 69

Relying on new computational techniques ... ................. 71
USING GPUS. . ..o e 73

Considering the von Neumann bottleneck . ................... 73

Defningthe GPU. ... ... ... . e 74

Considering why GPUsworkwell ............................ 75
Working with Deep Learning Processors (DLPS). .................. 76

Defningthe DLP . ... .. . 76

Using the mobile Neural Processing Unit (NPU). . .............. 77

Accessing the cloud-based Tenser Processing Unit (TPU). ....... 78
Creating a Specialized Processing Environment. .................. 78
Increasing Hardware Capabilities. . ........... ... .. ... ... ... 79
Adding Specialized Sensors. ........... . 80
Devising Methods to Interact with the Environment............... 81

PART 2: CONSIDERING THE USES OF Al IN SOCIETY....... 83
charters: Seeing Al Uses in Computer Applications........... 85
Introducing Common Application Types . .. ..., 86

Using Al in typical applications ................. ... ... .. ..... 86

Realizing Al'swiderangeof felds . .. ......................... 88

Considering the Chinese Room argument. .................... 88

vili  Artifcial Intelligence For Dummies



CHAPTER 6:

CHAPTER 7:

Seeing How Al Makes Applications Friendlier..................... 89

Performing Corrections Automatically. . ......................... 91
Considering the kinds of corrections .. ....................... 91
Seeing the benefts of automatic corrections. ................. 92
Understanding why automated corrections don'twork ......... 92

Making SUggestions . ... . 93
Getting suggestions based on pastactions. ................... 93
Getting suggestions basedongroups . ... 93
Obtaining the wrong suggestions. . . ..., 94

Considering Al-based Errors . ... 95

Automating Common Processes...................... 97

Developing Solutions for Boredom ............................. 98
Making tasks moreinteresting . ............. .. ... . .. 98
Helping humans work more efciently ....................... 99
Understanding how Al reduces boredom .................... 100
Considering how Al can't reduce boredom................... 101

Working in Industrial Settings . .. ........... .. ... .. . oo 101
Developing various levels of automation. .................... 102
Using more thanjustrobots ............................... 103
Relying on automationalone. . .............. ... ... .. ..., 104

Creating a Safe Environment. . ......... ... ... .., 104
Considering the role of boredominaccidents ................ 104
Using Al to avoid safetyissues. ............. oo, 105
Understanding that Al can't eliminate safety issues ........... 105

Using Al to Address Medical Needs.................. 107

Implementing Portable Patient Monitoring. . .................... 108
Wearing helpfulmonitors ................. ... ... ........ 109
Relying on critical wearable monitors ....................... 109
Using movable monitors ............... .. ... i, 110

Making Humans More Capable. . ............... ... ... ....... 111
Usinggamesfortherapy ........... ... .. ... ., 111
Considering the use of exoskeletons . .. ..................... 113

Addressing a Range of Physical Abilities .. ...................... 114
Considering the software-based solutions ................... 115
Relying on hardware augmentation......................... 116
Seeing Alinprosthetics .......... .. .. . i i 116

Completing Analysisin NewWays . ..., 117

Relyingon Telepresence. . ... 118
Defning telepresence. .. ... 118
Considering examples of telepresence ...................... 118
Understanding telepresence limitations . .................... 119

Table of Contents X



X

Devising New Surgical Techniques............................. 120

Making surgical suggestions . ............. .. .. .. . ., 120
ASSIStING A SUNgEON . . ..ot 121
Replacing the surgeon with monitoring. . .................... 122
Performing Tasks Using Automation . .......................... 122
Working with medicalrecords. .. ........................... 123
Predictingthefuture............. .. .. .. .. .. . i i, 123
Making proceduressafer............ ... . i 124
Creating better medications ................... ... ........ 124
Combining Robots and Medical Professionals .. ................. 125
ciarrers: Relying on Al to Improve Human Interaction . .. .. 127
Developing New Ways to Communicate ........................ 128
Creatingnewalphabets . ........... ... ... ... ... 129
Working with emoji and other meaningful graphics ........... 129
Automating language translation .. ......................... 130
Incorporating body language. . ........... ... ... .. o 131
Exchangingldeas. ........ .. ... i 133
Creating connections . ...ttt 133
Augmenting communication. ............ .. i 133
Defningtrends ...... ... .. 134
Using Multimedia. . ... 134
Embellishing Human Sensory Perception .. ..................... 135
Shiftingdataspectrum ........ ... .. . i 135
Augmentinghuman senses. . ... 136

PART 3: WORKING WITH SOFTWARE-BASED Al
APPLICATIONS . ... 139
charero: Performing Data Analysisfor Al ..................... 141
Defning Data Analysis . ... 142
Understanding why analysis isimportant. . .................. 144
Reconsidering thevalueofdata ............................ 145
Defning MachineLearning . .......... ..., 147
Understanding how machine learningworks. ................ 148
Understanding the benefts of machine learning. ............. 149
Being useful; beingmundane . .......... .. ... ... L 150
Specifying the limits of machinelearning .................... 150
Considering How to Learn fromData. . ......................... 152
Supervised learning. . . ......... . 153
Unsupervisedlearning .. ............. . 154
Reinforcementlearning . ........... .. .. .. .. .. ... ... 154

Artifcial Intelligence For Dummies



charter 10 EMploying Machine Learning in Al .................. 155

Taking Many DiferentRoadstoLearning....................... 156
Discovering fve main approaches to Al learning.............. 156
Delving into the three most promising Al learning
APPrOACNES. . . o 159
Awaiting the next breakthrough . .. ......................... 160

Exploring the Truth in Probabilities . ........................... 160
Determining what probabilitiescando ...................... 162
Considering prior knowledge. . .............. ... ... . ... 163
Envisioning theworldasagraph ............ ... ... .. ... .... 166

Growing TreesthatCanClassify .. ........... .. ... it 170
Predicting outcomes by splittingdata . ...................... 170
Making decisions basedontrees ........................... 172
Pruning overgrown trees . . ..o v viii i 174

charter 11: IMproving Al with Deep Learning.................... 175

Shaping Neural Networks Similar to the Human Brain............ 176
Introducingthe neuron ............. ... ... 176
Starting with the miraculous perceptron..................... 176

Mimicking the LearningBrain . ............... .. ... i, 179
Considering simple neuralnetworks . ....................... 179
Figuring out the secretisintheweights ..................... 180
Understanding the role of backpropagation.................. 182

Introducing Deep Learning . ..., 182
Explaining the diferences between deep learning
and other forms of neural networks . ....................... 185
Finding even smartersolutions. .. ............. .. .. .. .. ..... 186

Detecting Edges and Shapes fromimages ...................... 188
Starting with character recognition ......................... 189
Explaining how convolutionswork .. ........................ 190
Advancing using image challenges. .. ........... ... ... .... 191

Learning to Imitate Artand Life. . ............. ... .. ... .. ... 193
Memorizing sequences thatmatter ... ...................... 193
Discovering the magic of Al conversations . .................. 194
Going for the state of the pretrainedart..................... 196
Making one Al compete against another Al. .. ................ 198
Pondering reinforcementlearning.......................... 201

PART 4: WORKING WITH Al IN HARDWARE
APPLICATIONS . ... 207
charter 12 DEVelOpingRobots ... 209

Defning RobotRoles. . ... ... .. 210
Overcoming the sci-Fviewofrobots . ....................... 211
Being humanoidcanbehard ............. .. ... ... .. .. ... 214
Workingwithrobots . ......... .. ... . 217

Table of Contents  Xi



AssemblingaBasicRobot ............... ... .. .. ... L, 220

Consideringthecomponents ............... ... ... 220
Sensingtheworld ......... .. ... .. . . . 221
Controllingarobot .......... .. ... . .. . . 222

CHAPTER 13: FIylng WIth Drones. .............. .o i, 223
Acknowledging the State ofthe Art ............................ 224
Flyingunmannedtomissions ....................couiuuan.. 224

Meeting the quadcopter. ........... ... i 226
DefningUsesforDrones. ... 227

Seeing drones in nonmilitaryroles. ......................... 229
Poweringup dronesusingAl. ........... .. ... . i, 233
Understanding regulatoryissues . .......................... 234

CHAPTER 14: UtlllZIng the Al-DrivenCar ............................ 237
Gettinga ShortHistory. ......... ... i 238
Understanding the Future of Mobility .......................... 239

Climbing the six levels of autonomy. .. ...................... 239

Rethinking the role of carsinourlives. ...................... 241

Taking a step back from unmet expectations. ................ 244
Gettingintoa Self-DrivingCar. . ............ ... ... 246

Putting all thetechtogether .............. ... .. ... ....... 247

Letting Alintothescene. ... 249
Understanding thatit's not just Al .............. ... .. ....... 249

Overcoming Uncertainty of Perceptions . .. ..................... 251
Introducing the car's SeNses ............coviiiinninnnnn .. 252

Putting together whatyou perceive . ........................ 254

PART 5: CONSIDERING THE FUTUREOF Al ................. 257
charter 15: UNderstanding the Nonstarter Application ... . ... 259
Using Al Where ItWon'tWork .. .......... ... . i 260

Defning thelimitsof Al ........ .. .. ... .. ... . . i 260

Applying Alincorrectly ........... . 263

Entering a world of unrealistic expectations. . ................ 264

Considering the Efects of AlWinters. . ......................... 265
Understanding the Alwinter . ............. .. .. it 265

Defning the causes of the Alwinter. ........................ 265

Rebuilding expectations withnewgoals . .................... 267

Creating Solutions in Search of aProblem ...................... 269
Defningagizmo . ... 269

Avoiding the infomercial. .. .......... ... . 270
Understanding when humans doitbetter ................... 271

Looking for the simple solution. .. .......................... 272

Xii  Artifcial Intelligence For Dummies



chapter1e: SEEINGALINSPACE ... 273

Observingthe Universe . ........... i 274
Seeing clearly for the frsttime . ............. ... ... .. .. .... 274
Findingnew placestogo ......... ... i, 275
Considering the evolution of the universe. .. ................. 276
Creating new scientifc principles . . .. ............... .. ...... 276

Performing Space Mining. .. ... 277
Harvestingwater . ........... ... 277
Obtaining rare earths and othermetals ..................... 278
Findingnewelements. ............. .. .. ., 279
Enhancing communication. .. ........... .. .. .. .. . .. 280

Exploring New Places . ........... .. i 280
Startingwiththeprobe.......... ... .. ... ... .. ... ... ... .. 281
Relying on roboticmissions. .. .......... .. .. i 282
Adding the humanelement. .......... ... ... ... .. ... ...... 283

Building Structures in Space . ..., 284
Taking your frstspacevacation ............................ 285
Performing scientifc investigation .. ........................ 285
Industrializing space . .. ... 286
Usingspaceforstorage ..............ccuiiininnnananann, 286

charter 17: ENgAQing in Human Endeavors. ...................... 287

Keeping Human BeingsPopular . ............. ... .. ... .. ..... 288

Livingand WorkinginSpace ............. ... 289

Creating Cities in Hostile Environments. . ....................... 290
Building citiesintheocean ............. .. .. .. .. .. .. .. ..... 290
Creating space-based habitats ............................. 291
Constructing moon-based resources. . .............c..covuu... 293

Making Humans More EFcient. . ............. .. ... .. .. .. ..... 294

Fixing Problems on aPlanetary Scale. . ......................... 296
Contemplating how theworldworks. . ...................... 296
Locating potential sources of problems. . .................... 297
Defning potential solutions. .. .............. ... ... .. ... .... 298
Seeing the efects of thesolutions . . ........................ 299
TryiNng again .. ..ot 299

PART 6: THEPART OF TENS. ..., 301
charter 18 €N Occupational Categories that

AlCan'tReplace...............................o. 303

Performing Human Interaction. . ............. .. ... ... .. ..... 304
Teachingchildren ........ ... .. . . . 304
NUISING .« .o 304
Addressingpersonalneeds . ........... .. . i 305
Solving developmentalissues........... ... ... .o ... 305

Table of Contents  Xiil



Creating New Things. . ... ... i e 306

INVENEING. ..o 306
BeingartistiC. .. ... 307
Imaginingtheunreal............ ... .. ... .. i i 307
Making Intuitive DeCiSiONS . . .. .. ... . i 308
Investigatingcrime ......... .. . i 308
Monitoring situationsinrealtime........................... 308
Separating fact from fction. . .......... ... ... 309

charter 10: 1€N Substantial Contributions of Al to Society. ... 311

Considering Human-Specifc Interactions . . ..................... 312
Devising the active humanfoot. ............................ 312
Performing constant monitoring. . .......................... 313
Administering medications . ............. .. ... e 313

Developing Industrial Solutions . .............................. 314
Using Alwith3-Dprinting. . ............. ... i i, 314
Advancing robot technologies. .. ........................... 314

Creating New Technology Environments. . ...................... 315
Developing rare NEW reSOUrCES. . . .. .o v e e 315
Seeingwhatcan'tbeseen ............ ... ... .. .. . ... 316

Working with AlinSpace . ... 316
Delivering goods to space stations. . ........................ 316
Mining extraplanetary resources ............. ..., 317
Exploringotherplanets ......... ... ... .. i 318

charter20. T€N Ways in Which AlHas Failed. .................... 319

Understanding. . .......... i 320
Interpreting, notanalyzing. . ........... .. .. i i, 321
Going beyond purenumbers ......... ... . oo 321
Considering CONSEQUENCES . . ..ottt e et 322

DiSCOVENING. . .ttt e e 322
Devisingnewdatafromold................................ 323
Seeing beyond the patterns. . ........... ... ... i 323
Implementing NeW SENSES . . ... ..ottt 324

Empathizing . ... 324
Walking in someone'sshoes .......... ..., 325
Developing true relationships. ............ .. ... it 325
Changing perspective . . ......... it 326
Making leaps of faith. . ......... ... ... . . 326

IN DX . 327

Xiv  Artifcial Intelligence For Dummies



Introduction

ou can hardly avoid hearing about Al today. You see Al in the movies, in

books, in the news, and online. Al is part of robots, self-driving (SD) cars,

drones, medical systems, online shopping sites, and all sorts of other tech-
nologies that aFect your daily life in so many ways. Some people have come to
trust Als so much, that they fall asleep while their SD cars take them to their
destination — illegally, of course (see ““Tesla driver found asleep at wheel of self-
driving car doing 150km/h” at The Guardian.com.)

Many pundits are burying you in information (and disinformation) about Al, too.
Some see Al as cute and fuzzy; others see it as a potential mass murderer of the
human race. The problem with being so loaded down with information in so many
ways is that you struggle to separate what’s real from what is simply the product
of an overactive imagination. Just how far can you trust your Al, anyway? Much of
the hype about Al originates from the excessive and unrealistic expectations of
scientists, entrepreneurs, and businesspersons. Artifcial Intelligence For Dummies,
2nd Edition is the book you need if you feel as if you really don’t know anything
about a technology that purports to be an essential element of your life.

Using various media as a starting point, you might notice that most of the useful
technologies are almost boring. Certainly, no one gushes over them. Al is like that:
so ubiquitous as to be humdrum. You’re using Al in some way today; in fact, you
probably rely on Al in many diferent ways — you just don’t notice it because it’s
so mundane. This book makes you aware of these very real and essential uses of
Al. A smart thermostat for your home may not sound very exciting, but it’s an
incredibly practical use for a technology that has some people running for the hills
in terror.

This book also covers the really cool uses for Al. For example, you may not know
there is a medical monitoring device that can actually predict when you might
have a heart problem, but such a device exists. Al powers drones, drives cars, and
makes all sorts of robots possible. You see Al used today in all sorts of space appli-
cations, and Al Fgures prominently in all the space adventures humans will have
tomorrow.

In contrast to many books on the topic, Artifcial Intelligence For Dummies,

2nd Edition also tells you the truth about where and how Al can’t work. In fact, Al
will never be able to engage in certain essential activities and tasks, and won’t be
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able to do other ones until far into the future. Some people try to tell you that
these activities are possible for Al, but this book tells you why they can’t work,
clearing away all the hype that has kept you in the dark about Al. You also discover
potential security issues in using Al and the kinds of hardware that work best for
implementing it. One takeaway from this book is that humans will always be
important. In fact, if anything, Al makes humans even more important because Al
helps humans excel in ways that you frankly might not be able to imagine.

About This Book

2

Artifcial Intelligence For Dummies, 2nd Edition starts by helping you understand Al,
especially what Al needs to work and why it has failed in the past. You also dis-
cover the basis for some of the issues with Al today and how those issues might
prove to be nearly impossible to solve in some cases. Of course, along with the
issues, you also discover the Fxes for some problems and consider where scien-
tists are taking Al in search of answers. Most important, you discover where Al is
falling short and where it excels. You likely won’t have an SD car anytime soon,
and that vacation in space will have to wait. On the other hand, you ¥nd that tele-
presence can help people stay in their homes when they might otherwise need to
go to a hospital or nursing home.

For a technology to survive, it must have a group of solid applications that actually
work. It also must provide a payback to investors with the foresight to invest in
the technology. In the past, Al failed to achieve critical success because it lacked
some of these features. Al also sufered from being ahead of its time: True Al
needed to wait for the current hardware to actually succeed. Today, you can ¥nd
Al used in various computer applications and to automate processes. It’s also
relied on heavily in the medical Feld and to help improve human interaction. Al is
also related to data analysis, machine learning, and deep learning. Sometimes
these terms can prove confusing, so one of the reasons to read this book is to dis-
cover how these technologies interconnect.

This book also contains an extraordinary number of links to external information
(hundreds, in fact) because Al has become such a huge and complex topic. These
links provide you with additional information that just won’t ¥t in the book but
that you really do need to know to gain a full appreciation of just how astounding
the impact of Al is on your daily life. Many of the links are embedded in the name
of the article, and print readers can search for them using your favorite search
engine; e-book readers can simply click the links. Many other links use what is
called a TinyURL (https://tinyurl.com/). The reason for using a TinyURL is
that the original link is too long and confusing to type into a search engine with-
out the risk of errors. If you want to check a TinyURL to make sure it’s real, you
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can use the preview feature by adding the word preview as part of the link, like
this: https://preview.tinyurl.com/pd88943u.

Al has a truly bright future today because it has become an essential technology.
This book also shows you the paths that Al is likely to follow in the future. The
various trends discussed in this book are based on what people are actually trying
to do now. The new technology hasn’t succeeded yet, but because people are
working on it, it does have a good chance of success at some point.

To make absorbing the concepts even easier, this book uses the following
conventions:

> Web addresses appear in monofont. If you're reading a digital version of this
book on a device connected to the Internet, note that you can click the web
address to visit that website, like this: www.dummies.com. Many article titles of
additional resources also appear as clickable links.

> Words in italics are defned inline as special terms that you should remember.
You see these words used (and sometimes misused) in many diferent ways in
the press and other media, such as movies. Knowing the meaning of these
terms can help you clear away some of the hype surrounding Al.

Icons Used in This Book

Q

TIP

A

WARNING

As you read this book, you see icons in the margins that indicate material of
interest (or not, as the case may be). This section briefy describes each icon in
this book.

Tips are nice because they help you save time or perform some task without a lot
of extra work. The tips in this book are time-saving techniques or pointers to
resources that you should try in order to get the maximum beneft from learning
about Al. Just think of them as extras that we’re paying to reward you for reading
our book.

We don’t want to sound like angry parents or some kind of maniacs, but you
should avoid doing anything marked with a Warning icon. Otherwise, you could
Fnd that you engage in the sort of disinformation that has people terrifed of Al
today.
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LD,
TECHNICAL
STUFF

REMEMBER

Whenever you see this icon, think advanced tip or technique. You could fall asleep
reading this material, and we don’t want to be responsible for that. However, you
might Fnd that these tidbits of useful information contain the solution you need
to create or use an Al solution. Skip these bits of information whenever you like.

If you don’t get anything else out of a particular chapter or section, remember the
material marked by this icon. This text usually contains an essential process or a
bit of information that you must know to interact with Al successfully.

Beyond the Book

4

This book isn’t the end of your Al discovery experience; it’s really just the begin-
ning. We provide online content to make this book more Fexible and better able to
meet your needs. That way, as John receives email from you, we can address ques-
tions and tell you how updates to Al or its associated technologies afect book
content. In fact, you gain access to all these cool additions:

> Cheat sheet: You remember using crib notes in school to make a better mark
on atest, don't you? You do? Well, a cheat sheet is sort of like that. It provides
you with some special notes about tasks that you can do with Al that not
everyone else knows. You can fnd the cheat sheet for this book by going to
www . dummies.com and searching for Artifcial Intelligence For Dummies. Under
the title, click Cheat Sheet and look for the one for this book. The cheat sheet
contains really neat information, such as the meaning of all those strange
acronyms and abbreviations associated with Al, machine learning, and
deep learning.

> Updates: Sometimes changes happen. For example, we might not have seen
an upcoming change when we looked into our crystal balls during the writing
of this book. In the past, that simply meant that the book would become
outdated and less useful, but you can now fnd updates to the book by going
to www . dummies.com and searching this book's title.

In addition to these updates, check out the blog posts with answers to
readers’ questions and for demonstrations of useful book-related techniques
at http://blog. johnmuel lerbooks.com/. In addition, you will fnd blog
posts providing information updates as we become aware of them.

Artifcial Intelligence For Dummies
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Where to Go from Here

It’s time to start discovering Al and see what it can do for you. If you don’t know
anything about Al, start with Chapter 1. You may not want to read every chapter in
the book, but starting with Chapter 1 helps you understand Al basics that you need
when working through other places in the book.

If your main goal in reading this book is to build knowledge of where Al is
used today, start with Chapter 5. The materials in Part 2 help you see where Al is
used today.

Readers who have a bit more advanced knowledge of Al can start with Chapter 9.
Part 3 of this book contains the most advanced material that you’ll encounter. If
you don’t want to know how Al works at a low level (not as a developer, but simply
as someone interested in Al), you might decide to skip this part of the book.

Okay, so you want to know the super fantastic ways in which people are either
using Al today or will use Al in the future. If that’s the case, start with Chapter 12.
All of Parts 4 and 5 show you the incredible ways in which Al is used without forc-
ing you to deal with piles of hype as a result. The information in Part 4 focuses on
hardware that relies on Al, and the material in Part 5 focuses more on futuristic
uses of Al.
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IN THIS PART . ..

Discover what Al can actually do for you.
Consider how data afects the use of Al.

Understand how Al relies on algorithms to perform
useful work.

See how using specialized hardware makes Al perform
better.



IN THIS CHAPTER

» Defning Al and its history

» Using Al for practical tasks
» Seeing through Al hype

» Connecting Al with computer
technology

Chapter 1
Introducing Al

REMEMBER

rtifcial Intelligence (Al) has had several false starts and stops over the

years, partly because people don’t really understand what Al is all about,

or even what it should accomplish. A major part of the problem is that
movies, television shows, and books have all conspired to give false hopes as to
what Al will accomplish. In addition, the human tendency to anthropomorphize
(give human characteristics to) technology makes it seem as if Al must do more
than it can hope to accomplish. So, the best way to start this book is to defne what
Al actually is, what it isn’t, and how it connects to computers today.

Of course, the basis for what you expect from Al is a combination of how you
defne Al, the technology you have for implementing Al, and the goals you have
for Al. Consequently, everyone sees Al diferently. This book takes a middle-
of-the-road approach by viewing Al from as many diferent perspectives as pos-
sible. It doesn’t buy into the hype oFered by proponents, nor does it indulge in the
negativity espoused by detractors. Instead, it strives to give you the best possible
view of Al as a technology. As a result, you may ¥nd that you have somewhat dif-
ferent expectations than those you encounter in this book, which is ¥ne, but it’s
essential to consider what the technology can actually do for you, rather than
expect something it can’t.
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Defning the Term Al

10

REMEMBER

Before you can use a term in any meaningful and useful way, you must have a def-
inition for it. After all, if nobody agrees on a meaning, the term has none; it’s just
a collection of characters. Defning the idiom (a term whose meaning isn’t clear
from the meanings of its constituent elements) is especially important with tech-
nical terms that have received more than a little press coverage at various times
and in various ways.

Saying that Al is an artifcial intelligence doesn’t really tell you anything mean-
ingful, which is why there are so many discussions and disagreements over this
term. Yes, you can argue that what occurs is artifcial, not having come from a
natural source. However, the intelligence part is, at best, ambiguous. Even if you
don’t necessarily agree with the defnition of Al as it appears in the sections that
follow, this book uses Al according to that defnition, and knowing it will help you
follow the rest of the text more easily.

Discerning intelligence

People defne intelligence in many diferent ways. However, you can say that
intelligence involves certain mental activities composed of the following
activities:

> Learning: Having the ability to obtain and process new information

>> Reasoning: Being able to manipulate information in various ways

> Understanding: Considering the result of information manipulation

> Grasping truths: Determining the validity of the manipulated information

> Seeing relationships: Divining how validated data interacts with other data

> Considering meanings: Applying truths to particular situations in a manner
consistent with their relationship

> Separating fact from belief: Determining whether the data is adequately
supported by provable sources that can be demonstrated to be consistently
valid

The list could easily get quite long, but even this list is relatively prone to inter-
pretation by anyone who accepts it as viable. As you can see from the list,
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REMEMBER

however, intelligence often follows a process that a computer system can mimic
as part of a simulation:

1. seta goal based on needs or wants.
7. Assess the value of any currently known information in support of the goal.

3. Gather additional information that could support the goal. The emphasis here
is on information that could support the goal, rather than information that you
know will support the goal.

4, Manipulate the data such that it achieves a form consistent with existing
information.

5. Defnethe relationships and truth values between existing and new
information.

6. Determine whether the goal is achieved.

7. Modify the goal in light of the new data and its efect on the probability of
success.

8. Repeat Steps 2 through 7 as needed until the goal is achieved (found true) or
the possibilities for achieving it are exhausted (found false).

Even though you can create algorithms and provide access to data in support of
this process within a computer, a computer’s capability to achieve intelligence is
severely limited. For example, a computer is incapable of understanding anything
because it relies on machine processes to manipulate data using pure math in a
strictly mechanical fashion. Likewise, computers can’t easily separate truth from
mistruth (as described in Chapter 2). In fact, no computer can fully implement any
of the mental activities described in the list that describes intelligence.

As part of deciding what intelligence actually involves, categorizing intelligence is
also helpful. Humans don’t use just one type of intelligence, but rather rely on
multiple intelligences to perform tasks. Howard Gardner of Harvard has defned a
number of these types of intelligence (see the article “Multiple Intelligences”
from Project Zero at Harvard University for details), and knowing them helps you
to relate them to the kinds of tasks that a computer can simulate as intelligence
(see Table 1-1 for a modifed version of these intelligences with additional
description).

Discovering four ways to defne Al

As described in the previous section, the Frst concept that’s important to under-
stand is that Al doesn’t really have anything to do with human intelligence. Yes,
some Al is modeled to simulate human intelligence, but that’s what it is: a simu-
lation. When thinking about Al, notice an interplay between goal seeking, data
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TABLE 1-1

The Kinds of Human Intelligence and How Als
Simulate Them

Simulation
Potential

Human Tools

Description

Visual-spatial Moderate Models, graphics, Physical-environment intelligence used by people
charts, photographs, like sailors and architects (among many others). To
drawings, 3-D move at all, humans need to understand their
modeling, video, physical environment — that is, its dimensions
television, and and characteristics. Every robot or portable com-
multimedia puter intelligence requires this capability, but the

capability is often difFcult to simulate (as with self-
driving cars) or less than accurate (as with vacu-
ums that rely as much on bumping as they do on
moving intelligently).

Bodily- Moderate Specialized Body movements, such as those used by a sur-

kinesthetic to High equipment and geon or a dancer, require precision and body
real objects awareness. Robots commonly use this kind of

intelligence to perform repetitive tasks, often with
higher precision than humans, but sometimes
with less grace. It's essential to diferentiate
between human augmentation, such as a surgical
device that provides a surgeon with enhanced
physical ability, and true independent movement.
The former is simply a demonstration of mathe-
matical ability in that it depends on the surgeon
for input.

Creative None Artistic output, new Creativity is the act of developing a new pattern of
patterns of thought, thought that results in unique output in the form
inventions, new of art, music, and writing. A truly new kind of prod-
kinds of musical uct is the result of creativity. An Al can simulate
composition existing patterns of thought and even combine

them to create what appears to be a unique pres-
entation but is really just a mathematically based
version of an existing pattern. In order to create,
an Al would need to possess self-awareness,
which would require intrapersonal intelligence.

Interpersonal  Low to Telephone, audio Interacting with others occurs at several levels.

Moderate conferencing, video The goal of this form of intelligence is to obtain,

conferencing,
writing, computer
conferencing, email

exchange, give, and manipulate information based
on the experiences of others. Computers can
answer basic questions because of keyword input,
not because they understand the question. The
intelligence occurs while obtaining information,
locating suitable keywords, and then giving infor-
mation based on those keywords. Cross-
referencing terms in a lookup table and then
acting on the instructions provided by the table
demonstrates logical intelligence, not interper-
sonal intelligence.
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Simulation
Potential

Human Tools

Intrapersonal

None

Books, creative
materials, diaries,
privacy, and time

Description

Looking inward to understand one’s own interests
and then setting goals based on those interests is
currently a human-only kind of intelligence. As
machines, computers have no desires, interests,
wants, or creative abilities. An Al processes
numeric input using a set of algorithms and
provides an output; it isn't aware of anything that it
does, nor does it understand anything that it does.

Linguistic
(often divided
into oral,
aural, and
written)

Low for oral
and aural

None for
written

Games, multimedia,
books, voice record-
ers, and spoken
words

Working with words is an essential tool for
communication because spoken and written
information exchange is far faster than any other
form. This form of intelligence includes under-
standing oral, aural, and written input, managing
the input to develop an answer, and providing an
understandable answer as output. In many cases,
computers can barely parse input into keywords,
can't actually understand the request at all, and
output responses that may not be understandable
at all. In humans, oral, aural, and written linguistic
intelligence come from diferent areas of the brain
(see “Say What? How the Brain Separates Our
Ability to Talk and Write” from John Hopkins
University), which means that even with humans,
someone who has high written linguistic
intelligence may not have similarly high oral
linguistic intelligence. Computers don't currently
separate aural and oral linguistic ability — one is
simply input and the other output. A computer
can't simulate written linguistic capability because
this ability requires creativity.

Logical-
mathematical

High
(potentially
higher than
humans)

Logic games,
investigations,
mysteries, and
brain teasers

Calculating a result, performing comparisons,
exploring patterns, and considering relationships
are all areas in which computers currently excel.
When you see a computer beat a human on a
game show, this is the only form of intelligence
that you're actually seeing, out of seven kinds of
intelligence. Yes, you might see small bits of other
kinds of intelligence, but this is the focus. Basing
an assessment of human-versus-computer intelli-
gence on just one area isn't a good idea.
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processing used to achieve that goal, and data acquisition used to better under-
stand the goal. Al relies on algorithms to achieve a result that may or may not
have anything to do with human goals or methods of achieving those goals. With
this in mind, you can categorize Al in four ways:

> Acting humanly: When a computer acts like a human, it best refects the
Turing Test, in which the computer succeeds when diferentiation between
the computer and a human isn't possible (see “The Turing Test” at the Alan
Turing Internet Scrapbook for details). This category also refects what the
media would have you believe Al is all about. You see it employed for
technologies such as natural language processing, knowledge representation,
automated reasoning, and machine learning (all four of which must be
present to pass the test). To pass the Turing test, an Al should have all four
previous technologies and possibly integrate other solutions (such as expert
systems). Mitsuku (found at https://chat._kuki.ai/ and http://www.
square-bear.co.uk/mitsuku/home.htm), a chatbot that won the Loebner
Prize fve times for the most human-like artifcial intelligence, is an example of
such integration.

The original Turing Test didn't include any physical contact. Harnad's Total
v Turing Test does include physical contact, in the form of perceptual ability
interrogation, which means that the computer must also employ both
TECHNICAL computer vision and robotics to succeed. Here’s a quick overview of other
STUFF Turing Test alternatives:

Reverse Turing Test: A human tries to convince a computer that that the
human is not a computer (for example, the Completely Automatic Public
Turing Test to Tell Computers and Humans Apart, or CAPTCHA).

Minimum Intelligent Signal Test: Only true/false and yes/no questions
are given.

Marcus Test: A computer program simulates watching a television show,
and the program is tested with meaningful questions about the show's
content.

Lovelace Test 2.0: A test detects Al through examining its ability to
create art.

Winograd Schema Challenge: This test asks multiple-choice questions in
a specifc format.

Modern techniques include the idea of achieving the goal rather than
mimicking humans completely. For example, the Wright Brothers didn't
succeed in creating an airplane by precisely copying the Fight of birds; rather,
the birds provided ideas that led to aerodynamics, which eventually led to
human fight. The goal is to fy. Both birds and humans achieve this goal, but
they use diferent approaches.
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Thinking humanly: When a computer thinks like a human, it performs tasks
that require intelligence (as contrasted with rote procedures) from a human
to succeed, such as driving a car. To determine whether a program thinks like
a human, you must have some method of determining how humans think,
which the cognitive modeling approach defnes. This model relies on three
techniques:

Introspection: Detecting and documenting the techniques used to achieve
goals by monitoring one's own thought processes.

Psychological testing: Observing a person’'s behavior and adding it to a
database of similar behaviors from other persons given a similar set of
circumstances, goals, resources, and environmental conditions (among
other things).

Brain imaging: Monitoring brain activity directly through various mechani-
cal means, such as Computerized Axial Tomography (CAT), Positron
Emission Tomography (PET), Magnetic Resonance Imaging (MRI), and
Magnetoencephalography (MEG).

After creating a model, you can write a program that simulates the model.
Given the amount of variability among human thought processes and the
difFculty of accurately representing these thought processes as part of a
program, the results are experimental at best. This category of thinking
humanly is often used in psychology and other felds in which modeling the
human thought process to create realistic simulations is essential.

Thinking rationally: Studying how humans think using some standard
enables the creation of guidelines that describe typical human behaviors.

A person is considered rational when following these behaviors within certain
levels of deviation. A computer that thinks rationally relies on the recorded
behaviors to create a guide as to how to interact with an environment based
on the data at hand. The goal of this approach is to solve problems logically,
when possible. In many cases, this approach would enable the creation of a
baseline technique for solving a problem, which would then be modifed to
actually solve the problem. In other words, the solving of a problem in
principle is often diferent from solving it in practice, but you still need a
starting point.

Acting rationally: Studying how humans act in given situations under specifc
constraints enables you to determine which techniques are both efFcient and
efective. A computer that acts rationally relies on the recorded actions to
interact with an environment based on conditions, environmental factors, and
existing data. As with rational thought, rational acts depend on a solution in
principle, which may not prove useful in practice. However, rational acts do
provide a baseline upon which a computer can begin negotiating the success-
ful completion of a goal.

CHAPTER 1 Introducing Al

15



16

HUMAN VERSUS RATIONAL PROCESSES

Human processes difer from rational processes in their outcome. A process is rational
if it always does the right thing based on the current information, given an ideal perfor-
mance measure. In short, rational processes go by the book and assume that the book
is actually correct. Human processes involve instinct, intuition, and other variables that
don't necessarily refect the book and may not even consider the existing data. As an
example, the rational way to drive a car is to always follow the laws. However, trafc
isn't rational. If you follow the laws precisely, you end up stuck somewhere because
other drivers aren't following the laws precisely. To be successful, a self-driving car must
therefore act humanly, rather than rationally.

The categories used to defne Al oFer a way to consider various uses for or ways
to apply Al. Some of the systems used to classify Al by type are arbitrary and not
distinct. For example, some groups view Al as either strong (generalized intelli-
gence that can adapt to a variety of situations) or weak (specifc intelligence
designed to perform a particular task well). The problem with strong Al is that it
doesn’t perform any task well, while weak Al is too specifc to perform tasks inde-
pendently. Even so, just two type classifcations won’t do the job even in a general
sense. The four classifcation types promoted by Arend Hintze (see “Understand-
ing the four types of Al, from reactive robots to self-aware beings’ at Conversa-
tion.com for details) form a better basis for understanding Al:

> Reactive machines: The machines you see beating humans at chess or
playing on game shows are examples of reactive machines. A reactive
machine has no memory or experience upon which to base a decision.
Instead, it relies on pure computational power and smart algorithms to
re-create every decision every time. This is an example of a weak Al used for a
specifc purpose. (The “Considering the Chinese Room argument” section of
Chapter 5 explains the meaning of a weak Al.)

> Limited memory: An SD car or autonomous robot can't aford the time to
make every decision from scratch. These machines rely on a small amount of
memory to provide experiential knowledge of various situations. When the
machine sees the same situation, it can rely on experience to reduce reaction
time and to provide more resources for making new decisions that haven't yet
been made. This is an example of the current level of strong Al.

> Theory of mind: A machine that can assess both its required goals and the
potential goals of other entities in the same environment has a kind of
understanding that is feasible to some extent today, but not in any commer-
cial form. However, for SD cars to become truly autonomous, this level of Al
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must be fully developed. An SD car would not only need to know that it must
go from one point to another, but also intuit the potentially conficting goals of
drivers around it and react accordingly. (Robot soccer, http://www.cs.cmu.
edu/~robosoccer/main/ and https://www.robocup.org/, is another
example of this kind of understanding, but at a simple level.)

> Self-awareness: This is the sort of Al that you see in movies. However, it
requires technologies that aren’'t even remotely possible now because such a
machine would have a sense of both self and consciousness. In addition,
instead of merely intuiting the goals of others based on environment and
other entity reactions, this type of machine would be able to infer the intent of
others based on experiential knowledge.

Understanding the History of Al

The previous sections of this chapter help you understand intelligence from the
human perspective and see how modern computers are woefully inadequate for
simulating such intelligence, much less actually becoming intelligent themselves.
However, the desire to create intelligent machines (or, in ancient times, idols) is
as old as humans. The desire not to be alone in the universe, to have something
with which to communicate without the inconsistencies of other humans, is a
strong one. Of course, a single book can’t contemplate all of human history, so the
following sections provide a brief, pertinent overview of the history of modern Al
attempts.

Starting with symbolic logic at Dartmouth

The earliest computers were just that: computing devices. They mimicked the
human ability to manipulate symbols in order to perform basic math tasks, such
as addition. Logical reasoning later added the capability to perform mathematical
reasoning through comparisons (such as determining whether one value is greater
than another value). However, humans still needed to defne the algorithm used
to perform the computation, provide the required data in the right format, and
then interpret the result. During the summer of 1956, various scientists attended
a workshop held on the Dartmouth College campus to do something more. They
predicted that machines that could reason as e¥fectively as humans would require,
at most, a generation to come about. They were wrong. Only now have we realized
machines that can perform mathematical and logical reasoning as efectively as a
human (which means that computers must master at least six more intelligences
before reaching anything even close to human intelligence).
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A

WARNING

TIP

The stated problem with the Dartmouth College and other endeavors of the time
relates to hardware — the processing capability to perform calculations quickly
enough to create a simulation. However, that’s not really the whole problem. Yes,
hardware does Fgure in to the picture, but you can’t simulate processes that you
don’t understand. Even so, the reason that Al is somewhat efective today is that
the hardware has Fnally become powerful enough to support the required number
of calculations.

The biggest problem with these early attempts (and still a considerable problem
today) is that we don’t understand how humans reason well enough to create any
sort of simulation — assuming that a direct simulation is even possible. Consider
again the issues surrounding manned Fight described earlier in the chapter. The
Wright brothers succeeded not by simulating birds but rather by understanding
the processes that birds use, thereby creating the Feld of aerodynamics. Conse-
quently, when someone says that the next big Al innovation is right around the
corner and yet no concrete dissertation exists of the processes involved, the inno-
vation is anything but right around the corner.

Continuing with expert systems

Expert systems Frst appeared in the 1970s and again in the 1980s as an attempt to
reduce the computational requirements posed by Al using the knowledge of
experts. A number of expert system representations appeared, including rule
based (which use if...then statements to base decisions on rules of thumb), frame
based (which use databases organized into related hierarchies of generic informa-
tion called frames), and logic based (which rely on set theory to establish rela-
tionships). The advent of expert systems is important because they present the
Frst truly useful and successful implementations of Al.

You still see expert systems in use today (even though they aren’t called that any
longer). For example, the spelling and grammar checkers in your application are
kinds of expert systems. The grammar checker, especially, is strongly rule based.
It pays to look around to see other places where expert systems may still see prac-
tical use in everyday applications.

A problem with expert systems is that they can be hard to create and maintain.
Early users had to learn specialized programming languages such as List Process-
ing (Lisp) or Prolog. Some vendors saw an opportunity to put expert systems in
the hands of less experienced or novice programmers by using products such as
VP-Expert (see The lllustrated VP-Expert at Amazon.com), which rely on the rule-
based approach. However, these products generally provided extremely limited
functionality in using smallish knowledge bases.
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In the 1990s, the phrase expert system began to disappear. The idea that expert
systems were a failure did appear, but the reality is that expert systems were sim-
ply so successful that they became ingrained in the applications that they were
designed to support. Using the example of a word processor, at one time you
needed to buy a separate grammar checking application such as RightWriter.
However, word processors now have grammar checkers built in because they
proved so useful (if not always accurate; see the Washington Post article ““Hello, Mr.
Chips PCS Learn English” for details).

Overcoming the Al winters

The term Al winter refers to a period of reduced funding in the development of
Al. In general, Al has followed a path on which proponents overstate what is pos-
sible, inducing people with no technology knowledge at all, but lots of money, to
make investments. A period of criticism then follows when Al fails to meet expec-
tations, and, fnally, the reduction in funding occurs. A number of these cycles
have occurred over the years — all of them devastating to true progress.

Al is currently in a new hype phase because of machine learning, a technology that
helps computers learn from data. Having a computer learn from data means not
depending on a human programmer to set operations (tasks), but rather deriving
them directly from examples that show how the computer should behave. It’s like
educating a baby by showing it how to behave through example. Machine learning
has pitfalls because the computer can learn how to do things incorrectly through
careless teaching.

Five tribes of scientists are working on machine learning algorithms, each one
from a difFerent point of view (see the “Avoiding Al Hype and Overestimation”
section, later in this chapter, for details). At this time, the most successful solu-
tion is deep learning, which is a technology that strives to imitate the human brain.
Deep learning is possible because of the availability of powerful computers,
smarter algorithms, large datasets produced by the digitalization of our society,
and huge investments from businesses such as Google, Facebook, Amazon, and
others that take advantage of this Al renaissance for their own businesses.

People are saying that the Al winter is over because of deep learning, and that’s
true for now. However, when you look around at the ways in which people are
viewing Al, you can easily Fgure out that another criticism phase will eventually
occur unless proponents tone the rhetoric down. Al can do amazing things, but
they’re a mundane sort of amazing (such as doing the repetitive work for fnding
a Covid-19 vaccine; see “How Al is being used for COVID-19 vaccine creation and
distribution” at TechRepublic.com). The next section describes how Al is being
used now.
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Considering Al Uses

20

You Fnd Al used in a great many applications today. The only problem is that the
technology works so well that you don’t know it even exists. In fact, you might be
surprised to fnd that many home devices already make use of Al. For example,
some smart thermostats automatically create schedules for you based on how you
manually control the temperature. Likewise, voice input that is used to control
some devices learns how you speak so that it can better interact with you. Al def-
initely appears in your car and most especially in the workplace. In fact, the uses
for Al number in the millions — all safely out of sight even when they’re quite
dramatic in nature. Here are just a few of the ways in which you might see Al used:

> Fraud detection: You get a call from your credit card company asking
whether you made a particular purchase. The credit card company isn't being
nosy; it's simply alerting you to the fact that someone else could be making a
purchase using your card. The Al embedded within the credit card company’s
code detected an unfamiliar spending pattern and alerted someone to it.

> Resource scheduling: Many organizations need to schedule the use of
resources efFciently. For example, a hospital may have to determine where to
put a patient based on the patient's needs, availability of skilled experts, and
the amount of time the doctor expects the patient to be in the hospital.

> Complex analysis: Humans often need help with complex analysis because
there are literally too many factors to consider. For example, the same set of
symptoms could indicate more than one problem. A doctor or other expert
might need help making a diagnosis in a timely manner to save a patient’s life.

> Automation: Any form of automation can beneft from the addition of Al to
handle unexpected changes or events. A problem with some types of
automation today is that an unexpected event, such as an object in the wrong
place, can actually cause the automation to stop. Adding Al to the automation
can allow the automation to handle unexpected events and continue as if
nothing happened.

> Customer service: The customer service line you call today may not even
have a human behind it. The automation is good enough to follow scripts and
use various resources to handle the vast majority of your questions. With
good voice infection (provided by Al as well), you may not even be able to tell
that you're talking with a computer.

> Safety systems: Many of the safety systems found in machines of various
sorts today rely on Al to take over the vehicle in a time of crisis. For example,
many automatic braking systems (ABS) rely on Al to stop the car based on all
the inputs that a vehicle can provide, such as the direction of a skid.
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Computerized ABS is actually relatively old at 40 years from a technology
perspective (see “ABS (Anti-Lock Braking System) — A Brief History Of A
40-Year-Old Life-Saver” at DriveSpark.com for details).

> Machine efFciency: Al can help control a machine in such a manner as to
obtain maximum e®ciency. The Al controls the use of resources so that the
system doesn't overshoot speed or other goals. Every ounce of power is used
precisely as needed to provide the desired services.

Avoiding Al Hype and Overestimation

This chapter mentions Al hype quite a lot. Unfortunately, the chapter doesn’t even
scratch the surface of all the hype out there. If you watch movies such as Her and
Ex Machina, you might be led to believe that Al is further along than it is. The prob-
lem is that Al is actually in its infancy, and any sort of application such as those
shown in the movies is the creative output of an overactive imagination. The fol-
lowing sections help you understand how hype and overestimation are skewing
the goals you can actually achieve using Al today.

Defning the Fve tribes and the
master algorithm

You may have heard of something called the singularity, which is responsible for
the potential claims presented in the media and movies. The singularity is essen-
tially a master algorithm that encompasses all Fve tribes of learning used within
machine learning. To achieve what these sources are telling you, the machine
must be able to learn as a human would — as specifed by the seven kinds of intel-
ligence discussed in the ““Discerning intelligence” section, early in the chapter.
Here are the Fve tribes of learning:

> Symbologists: The origin of this tribe is in logic and philosophy. This group
relies on inverse deduction to solve problems.

> Connectionists: This tribe's origin is in neuroscience, and the group relies on
backpropagation to solve problems.

> Evolutionaries: The evolutionaries tribe originates in evolutionary biology,
relying on genetic programming to solve problems.
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> Bayesians: This tribe’s origin is in statistics and relies on probabilistic infer-
ence to solve problems.

> Analogizers: The origin of this tribe is in psychology. The group relies on
kernel machines to solve problems.

The ultimate goal of machine learning is to combine the technologies and strate-
gies embraced by the Fve tribes to create a single algorithm (the master algorithm)
that can learn anything. Of course, achieving that goal is a long way oF. Even so,
scientists such as Pedro Domingos at the University of Washington are currently
working toward that goal.

To make things even less clear, the Fve tribes may not be able to provide enough
information to actually solve the problem of human intelligence, so creating mas-
ter algorithms for all Fve tribes may still not yield the singularity. At this point,
you should be amazed at just how much people don’t know about how they think
or why they think in a certain manner. Any rumors you hear about Al taking over
the world or becoming superior to people are just plain false.

Considering sources of hype

There are many sources of Al hype out there. Quite a bit of the hype comes from
the media and is presented by persons who have no idea of what Al is all about,
except perhaps from a sci-F novel they read once. So, it’s not just movies or tele-
vision that cause problems with Al hype; it’s all sorts of other media sources as
well. You can often fnd news reports presenting Al as being able to do something
that it can’t possibly do because the reporter doesn’t understand the technology.
Oddly enough, many news services now use Al to at least start articles for report-
ers (see “Did A Robot Write This? How Al Is Impacting Journalism’” at Forbes.com
for details).

Some products should be tested a lot more before being placed on the market. The
““2020 in Review: 10 Al Failures” article at SyncedReview.com discusses ten prod-
ucts hyped by their developer but which fell fat on their faces. Some of these
failures are huge and refect badly on the ability of Al to perform tasks as a whole.
However, something to consider with a few of these failures is that people may
have interfered with the device using the Al. Obviously, testing procedures need to
start considering the possibility of people purposely tampering with the Al as a
potential source of errors. Until that happens, the Al will fail to perform as
expected because people will continue to Fddle with the software in an attempt to
cause it to fail in a humorous manner.
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Another cause of problems comes from asking the wrong person about Al. Not
& every scientist, no matter how smart, knows enough about Al to provide a compe-
tent opinion about the technology and the direction it will take in the future. Ask-
wARNING  INg a biologist about the future of Al in general is akin to asking your dentist to
perform brain surgery — it simply isn’t a good idea. Yet, many stories appear with
people like these as the information source. To discover the future direction of Al,
it’s best to ask a computer scientist or data scientist with a strong background in
Al research.

Understanding user overestimation

Because of hype (and sometimes laziness or fatigue), users continually overesti-
mate the ability of Al to perform tasks. For example, a Tesla owner was recently
found sleeping in his car while the car zoomed along the highway at 90 mph (see
“Tesla owner in Canada charged with ‘sleeping’ while driving over 90 mph).
However, even with the user signifcantly overestimating the ability of the tech-
nology to drive a car, it does apparently work well enough (at least, for this driver)
to avoid a complete failure.

However, you need not be speeding down a highway at 90 mph to encounter user
overestimation. Robot vacuums can also fail to meet expectations, usually because
users believe they can just plug in the device and then never think about vacuum-
ing again. After all, movies portray the devices working precisely in this manner.
The article ““How to Solve the Most Annoying Robot Vacuum Cleaner Problems” at
RobotsInMyHome.com discusses troubleshooting techniques for various robotic
vacuums for a good reason — the robots still need human intervention. The point
is that most robots need human intervention at some point because they simply
lack the knowledge to go it alone.

Connecting Al to the Underlying Computer

To see Al at work, you need to have some sort of computing system, an application
that contains the required software, and a knowledge base. The computing system
could be anything with a chip inside; in fact, a smartphone does just as well as a
desktop computer for some applications. Of course, if you’re Amazon and you
want to provide advice on a particular person’s next buying decision, the smart-
phone won’t do — you need a really big computing system for that application.
The size of the computing system is directly proportional to the amount of work
you expect the Al to perform.
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The application can also vary in size, complexity, and even location. For example,
if you’re a business and want to analyze client data to determine how best to make
a sales pitch, you might rely on a server-based application to perform the task. On
the other hand, if you’re a customer and want to ¥nd products on Amazon to go
with your current purchase items, the application doesn’t even reside on your
computer; you access it through a web-based application located on Amazon’s
servers.

The knowledge base varies in location and size as well. The more complex the
data, the more you can obtain from it, but the more you need to manipulate it as
well. You get no free lunch when it comes to knowledge management. The inter-
play between location and time is also important. A network connection a¥fords
you access to a large knowledge base online but costs you in time because of the
latency of network connections. However, localized databases, while fast, tend to
lack details in many cases.
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» Seeing data as a universal resource

» Obtaining and manipulating data
» Looking for mistruths in data
» Defning data-acquisitions limits

» Considering data security

Chapter 2
Deftning the Role of Data

here is nothing new about data. Every interesting application ever written

for a computer has data associated with it. Data comes in many forms —

some organized, some not. What has changed is the amount of data. Some
people ¥nd it almost terrifying that we now have access to so much data that
details nearly every aspect of most people’s lives, sometimes to a level that even
the person doesn’t realize. In addition, the use of advanced hardware and improve-
ments in algorithms make data the universal resource for Al today.

To work with data, you must Frst obtain it. Today, applications collect data man-
ually, as done in the past, and also automatically, using new methods. However,
it’s not a matter of just one to two data collection techniques; collection methods
take place on a continuum from fully manual to fully automatic. You also fnd a
focus today on collecting this data ethically — for example, not collecting data
that a person hasn’t granted permission for. This chapter explores issues sur-
rounding data collection.

Raw data doesn’t usually work well for analysis purposes. This chapter also helps
you understand the need for manipulating and shaping the data so that it meets
specifc requirements. You also discover the need to defne the truth value of the
data to ensure that analysis outcomes match the goals set for applications in the
Frst place.

Interestingly, you also have data-acquisition limits to deal with. No technology

currently exists for grabbing thoughts from someone’s mind through telepathic
means. Of course, other limits exist, too — most of which you probably already
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know about but may not have considered. It also doesn’t pay to collect data in a
manner that isn’t secure. The data must be free of bias, uncorrupted, and from a
source you know. You Fnd out more about acquisition limits and data security in
this chapter.

Data Ubiquitous in This Age

Big data is more than a just a buzz phrase used by vendors to propose new ways to
store data and analyze it. The big data revolution is an everyday reality and a driv-
ing force of our times. You may have heard big data mentioned in many specialized
scientifc and business publications, and you may have even wondered what the
term really means. From a technical perspective, big data refers to large and com-
plex amounts of computer data, so large and intricate that applications can’t deal
with the data simply by using additional storage or increasing computer power.

Big data implies a revolution in data storage and manipulation. It aFects what you
can achieve with data in more qualitative terms (meaning that in addition to doing
more, you can perform tasks better). From a human perspective, computers store
big data in diferent data formats (such as database Fles and .csv Fles), but
regardless of storage type, the computer still sees data as a stream of ones and
zeros (the core language of computers). You can view data as being one of two
types, structured and unstructured, depending on how you produce and consume
it. Some data has a clear structure (you know exactly what it contains and where
to Fnd every piece of data), whereas other data is unstructured (you have an idea
of what it contains, but you don’t know exactly how it is arranged).

Typical examples of structured data are database tables, in which information is
arranged into columns, and each column contains a specifc type of information.
Data is often structured by design. You gather it selectively and record it in its cor-
rect place. For example, you might want to place a count of the number of people
buying a certain product in a specifc column, in a specifc table, in a specifc data-
base. As with a library, if you know what data you need, you can fnd it
immediately.

Unstructured data consists of images, videos, and sound recordings. You may use
an unstructured form for text so that you can tag it with characteristics, such as
size, date, or content type. Usually you don’t know exactly where data appears in
an unstructured dataset because the data appears as sequences of ones and zeros
that an application must interpret or visualize.
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Transforming unstructured data into a structured form can cost lots of time and
efort and can involve the work of many people. Most of the data of the big data
revolution is unstructured and stored as it is, unless someone renders it
structured.

This copious and sophisticated data store didn’t appear suddenly overnight. It
took time to develop the technology to store this amount of data. In addition, it
took time to spread the technology that generates and delivers data, namely com-
puters, sensors, smart mobile phones, and the Internet and its World Wide Web
services. The following sections help you understand what makes data a universal
resource today.

Understanding Moore’s implications

In 1965, Gordon Moore, cofounder of Intel and Fairchild Semiconductor, wrote in
an article entitled “Cramming More Components Onto Integrated Circuits,” at
IEEE.org, that the number of components found in integrated circuits would dou-
ble every year for the next decade. At that time, transistors dominated electronics.
Being able to stu® more transistors into an Integrated Circuit (IC) meant being
able to make electronic devices more capable and useful. This process is called
integration and implies a strong process of electronics miniaturization (making
the same circuit much smaller). Today’s computers aren’t all that much smaller
than computers of a decade ago, yet they are decisively more powerful. The same
goes for mobile phones. Even though they’re the same size as their predecessors
(and sometimes even smaller), they have become able to perform more tasks.

What Moore stated in that article has actually been true for many years. The sem-
iconductor industry calls it Moore’s Law (see http://www.mooreslaw.org/ for
details). Doubling did occur for the frst ten years, as predicted. In 1975, Moore
corrected his statement, forecasting a doubling every two years. Figure 2-1 shows
the eFects of this doubling.

Starting in 2012, a mismatch began to occur between expected speed increases and
what semiconductor companies could achieve with regard to miniaturization.
Many engineers are now saying that Moore’s Law is dead. However, a few, such as
Jim Keller, Intel’s head of semiconductor engineering, say that there is still ample
room for chip improvement. Charles Leiserson and Neil Thompson are of a difer-
ent mindset, saying that improvements will come from better software, algo-
rithms, and specialized chip architecture.
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FIGURE 2-1:
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In the future, Moore’s Law may not apply because industry will switch to a new
technology, such as making components by using optical lasers instead of tran-
sistors (see the “Optical Computing: Solving Problems at the Speed of Light” arti-
cle at BBVAOpenMind.com for details about optical computing). Another solution
relies on quantum computers, such as those under development by Google and
IBM (you can read more about this technology in “Google confrms ‘quantum
supremacy’ breakthrough’ at The Verge.com). What matters is that since 1965,
the doubling of components every two years has ushered in great advancements
in digital electronics that has had far-reaching consequences in the acquisition,
storage, manipulation, and management of data.

Moore’s Law has a direct efect on data. It begins with smarter devices. The
smarter the devices, the more difusion (as evidenced by electronics being every-
where today). The greater the difusion, the lower the price becomes, creating an
endless loop that drives the use of powerful computing machines and small sen-
sors everywhere. With large amounts of computer memory available and larger
storage disks for data, the consequences are an expansion of data availability,
such as websites, transaction records, measurements, digital images, and other
sorts of data.

Using data everywhere

Scientists need more powerful computers than the average person because of their
scientifc experiments. They began dealing with impressive amounts of data years
before anyone coined the term big data. At that point, the Internet wasn’t

PART 1 Introducing Al



producing the vast sums of data that it does today. Remember that big data isn’t
a fad created by software and hardware vendors but has a basis in many scientifc
Felds, such as astronomy (space missions), satellite (surveillance and monitor-
ing), meteorology, physics (particle accelerators) and genomics (DNA sequences).

Although an Al application can specialize in a scientifc feld, such as IBM’s Wat-
son, which boasts an impressive medical diagnosis capability because it can learn
information from millions of scientifc papers on diseases and medicine, the
actual Al application driver often has more mundane facets. Actual Al applications
are mostly prized for being able to recognize objects, move along paths, or under-
stand what people say and speak to them. Data contribution to the actual Al
renaissance that molded it in such a fashion didn’t derive from the classical
sources of scientifc data.

The Internet now generates and distributes new data in large amounts. Our cur-
rent daily data production is estimated to amount to about 2.5 quintillion (a num-
ber with 18 zeros) bytes, with the lion’s share going to unstructured data like
videos and audios. All this data is related to common human activities, feelings,
experiences, and relations. Roaming through this data, an Al can easily learn how
reasoning and acting more human-like works. Here are some examples of the
more interesting data you can ¥nd:

> Large repositories of faces and expressions from photos and videos posted
on social media websites like Facebook, YouTube, and Google provide
information about gender, age, feelings, and possibly sexual preferences,
political orientations, or 1Q (see “Face-reading Al will be able to detect your
politics and 1Q, professor says” at The Guardian.com).

> Privately held medical information and biometric data from smart watches,
which measure body data such as temperature and heart rate during both
illness and good health. Interestingly enough, data from smartwatches is seen
as a method to detect serious diseases, such as Covid-19, early (check out
“Using Smartwatch Data to Detect COVID-19 Cases Early” at JAMA Network.
com for details).

> Datasets of how people relate to each other and what drives their interest
from sources such as social media and search engines. For instance, a study
from Cambridge University's Psychometrics Centre claims that Facebook
interactions contain a lot of data about intimate relationships (see “Your
computer knows you better than your friends do, say researchers” at The
Guardian.com).

> Information on how we speak is recorded by mobile phones. For instance, OK
Google, a function found on Android mobile phones, routinely records questions
and sometimes even more, as explained in “Google’s been quietly recording
your voice; here's how to listen to—and delete—the archive” at Quartz.com.
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Every day, users connect even more devices to the Internet that start storing new
personal data. There are now personal assistants that sit in houses, such as Ama-
zon Echo and other integrated smart home devices that oFer ways to regulate and
facilitate the domestic environment. These are just the tip of the iceberg because
many other common tools of everyday life are becoming interconnected (from the
refrigerator to the toothbrush) and able to process, record, and transmit data. The
Internet of Things (IoT) is becoming a reality. In 2015, the installed base of loT
devices was 3.6 billion. Experts estimate that by 2025, the installed base of IoT
devices will reach 30.9 billion, an increase of 858 percent (see “How Many loT
Devices Are There in 2021?” at TechJury.net and ““Internet of Things (loT) and
non-1o0T active device connections worldwide from 2010 to 2025 (in billions)”” at
Statista.com.

Putting algorithms into action

The human race is now at an incredible intersection of unprecedented volumes of
data, generated by increasingly smaller and powerful hardware. The data is also
increasingly processed and analyzed by the same computers that the process
helped spread and develop. This statement may seem obvious, but data has
become so ubiquitous that its value no longer resides only in the information it
contains (such as the case of data stored in a frm’s database that allows its daily
operations), but rather in its use as a means to create new values. Some people call
such data the “new oil.”” These new values mostly exist in how applications man-
icure, store, and retrieve data, and in how you actually use it by means of smart
algorithms.

Algorithms and Al changed the data game. As mentioned in the previous chapter,
Al algorithms have tried diferent approaches along the way in the following
order:

1. Simple algorithms
2. Symbolic reasoning based on logic

3. Expert systems

In recent years, Al algorithms have moved to neural networks and, in their most
mature form, deep learning. As this methodological passage happened, data
turned from being the information processed by predetermined algorithms to
becoming what molded the algorithm into something useful for the task. Data
turned from being just the raw material that fueled the solution to the artisan of
the solution itself, as shown in Figure 2-2.
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FIGURE 2-2:
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Thus, a photo of some of your kittens has become increasingly useful not simply
because of its aFective value — depicting your cute little cats — but because it
could become part of the learning process of an Al discovering more general
concepts, such as what characteristics denote a cat, or understanding what
defnes cute.

On a larger scale, a company like Google feeds its algorithms from freely available
data, such as the content of websites or the text found in publicly available texts
and books. Google spider software crawls the web, jumping from website to web-
site, retrieving web pages with their content of text and images. Even if Google
gives back part of the data to users as search results, it extracts other kinds of
information from the data using its Al algorithms, which learn from it how to
achieve other objectives.

Algorithms that process words can help Google Al systems understand and antic-
ipate your needs even when you are not expressing them in a set of keywords but
in plain, unclear natural language, the language we speak every day (and yes,
everyday language is often unclear). If you currently try to pose questions, not just
chains of keywords, to the Google search engine, you’ll notice that it tends to
answer correctly. Since 2012, with the introduction of the Hummingbird update
(read the details in ““FAQ: All About The New Google ‘Hummingbird’ Algorithm™
at Search Engine Land.com), Google has steadily become better able to understand
synonyms and concepts, something that goes beyond the initial data that it
acquired, and this is the result of an Al process.

A few years after Hummingbird, Google deployed an even more advanced algo-
rithm named RankBrain (“FAQ: All about the Google RankBrain algorithm” at
Search Engine Land.com), which learns directly from millions of queries every day
and can answer ambiguous or unclear search queries, even expressed in slang or
colloquial terms or simply riddled with errors. RankBrain doesn’t service all the
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queries, but it learns from data how to better answer queries. After its introduc-
tion in 2015, it quickly began to handle 15 percent of the engine’s queries, but it
won’t replace Hummingbird (see *““7 Things You May Not Know About Google’s
RankBrain’ at Act On.com and “The Rankbrain, Hummingbird, and Search Engine
Optimization Fusion” at Connectica.com for details).

Using Data Successfully

32

Having plentiful data available isn’t enough to create a successful Al. Presently, an
Al algorithm can’t extract information directly from raw data. Most algorithms
rely on external collection and manipulation prior to analysis. When an algorithm
collects useful information, it may not represent the right information. The fol-
lowing sections help you understand how to collect, manipulate, and automate
data collection from an overview perspective.

Considering the data sources

The data you use comes from a number of sources. The most common data source
is from information entered by humans at some point. Even when a system col-
lects shopping-site data automatically, humans initially enter the information.
A human clicks various items, adds them to a shopping cart, specifes character-
istics (such as size and quantity), and then checks out. Later, after the sale, the
human gives the shopping experience, product, and delivery method a rating and
makes comments. In short, every shopping experience becomes a data collection
exercise as well.

Many data sources today rely on input gathered from human sources. Humans
also provide manual input. You call or go into an of®ce somewhere to make an
appointment with a professional. A receptionist then gathers information from
you that’s needed for the appointment. This manually collected data eventually
ends up in a dataset somewhere for analysis purposes.

Data is also collected from sensors, and these sensors can take almost any form.
For example, many organizations base physical data collection, such as the num-
ber of people viewing an object in a window, on cellphone detection. Facial recog-
nition software could potentially detect repeat customers.

However, sensors can create datasets from almost anything. The weather service
relies on datasets created by sensors that monitor environmental conditions such
as rain, temperature, humidity, cloud cover, and so on. Robotic monitoring sys-
tems help correct small Faws in robotic operation by constantly analyzing data
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collected by monitoring sensors. A sensor, combined with a small Al application,
could tell you when your dinner is cooked to perfection tonight. The sensor col-
lects data, but the Al application uses rules to help defne when the food is prop-
erly cooked.

Obtaining reliable data

The word reliable seems so easy to defne, yet so hard to implement. Something is
reliable when the results it produces are both expected and consistent. A reliable
data source produces mundane data that contains no surprises; no one is shocked
in the least by the outcome. Depending on your perspective, it could actually be a
good thing that most people aren’t yawning and then falling asleep when review-
ing data. The surprises make the data worth analyzing and reviewing. Conse-
quently, data has an aspect of duality. We want reliable, mundane, fully anticipated
data that simply confrms what we already know, but the unexpected is what
makes collecting the data useful in the Frst place.

Still, you don’t want data that is so far out of the ordinary that it becomes almost
frightening to review. Balance needs to be maintained when obtaining data. The
data must Ft within certain limits (as described in the ““Manicuring the Data” sec-
tion, later in this chapter). It must also meet specifc criteria as to truth value (as
described in the “Considering the Five Mistruths in Data’ section, later in this
chapter). The data must also come at expected intervals, and all the Felds of the
incoming data record must be complete.

To some extent, data security also aFects data reliability. Data consistency comes
in several forms. When the data arrives, you can ensure that it falls within expected
ranges and appears in a particular form. However, after you store the data, the
reliability can decrease unless you ensure that the data remains in the expected
form. An entity fddling with the data afects reliability, making the data suspect
and potentially unusable for analysis later. Ensuring data reliability means that
after the data arrives, no one tampers with it to make it ¥t within an expected
domain (making it mundane as a result).

Making human input more reliable

Humans make mistakes — it’s part of being human. In fact, expecting that
humans won’t make mistakes is unreasonable. Yet, many application designs
assume that humans somehow won’t make mistakes of any sort. The design
expects that everyone will simply follow the rules. Unfortunately, the vast major-
ity of users are guaranteed to not even read the rules because most humans are
also lazy or too pressed for time when it comes to doing things that don’t really
help them directly.
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Consider the entry of a state into a form. If you provide just a text Feld, some users
might input the entire state name, such as Kansas. Of course, some users will
make a typo or capitalization error and come up with Kanzuz, Kansus, or kAN-
SAS. Setting these errors aside, people and organizations also have various
approaches to performing tasks. Someone in the publishing industry might use
the Associated Press (AP) style guide and input Kan. Someone who is older and
used to the Government Printing O®ce (GPO) guidelines might input Kans.
instead. Other abbreviations are used as well. The U.S. Post Ofce (USPS) uses KS,
but the U.S. Coast Guard uses KA. Meanwhile, the International Standards Organi-
zation (1SO) form goes with US-KS. Mind you, this is just a state entry, which is
reasonably straightforward — or so you thought before reading this section.
Clearly, because the state isn’t going to change names anytime soon, you could
simply provide a drop-down list box on the form for choosing the state in the
required format, thereby eliminating diferences in abbreviation use, typos, and
capitalization errors in one fell swoop.

Drop-down list boxes work well for an amazing array of data inputs, and using
them ensures that human input into those Felds becomes extremely reliable
because the human has no choice but to use one of the default entries. Of course,
the human can always choose the incorrect entry, which is where double-checks
come into play. Some newer applications compare the zip code to the city and
state entries to see whether they match. When they don’t match (sometimes it’s
just a matter of capitalization), the user is asked again to provide the correct input.
This double-check verges on being annoying, but the user is unlikely to see it very
often, so it shouldn’t become too annoying.

Even with cross-checks and static entries, humans still have plenty of room for
making mistakes. For example, entering numbers can be problematic. When a user
needs to enter 2.00, you might see 2, or 2.0, or 2., or any of a variety of other
entries. Fortunately, parsing the entry and reformatting it will ¥x the problem,
and you can perform this task automatically, without the user’s aid. (Unfortu-
nately, some online sites want you to enter information like credit cards with
dashes, some with spaces, and some without any spacing at all, which makes for a
very confusing session when the application doesn’t x the entry automatically.)

Unfortunately, reformatting won’t correct an errant numeric input. You can
partially mitigate such errors by including range checks. A customer can’t buy
—5 bars of soap. And, unless the customer is really dirty or owns a wombat farm,
entering 50,000 bars of soap would likely be a mistake, too. The legitimate way to
show that the customer is returning the bars of soap is to process a return, not a
sale. However, the user might have simply made an error, and you can provide a
message stating the proper input range for the value.
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Using automated data collection

Some people think that automated data collection solves all the human input
issues associated with datasets. In fact, automated data collection does provide a
number of benefts:

> Better consistency

> Improved reliability

> Lower probability of missing data
> Enhanced accuracy

> Reduced variance for things like timed inputs

Unfortunately, to say that automated data collection solves every issue is simply
incorrect. Automated data collection still relies on sensors, applications, and com-
puter hardware designed by humans that provide access only to the data that
humans decide to allow. Because of the limits that humans place on the charac-
teristics of automated data collection, the outcome often provides less helpful
information than hoped for by the designers. Consequently, automated data col-
lection is in a constant state of Fux as designers try to solve the input issues.

Automated data collection also suFers from both software and hardware errors
present in any computing system, but with a higher potential for soft issues (which
arise when the system is apparently working but isn’t providing the desired result)
than other kinds of computer-based setups. When the system works, the reliabil-
ity of the input far exceeds human abilities. However, when soft issues occur, the
system often fails to recognize, as a human might, that a problem exists, and
therefore the dataset could end up containing more mediocre or even bad data.

Collecting personal data ethically

For some people, anything that appears on the Internet is automatically consid-
ered public domain — including people’s faces and all their personal information.
The fact is that you should consider everything as being copyrighted and not
available for use in a public domain manner to use data safely. Even people who
realize that material is copyrighted will often fall back on fair-use principles (as
explained in “Using Copyrighted Material” at Baylor University.edu). Fair use can
be a very tricky subject, as witnessed by the Author’s Guild v. Google case (see
“The Most Important Court Decision For Data Science and Machine Learning” at
Towards Data Science.com) that was Fnally decided in favor of Google, but only
because Google had met some very strict requirements. In addition, this kind of
fair use is about books, not people.

CHAPTER 2 Defning the Role of Data 35



36

The problem with considering fair use alone is that it’s also essential to consider
a person’s right to privacy (you can read about various laws in “Internet privacy
laws revealed — how your personal information is protected online”” at Thomson
Reuters Legal.com). Consequently, it shouldn’t surprise anyone that a major
ruckus arose when companies started scraping images of people wearing masks
on the Internet without obtaining any permission whatsoever (see ““Your face
mask selfes could be training the next facial recognition tool”” at Cnet.com). In
fact, Facebook is being sued over its misuse of user data (see “$35B face data law-
suit against Facebook will proceed” at TechCrunch.com).

The right to privacy has also created a new industry for making a person’s face
less useful to companies who are determined to get free data without permission
by using any means possible (see the New York Times article ““This Tool Could Pro-
tect Your Photos From Facial Recognition’). The fact is, no matter where you
stand on the free-use issue, you still need to consider the ethical use of data that
you obtain no matter what the source might be. Here are some considerations to
keep in mind as you collect personal data ethically:

> Obtaining permission: Some research will require you to be able to identify
persons used within a dataset. Going out and grabbing Personally Identifable
Information (PII) isn't a good way to gather data. For one thing, you can't be
sure that the information is either complete or correct, so any analysis you
perform is suspect. For another thing, you could encounter the messy and
costly consequences of legal actions. The best way to obtain data with Pll is to
ask permission. You can fnd a number of resources online for asking
permission, for example at the government level, by fnding the right
resource, such as “How to Obtain a Consumer’'s Authorization before Gaining
Access to Personally Identifable Information (PII).”

> Using sanitization techniques: Data sanitization involves removing personal
information, such as name, address, telephone number, ID, and so on from a
dataset so that identifying a particular individual in a dataset becomes
impossible. In addition to text and dataset variables, you must consider every
kind of data. For instance, if you are working with collections of photos, it is
paramount that you take steps to blur faces and remove car plates from
images. Oddly enough, if you perform a Google search using sanitization as a
key term, you still get many links dealing with cleaning. Adding privacy as
another key term helps fnd the sorts of articles you actually need. Even so,
you may fnd that you're not the only one who is confused about the process.

> Avoiding Data Inference: When collecting data, some users will refuse to
share personally identifable information, such as gender and age. One
recommendation is to infer this information when a user’s picture or other
information is available. Unfortunately, names that are associated with one
gender in a particular culture may be assigned to the other gender in other
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cultures. The problem with age inference is even more profound. For
example, a machine learning algorithm will likely infer the wrong age for an
albino, which can afect as many as one in 3,000 individuals, depending on the
part of the world the data comes from (see details in “Information Bulletin —
What is Albinism?” at NOAH.com.)

> Avoiding generalizations: Many felds of study today try to incorrectly apply
statistics and machine learning outcomes, with the result that an individual
ends up being mistreated in some manner. It's essential to remember that
statistics apply to groups, not to individuals.

Manicuring the Data

REMEMBER

Some people use the term manipulation when speaking about data, giving the
impression that the data is somehow changed in an unscrupulous or devious
manner. Perhaps a better term would be manicuring, which makes the data well
shaped and lovely. No matter what term you use, however, raw data seldom meets
the requirements for processing and analysis. To get something out of the data,
you must manicure it to meet specifc needs. The following sections discuss data
manicuring needs.

Dealing with missing data

To answer a given question correctly, you must have all the facts. You can guess
the answer to a question without all the facts, but then the answer is just as likely
to be wrong as correct. Often, someone who makes a decision, essentially answer-
ing a question, without all the facts is said to jump to a conclusion. When analyz-
ing data, you have probably jumped to more conclusions than you think because
of missing data. A datarecord, one entry in a dataset (which is all the data), consists
of felds that contain facts used to answer a question. Each Feld contains a single
kind of data that addresses a single fact. If that Feld is empty, you don’t have the
data you need to answer the question using that particular data record.

As part of the process of dealing with missing data, you must know that the data
is missing. ldentifying that your dataset is missing information can actually be
quite hard because it requires you to look at the data at a low level — something
that most people aren’t prepared to do and is time consuming even if you do have
the required skills. Often, your Frst clue that data is missing is the preposterous
answers that your questions get from the algorithm and associated dataset. When
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the algorithm is the right one to use, the dataset must be at fault. Here are some
issues to consider:

> Essential data missing: A problem can occur when the data collection
process doesn't include all the data needed to answer a particular question.
Sometimes you're better of to actually drop a fact rather than use a consider-
ably damaged fact.

> Some data missing: Less damaged felds can have data missing in one of two
ways, randomly or sequentially, as described here:

Randomly missing data is often the result of human or sensor error.
Fixing randomly missing data is easiest. You can use a simple median or
average value as a replacement. No, the dataset isn't completely accurate,
but it will likely work well enough to obtain a reasonable answer.

Sequentially missing data occurs during some type of generalized
failure. Fixing sequentially missing data is signifcantly harder, if not
impossible, because you lack any surrounding data on which to base any
sort of guess. If you can fnd the cause of the missing data, you can
sometimes reconstruct it.

Considering data misalignments

Data might exist for each of the data records in a dataset, but it might not align
with other data in other datasets you own. For example, the numeric data in a Feld
in one dataset might be a Foating-point type (with decimal point), but an integer
type in another dataset. Before you can combine the two datasets, the Felds must
contain the same type of data.

All sorts of other kinds of misalignment can occur. For example, date Ffelds are
notorious for being formatted in various ways. To compare dates, the data formats
must be the same. However, dates are also insidious in their propensity for look-
ing the same, but not being the same. For example, dates in one dataset might use
Greenwich Mean Time (GMT) as a basis, while the dates in another dataset might
use some other time zone. Before you can compare the times, you must align them
to the same time zone. It can become even weirder when dates in one dataset
come from a location that uses Daylight Saving Time (DST), but dates from
another location don’t.

Even when the data types and format are the same, other data misalignments can
occur. For example, the Felds in one dataset may not match the Felds in the other
dataset. In some cases, these diFerences are easy to correct. One dataset may treat
Frst and last name as a single Feld, while another dataset might use separate
Felds for Frst and last name. The answer is to change all datasets to use a single
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Feld or to change them all to use separate Felds for frst and last name. Unfortu-
nately, many misalignments in data content are harder to Fgure out. In fact, it’s
entirely possible that you might not be able to Fgure them out at all. However,
before you give up, consider these potential solutions to the problem:

> Calculate the missing data from other data that you can access.

> Locate the missing data in another dataset.

> Combine datasets to create a whole that provides consistent felds.
> Collect additional data from various sources to fll in the missing data.

> Redefne your question so that you no longer need the missing data.

Separating useful data from other data

Some organizations are of the opinion that they can never have too much data, but
an excess of data becomes as much a problem as not enough. To solve problems
efciently, an Al requires just enough data. Defning the question that you want to
answer concisely and clearly helps, as does using the correct algorithm (or algo-
rithm ensemble). Of course, the major problems with having too much data are
that fnding the solution (after wading through all that extra data) takes longer,
and sometimes you get confusing results because you can’t see the forest for the
trees.

As part of creating the dataset you need for analysis, you make a copy of the origi-
& nal data rather than modify it. Always keep the original, raw data pure so that you
can use it for other analysis later. In addition, creating the right data output for
warNING  analysis can require a number of tries because you may fnd that the output
doesn’t meet your needs. The point is to create a dataset that contains only the
data needed for analysis, but keep in mind that the data may need specifc kinds

of pruning to ensure the desired output.

Considering the Five Mistruths in Data

Humans are used to seeing data for what it is in many cases: an opinion. In fact,
in some cases, people skew data to the point where it becomes useless, a mistruth.
A computer can’t tell the diference between truthful and untruthful data — all it
sees is data. One of the issues that make it hard, if not impossible, to create an Al
that actually thinks like a human is that humans can work with mistruths and
computers can’t. The best you can hope to achieve is to see the errant data as out-
liers and then Flter it out, but that technique doesn’t necessarily solve the
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problem because a human would still use the data and attempt to determine a
truth based on the mistruths that are there.

A common thought about creating less contaminated datasets is that instead of
allowing humans to enter the data, collecting the data through sensors or other
means should be possible. Unfortunately, sensors and other mechanical input
methodologies refect the goals of their human inventors and the limits of what
the particular technology is able to detect. Consequently, even machine-derived
or sensor-derived data is also subject to generating mistruths that are quite di- -
cult for an Al to detect and overcome.

The following sections use a car accident as the main example to illustrate fve
types of mistruths that can appear in data. The concepts that the accident is trying
to portray may not always appear in data, and they may appear in diferent ways
than discussed. The fact remains that you normally need to deal with these sorts
of things when viewing data.

Commission

Mistruths of commission are those that refect an outright attempt to substitute
truthful information for untruthful information. For example, when Flling out an
accident report, someone could state that the sun momentarily blinded them,
making it impossible to see someone they hit. In reality, perhaps the person was
distracted by something else or wasn’t actually thinking about driving (possibly
considering a nice dinner). If no one can disprove this theory, the person might
get by with a lesser charge. However, the point is that the data would also be con-
taminated. The eFect is that now an insurance company would base premiums on
errant data.

Although it would seem as if mistruths of commission are completely avoidable,
often they aren’t. Human tell “little white lies” to save others embarrassment or
to deal with an issue with the least amount of personal efort. Sometimes a mis-
truth of commission is based on errant input or hearsay. In fact, the sources for
errors of commission are so many that it really is hard to come up with a scenario
where someone could avoid them entirely. All this said, mistruths of commission
are one type of mistruth that someone can avoid more often than not.

Omission

Mistruths of omission are those where a person tells the truth in every stated fact,
but leaves out an important fact that would change the perception of an incident
as a whole. Thinking again about the accident report, say that you strike a deer,
causing signifcant damage to your car. You truthfully say that the road was wet;

PART 1 Introducing Al



REMEMBER

AN

WARNING

it was near twilight, so the light wasn’t as good as it could be; you were a little late
in pressing on the brake; and the deer simply ran out from a thicket at the side of
the road. The conclusion would be that the incident is simply an accident.

However, you left out an important fact: You were texting at the time. If law
enforcement knew about the texting, it would change the reason for the accident
to inattentive driving. You might be Fned, and the insurance adjuster would use a
diferent reason when entering the incident into the database. As with the mis-
truth of commission, the resulting errant data would change how the insurance
company adjusts premiums.

Avoiding mistruths of omission is nearly impossible. Yes, people could purposely
leave facts out of a report, but it’s just as likely that they’ll simply forget to include
all the facts. After all, most people are quite rattled after an accident, so it’s easy
to lose focus and report only those truths that left the most signifcant impres-
sion. Even if a person later remembers additional details and reports them, the
database is unlikely to ever contain a full set of truths.

Perspective

Mistruths of perspective occur when multiple parties view an incident from mul-
tiple vantage points. For example, in considering an accident involving a struck
pedestrian, the person driving the car, the person getting hit by the car, and a
bystander who witnessed the event would all have diferent perspectives. An o -
cer taking reports from each person would understandably get diFferent facts
from each one, even assuming that each person tells the truth as each knows it. In
fact, experience shows that this is almost always the case, and what the o¥cer
submits as a report is the middle ground of what each of those involved state,
augmented by personal experience. In other words, the report will be close to the
truth, but not close enough for an Al.

When dealing with perspective, it’s important to consider vantage point. The
driver of the car can see the dashboard and knows the car’s condition at the time
of the accident. This is information that the other two parties lack. Likewise, the
person getting hit by the car has the best vantage point for seeing the driver’s
facial expression (intent). The bystander might be in the best position to see
whether the driver made an attempt to stop, and assess issues such as whether the
driver tried to swerve. Each party will have to make a report based on seen data
without the beneft of hidden data.

Perspective is perhaps the most dangerous of the mistruths because anyone who
tries to derive the truth in this scenario will, at best, end up with an average of the
various stories, which will never be fully correct. A human viewing the informa-
tion can rely on intuition and instinct to potentially obtain a better approximation
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of the truth, but an Al will always use just the average, which means that the Al is
always at a signifcant disadvantage. Unfortunately, avoiding mistruths of per-
spective is impossible because no matter how many witnesses you have to the
event, the best you can hope to achieve is an approximation of the truth, not the
actual truth.

There is also another sort of mistruth to consider, and it’s one of perspective. Think
about this scenario: You’re a deaf person in 1927. Each week, you go to the theater
to view a silent FIm, and for an hour or more, you feel like everyone else. You can
experience the movie the same way everyone else does; there are no diferences. In
October of that year, you see a sign saying that the theater is upgrading to support
a sound system so that it can display talkies — FIms with a sound track. The sign
says that it’s the best thing ever, and almost everyone seems to agree, except for
you, the deaf person, who is now made to feel like a second-class citizen, diFferent
from everyone else and even pretty much excluded from the theater. In the deaf
person’s eyes, that sign is a mistruth; adding a sound system is the worst possible
thing, not the best possible thing. The point is that what seems to be generally true
isn’t actually true for everyone. The idea of a general truth — one that is true for
everyone — is a myth. It doesn’t exist.

Bias

Mistruths of bias occur when someone is able to see the truth but because of per-
sonal concerns or beliefs is unable to actually see it. For example, when thinking
about an accident, a driver might focus attention so completely on the middle of
the road that the deer at the edge of the road becomes invisible. Consequently, the
driver has no time to react when the deer suddenly decides to bolt out into the
middle of the road in an eFort to cross.

A problem with bias is that it can be incredibly hard to categorize. For example, a
driver who fails to see the deer can have a genuine accident, meaning that the deer
was hidden from view by shrubbery. However, the driver might also be guilty of
inattentive driving because of incorrect focus. The driver might also experience a
momentary distraction. In short, the fact that the driver didn’t see the deer isn’t
the question; instead, it’s a matter of why the driver didn’t see the deer. In many
cases, confrming the source of bias becomes important when creating an algo-
rithm designed to avoid a bias source.

Theoretically, avoiding mistruths of bias is always possible. In reality, however,
all humans have biases of various types, and those biases will always result in
mistruths that skew datasets. Just getting someone to actually look and then see
something — to have it register in the person’s brain — is a difcult task. Humans
rely on Flters to avoid information overload, and these Flters are also a source of
bias because they prevent people from actually seeing things.
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Frame of reference

Of the Fve mistruths, frame of reference need not actually be the result of any sort
of error, but one of understanding. A frame-of-reference mistruth occurs when
one party describes something, such as an event like an accident, and because a
second party lacks experience with the event, the details become muddled or
completely misunderstood. Comedy routines abound that rely on frame-of-
reference errors. One famous example is from Abbott and Costello, Who’s On First,
which you can nd on YouTube.com. Getting one person to understand what a
second person is saying can be impossible when the Frst person lacks experiential
knowledge — the frame of reference.

Another frame-of-reference mistruth example occurs when one party can’t
possibly understand the other. For example, a sailor experiences a storm at sea.
Perhaps it’s a monsoon, but assume for a moment that the storm is substantial —
perhaps life threatening. Even with the use of videos, interviews, and a simulator,
the experience of being at sea in a life-threatening storm would be impossible to
convey to someone who hasn’t experienced such a storm frsthand; that person
has no frame of reference.

The best way to avoid frame-of-reference mistruths is to ensure that all parties
involved can develop similar frames of reference. To accomplish this task, the
various parties require similar experiential knowledge to ensure the accurate
rememer  transfer of data from one person to another. However, when working with a
dataset, which is necessarily recorded static data, frame-of-reference errors will
still occur when the prospective viewer lacks the required experiential knowledge.

An Al will always experience frame-of-reference issues because an Al necessarily
lacks the ability to create an experience. A databank of acquired knowledge isn’t
quite the same thing. The databank would contain facts, but experience is based
on not only facts but also conclusions that current technology is unable to
duplicate.

Defning the Limits of Data Acquisition

If you get the feeling that everyone is acquiring your data without thought or rea-
son, you’re right. In fact, organizations collect, categorize, and store everyone’s
data — seemingly without goal or intent. According to “Data Never Sleeps” at

CHAPTER 2 Defning the Role of Data 43



44

REMEMBER

Domo.com, the world is collecting data at an extraordinary rate every minute.
Here are just some examples:

> Zoom hosts 208,333 participants in meetings.
> Users post 347,222 Instagram stories.

>> Microsoft Teams connects 52,083 users.

> Users share 41,666,667 messages on WhatsApp.

> People make 1,388,889 video/voice calls.

Data acquisition has become a narcotic for organizations worldwide, and some
think that the organization that collects the most somehow wins a prize. However,
data acquisition, in and of itself, accomplishes nothing. The book The Hitchhiker’s
Guide to the Galaxy, by Douglas Adams, illustrates this problem clearly. In this
book, a race of supercreatures builds an immense computer to calculate the mean-
ing of ““life, the universe, and everything.”” The answer of 42 doesn’t really solve
anything, so some of the creatures complain that the collection, categorization,
and analysis of all the data used for the answer hasn’t produced a usable result.
The computer — a sentient one, no less — tells the people receiving the answer
that the answer is indeed correct, but they need to know the question in order
for the answer to make sense. Data acquisition can occur in unlimited amounts,
but Fguring out the right questions to ask can be daunting, if not impossible.

The main problem that any organization needs to address with regard to data
acquisition is which questions to ask and why the questions are important. Tailor-
ing data acquisition to answer the questions you need answered matters. For
example, if you’re running a shop in town, you might need questions like this
answered:

> How many people walk in front of the store each day?
> How many of those people stop to look in the window?
> How long do they look?

> What time of day are they looking?

> Do certain displays tend to produce better results?

> Which of these displays actually cause people to come into the store and
shop?

The list could go on, but the idea is that creating a list of questions that address
specifc business needs is essential. After you create a list, you must verify that
each of the questions is actually important — that is, addresses a need — and
then ascertain what sorts of information you need to answer the question.
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Of course, trying to collect all this data by hand would be impossible, which is

& where automation comes into play. Seemingly, automation would produce relia-

ble, repeatable, and consistent data input. However, many factors in automating

warNING  data acquisition can produce data that isn’t particularly useful. For example, con-
sider these issues:

> Sensors can collect only the data that they're designed to collect, so you might
miss data when the sensors used aren't designed for the purpose.

> People create errant data in various ways (see the “Considering the Five
Mistruths in Data” section, earlier in this chapter, for details), which means
that data you receive might be false.

> Data can become skewed when the conditions for collecting it are incorrectly
defned.

> Interpreting data incorrectly means that the results will also be incorrect.

> Converting a real-world question into an algorithm that the computer can
understand is an error-prone process.

Many other issues (enough to Fll a book) need to be considered. When you com-
bine poorly collected, ill-formed data with algorithms that don’t actually answer
your questions, you get output that may actually lead your business in the wrong
direction, which is why Al is often blamed for inconsistent or unreliable results.
Asking the right question, obtaining the correct data, performing the right pro-
cessing, and then correctly analyzing the data are all required to make data acqui-
sition the kind of tool you can rely on.

Considering Data Security Issues

This section discusses data security from the perspective of protecting data integ-
rity, rather than keeping someone from stealing it or guarding privacy. Securing
data doesn’t mean placing it in a vault — assuming that doing so is even possible
with data today. Data is useful only when it’s accessible. Of course, the need to
make data accessible means taking a risk that someone will do something you
don’t want done with the data. The following sections discuss a few data security
issues you need to consider.

Understanding purposefully biased data

Bias appears in nearly every dataset available today, even custom-created datas-
ets. The dataset is often biased because the collection methods are biased, the
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analysis methods are biased, and the data itself is biased. You often see articles
online with titles like ““8 Types Of Bias In Data Analysis and How to Avoid Them,””
which means that people recognize the existence of bias and want to mitigate it as
much as possible. However, sometimes you fnd that the opposite is true; the
people using the dataset purposely bias it in some manner. Here are some areas in
which data becomes purposely biased:

> Political: Political maneuvering can become the source of data bias. Two
groups with opposing opinions will use the same dataset and obtain two
completely diferent outcomes that support their particular perspective. At
issue are the records selected and the dataset features used to create an
outcome. In other cases, a group will resort to techniques like using bogus
respondents in polls (see “Assessing the Risks to Online Polls From Bogus
Respondents” from Pew Research.org for details).

> Medical: When medical groups advertise for people to participate in trials of
medications, procedures, and other needs, the group they get often doesn't
represent the population as a whole, so the data is biased. For example, the
article “Older Adults, Minorities Underrepresented in COVID-19 Vaccine Trials’
at AARP.com points out that the vaccine trials didn't contain enough minori-
ties and older adults, leading to data bias.

> Legal: The use of COMPAS to predict the potential for recidivism is another
example of data and algorithm bias, as explained in “Injustice Ex Machina:
Predictive Algorithms in Criminal Sentencing,” at UCLA Law Review.org. The
article points out so many faws with COMPAS that the best idea might be to
start from scratch, because the software is destroying people’s lives at an
unprecedented rate.

> Hiring: The use of datasets and well-rounded algorithms supposedly reduces
the risk of bias in hiring and promoting individuals within an organization.
According to “All the Ways Hiring Algorithms Can Introduce Bias” at Harvard
Business Review.org, the opposite is too often true. The datasets become an
amplifcation of biased hiring practices within an organization or within society
as awhole.

> Other: Any time a dataset and its associated algorithms become infuenced
by bias, the outcome is less than ideal. The term machine learning fairness
presents the idea that the outcome of any analysis should correctly represent
the actual conditions within society (see “A Tutorial on Fairness in Machine
Learning” at Towards Data Science.comfor details). If the outcome of an
analysis doesn't match the result received afterward, the analysis is fawed
and the data usually receives a lion’s share of the blame.
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Dealing with data-source corruption

Even if people don’t cherry pick data or use data sources that fail to refect the
actual conditions in the world, as described in the previous section, data sources
can become corrupt. For example, when seeing product reviews on a website, you
can’t be certain that

> Real people created reviews.
> Some people haven't voted more than once.

> The person wasn't simply having an exceptionally bad (or less likely,
good) day.

> The reviews refect a fair segment of society.

In fact, the reviews are likely so biased and corrupt that believing them at all
becomes nearly impossible. Unfortunately, data-source corruption comes from
many other sources:

> A sensor might be bad, producing erroneous results.
> Avirus attack might cause data errors.

>> The database or other software contains a faw.

> Humans enter the data incorrectly into the database.

> Acts of nature, such as lightning, cause momentary glitches in data collection.

You can rely on a number of approaches to deal with all sorts of data corruption.
Storing data in the cloud tends to reduce problems associated with hardware,
weather, or other issues that cause data loss. Ensuring that you have procedures
and training in place, plus constant monitoring, can help reduce human errors.
Active administrator participation and use of Ffrewalls can reduce other sorts of
data-source corruption.

All these measures refect what you can do locally. When performing screen scrap-
ing and other techniques to obtain data from online sources, data scientists must
employ other measures to ensure that the data remains pure. Vouching for an
online source isn’t possible unless the source is vetted each time it’s used.
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Cancelling botnets with sinkholing

Botnets are coordinated groups of computers that focus on performing specifc
tasks, most of them nefarious. This short section focuses on botnets that feed a
dataset erroneous data or take over accounts to modify the account information in
certain ways. Whatever means is used, whatever the intent, botnets generally cor-
rupt or bias data in ways that cause any kind of analysis to fail. One of the best
methods for dealing with these botnets is to sinkhole them — that is, redirect
them to a location where they can’t do any harm. The Wired article ““Hacker Lexi-
con: What Is Sinkholing?”” provides techniques for performing this task.
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» Discovering the role of algorithms
in Al

» Winning games with state-space
search and min-max

» Analyzing how expert systems work

» Seeing that machine learning and
deep learning are part of Al

Chapter 3

Considering the Use of
Algorithms

ata is a game changer in Al. Advances in Al hint that for some problems,

choosing the right amount of data is more important than the right algo-

rithm. For instance, in 2001, two researchers from Microsoft, Banko and
Brill, in their memorable paper, “Scaling to Very Very Large Corpora for Natural
Language Disambiguation,” demonstrated that if you want a computer to create a
model of a language, you don’t need the smartest algorithm in town. After throw-
ing more than one billion words within context at the problem, any algorithms will
start performing incredibly well. This chapter helps you understand the relation-
ship between algorithms and the data used to make them perform useful work.

However, no matter how much data you have, you still need an algorithm to make
it useful. In addition, you must perform data analysis (a series of defnable steps),
to make data work correctly with the chosen algorithms. You don’t get to take any
shortcuts. Even though Al is intelligent automation, sometimes automation must
take a back seat to analysis. Machines that learn by themselves are in the distant
future. You won’t fnd machines that know what’s appropriate and can completely
cut any human intervention today. The second half of this chapter helps you under-
stand the role of expert systems, machine learning, deep learning, and applications
such as AlphaGo in bringing future possibilities a little closer to reality.
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An algorithm is a procedure that consists of a sequence of operations. Usually, a
computer deals with these operations by either fnding the correct solution to a
problem in a Fnite time or telling you that no solution exists. Even though people
have solved algorithms manually for literally thousands of years, doing so can
consume huge amounts of time and require many numeric computations, depend-
ing on the complexity of the problem you want to solve. Algorithms are all about
Fnding solutions, and the speedier and easier, the better. Algorithms have become
hard-coded in the intelligence of humans who devised them, and any machine
operating on algorithms cannot but refect the intelligence embedded into such
algorithmic procedures. Al provides the means to simulate the human in process-
ing and solving existing algorithms, but Al can’t replace humans or mimic human
creativity in devising new algorithms.

People tend to recognize Al when a tool presents a novel approach and interacts
with the user in a human-like way. Examples include digital assistants such as
Siri, Alexa, Cortana, and Google Assistant. However, certain other common tools,
such as GPS routers and specialized planners (like those used to avoid automotive
collisions, auto-pilot airplanes, and arrange production plans) don’t even look
like Al because they’re too common and taken for granted as they act behind the
scenes. In addition, it’s important to consider alternative forms of Al, such as
smart thermostats that control the environment based on past usage and current
environmental data, and smart garage door openers that automatically detect
when you accidentally leave the door open after you leave for work.

This is clearly the Al efect, as named and described by Pamela McCorduck, an
American author who wrote a notable history of Al, Machines Who Think, in 1979.
(The version at Amazon.com is an updated version.) The Al eFect states that peo-
ple soon forget about successful, intelligent computer programs, which become
silent actors while attention shifts to Al problems that still require resolution. The
importance of classic algorithms to Al gets overlooked, and people start fantasiz-
ing about Al created from esoteric technology, or they equate it with recent
advances, such as machine learning and deep learning.

Understanding what algorithm means

An algorithm always presents a series of steps, but it doesn’t necessarily perform
all these steps to solve a problem (some steps are optional or performed only
under specifc conditions). A group of related steps is an operation, such as the
making tea operation being composed of these steps:
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Pour water in the teapot.

Turn on the fre to heat the water in the teapot.

When water is heated, pour it in cup.

Place a teabag in the cup and steep the tea for the recommended time.
Remove teabag.

(Optional) Add sugar to tea.

(Optional) Add milk to tea.

Drink tea.

©ooNoOAWDNR

(Optional) Toss tea in sink when undrinkable. Watch sink melt.

The scope of algorithms is incredibly large. Operations may involve storing data,
exploring it, and ordering or arranging it into data structures. You can ¥nd algo-
rithms that solve problems in science, medicine, Fnance, industrial production
and supply, and communication.

All algorithms contain sequences of operations to ¥nd the correct solution to a
problem in a reasonable time (or report back if no solution is found). A subclass of
algorithms, heuristics, produce good, but not necessarily perfect, solutions when
time is more critical than fnding the perfect solution. Al algorithms distinguish
themselves from generic algorithms by solving problems whose resolution is con-
sidered typically (or even exclusively) the product of human intelligent behavior.
Al algorithms tend to deal with complex problems, which are often part of the
NP-complete class of problems (where NP is nondeterministic polynomial time)
that humans routinely deal with by using a mix of rational approach and intuition.
Here are just a few examples:

> Scheduling problems and allocating scarce resources
> Searching routes in complex physical or fgurative spaces

> Recognizing patterns in image vision (versus something like image restoration
or image processing) or sound perception

> Processing language (both text understanding and language translation)

> Playing (and winning) competitive games

NP-complete problems distinguish themselves from other algorithmic problems
because fnding a solution for them in a reasonable time frame isn’t yet possible.
NP-complete isn’t the kind of problem that you solve by trying all possible com-
binations or possibilities. Even if you had computers more powerful than those
that exist today, a search for the solution would last almost forever. In a similar
fashion, in Al, this kind of problem is called Al-complete.
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FIGURE 3-1:

A tree may look
like its physical
alternative or
have its roots
pointing upward.

Planning and branching: Trees and nodes

Planning helps you determine the sequence of actions to perform to achieve a cer-
tain goal. Deciding on the plan is a classic Al problem, and you nd examples of
planning in industrial production, resource allocation, and moving a robot inside a
room. Starting from the present state, an Al determines all the possible actions
from that state frst. Technically, it expands the current state into a number of
future states. Then it expands all the future states into their own future states, and
so on. When you can’t expand the states anymore and the Al stops the expansion,
the Al has created a state space, which is composed of whatever could happen in the
future. An Al can take advantage of a state space not just as a possible prediction
(actually, it predicts everything, though some future states are more likely than
others) but also because Al can use that state space to explore decisions it can make
to reach its goal in the best way. This process is known as the state-space search.

Working with a state space requires use of both particular data structures and
algorithms. The core data structures commonly used are trees and graphs. The
favored algorithms used to eFciently explore graphs include breadth-Ffrst search
or depth-Ffrst search.

Building a tree works in much the same way that a tree grows in the physical
world. Each item you add to the tree is a node. Nodes connect to each other using
links. The combination of nodes and links forms a structure that looks like a tree,
as shown in Figure 3-1.

Branch A Branch B

Leaf C Leaf D Leaf E Leaf F
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Trees have one root node, just like a physical tree. The root node is the starting
point for the processing you perform. Connected to the root are either branches or
leaves. A leaf node is an ending point for the tree. Branch nodes support either other
branches or leaves. The type of tree shown in Figure 3-1 is a binary tree because
each node has, at most, two connections (but trees representing state spaces can
have multiple branches).

In looking at the tree, Branch B is the child of the Root node. That’s because the
Root node appears frst in the tree. Leaf E and Leaf F are both children of Branch B,
making Branch B the parent of Leaf E and Leaf F. The relationship between nodes
is important because discussions about trees often consider the child/parent rela-
tionship between nodes. Without these terms, discussions of trees could become
quite confusing.

Extending the tree using graph nodes

A graph is a sort of a tree extension. As with trees, you have nodes that connect to
each other to create relationships. However, unlike binary trees, a graph node can
have more than one or two connections. In fact, graph nodes often have a multi-
tude of connections, and, most important, nodes can connect in any direction, not
just from parent to child. To keep things simple, though, consider the graph
shown in Figure 3-2.

Graphs are structures that present a number of nodes (or vertexes) connected by
a number of edges or arcs (depending on the representation). When you think
about a graph, think about a structure like a map, where each location on the map
is a node and the streets are the edges. This presentation difers from a tree,
where each path ends up in a leaf node. Refer to Figure 3-2 to see a graph repre-
sented. Graphs are particularly useful when Ffguring out states that represent a
sort of physical space. For instance, the GPS uses a graph to represent places and
streets.

Graphs also add a few new twists that you might not have considered. For exam-
ple, a graph can include the concept of directionality. Unlike a tree, which has
parent/child relationships, a graph node can connect to any other node with a
specifc direction in mind. Think about streets in a city. Most streets are bidirec-
tional, but some are one-way streets that allow movement in only one direction.

The presentation of a graph connection might not actually refect the realities of
the graph. A graph can designate a weight to a particular connection. The weight
could defne the distance between two points, defne the time required to traverse
the route, specify the amount of fuel used to travel the route, or provide other
sorts of information.
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Graph nodes
can connect to D
each other in

myriad ways.

A tree is nothing more than a graph in which any two vertices are connected by
exactly one path, and the tree doesn’t allow cycles (to be able to get back to the

parent from any child). Many graph algorithms apply only to trees.
TIP

Traversing the graph

Traversing a graph means to search (visit) each vertex (node) in a specifc order.
The process of visiting a vertex can include both reading and updating it. You dis-
cover unvisited vertexes as you traverse a graph. The vertex becomes discovered
(because you just visited it) or processed (because the algorithm tried all the edges
departing from it) after the search. The order of the search determines the kind of
search performed:

> Uninformed (blind search): The Al explores the state space without addi-
tional information except for the graph structure that it discovers as it
traverses it. Here are two common blind-search algorithms, which are
discussed in the sections that follow:
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Breadth-frst search (BFS): Begins at the graph root and explores every
node that attaches to the root. It then searches the next level, exploring
each level in turn until it reaches the end. Consequently, in the example
graph, the search explores from A to B and C before it moves on to explore
D. BFS explores the graph in a systematic way, exploring vertexes around
the starting vertex in a circular fashion. It begins by visiting all the vertexes
that are a single step from the starting vertex; it then moves two steps out,
then three steps out, and so on.

Depth-frst search (DFS): Begins at the graph root and then explores
every node from that root down a single path to the end. It then backtracks
and begins exploring the paths not taken in the current search path until it
reaches the root again. At that point, if other paths to take from the root
are available, the algorithm chooses one and begins the same search
again. The idea is to explore each path completely before exploring any
other path.

> Informed (heuristic): A heuristic fnds or discovers the best method of

traversing the graph based on rules of thumb (such as expert systems) or
algorithms that use low-order polynomial time. It's an educated guess about a
solution that points to the direction of a desired outcome but can't tell exactly
how to reach it. It's like being lost in an unknown city and having people tell
you a certain way to reach your hotel (but without precise instructions).
Because this search is informed (even though it isn't precise), it can also
estimate the remaining cost (time, resources, or other value that determines
which route is better in a particular instance) to go from a particular state to a
solution. Here are three common heuristic search algorithms (see the “Using
local search and heuristics” section of this chapter and Chapter 10 for more
details):

Best-frst search: An evaluation function assists in the search by deter-
mining the desirability of expanding a particular node based on the costs
of the nodes that follow. The costs of each node are stored in a queue or
other memory structure. Except for the foreknowledge of node cost, this
solution works much like a BFS or DFS.

Greedy search: Like a best-frst search, the path to follow is informed by
node costs. However, the greedy search looks only one node ahead, which
saves processing time in the evaluation function, but doesn't always
guarantee an optimal solution.

A* search: An expansion of the best-frst search which actually uses two
costs: the cost to move from the starting point to another given position in
the graph and the cost to move from that given node on the graph to the
Tnal destination.
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Playing adversarial games

The interesting thing about state-space search is that it represents both Al’s cur-
rent functionality and future opportunities. This is the case with adversarial games
(games in which one wins and the others lose) or with any similar situation in
which players pursue an objective that conFicts with the goals of others. A simple
game like tic-tac-toe presents a perfect example of a space search game that you
may already have seen an Al play. In the 1983 fIm WarGames, the supercomputer
WOPR (War Operation Plan Response) plays against itself at a blazing speed, yet it
cannot win because the game is indeed simple, and if you use a state-space search,
you won’t ever lose.

You have nine cells to Fll with X’s and O’s for each player. The Frst one to place
three marks in a row (horizontal, vertical, or diagonal) wins. When building a
state-space tree for the game, each level of the tree represents a game turn. The
end nodes represent the Fnal board state and determine a victory, draw, or defeat
for the Al. Every terminal node has a higher score for winning, lower for drawing,
and even lower or negative for losing. The Al propagates the scores to the upper
nodes and branches using summation until reaching the starting node. The start-
ing node represents the actual situation. Using a simple strategy enables you to
traverse the tree: When it’s Al’s turn and you have to propagate the values of
many nodes, you sum the maximum value (presumably because Al has to get the
maximum result from the game); when it’s the adversary’s turn, you sum the
minimum value instead. In the end, you get a tree whose branches are qualifed by
scores. When it’s the Al’s turn, it chooses its move based on the branch whose
value is the highest because it implies expanding nodes with the highest possibil-
ity to win. Figure 3-3 shows a visual example of this strategy.

This approach is called the min-max approximation. Ronald Rivest, from the
computer science laboratory at MIT, introduced it in 1987 (you can read his paper
at https://people.csail.mit.edu/rivest/pubs/Riv87c.pdf). Since then, this
algorithm and its variants have powered many competitive games, along with
recent game-playing advances, such as AlphaGo from Google DeepMind, which
uses an approach that echoes the min-max approximation (which is also found in
the WarGames flm of 1983).

Sometimes you hear about alpha-beta pruning as connected to min-max approx-
imation. Alpha-beta pruning is a smart way to propagate values up the tree hierar-
chy in complex state spaces limiting computations. Not all games feature compact
state-space trees; when your branches are in the number of millions, you need to
prune them and shorten your calculations.
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FIGURE 3-3:

A glance at
min-max
approximation in
a tic-tac-toe
game.
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X wins Draw

Using local search and heuristics

A lot goes on behind the state-space search approach. In the end, no machine, no
matter how powerful, can enumerate all the possibilities that spring from a com-
plex situation. This section continues with games because they’re predictable and
have fxed rules, whereas many real-world situations are unpredictable and lack
clear rules, making games an optimistic and favorable setting.

Checkers, a relatively simple game compared to chess or Go, has 500 billion billion
(500,000,000,000,000,000,000) possible board positions, a number which,
according to computations by the mathematicians at Hawaii University, equates
to all the grains of sand on Earth. It’s true that fewer moves are possible as a game
of checkers progresses. Yet the number to potentially evaluate at each move is too
high. It took 18 years using powerful computers (see “Checkers Solved™ at Scien-
ceNetLinks.com) to compute all 500 billion billion possible moves. Just imagine
how long it could take on a consumer’s computer to work out even a smaller sub-
set of moves. To be manageable, it should be a very small subset of all the poten-
tial moves.

Optimization using local search and heuristics helps by using constraints to limit
the beginning number of possible evaluations (as in alpha pruning, where some
computations are left out because they don’t add anything to the search success).
Local search is a general problem-solving approach that comprises a large range of
algorithms that help you escape the exponential complexities of many NP
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problems. A local search starts from your present situation or an imperfect prob-
lem solution and moves away from it, a step at a time. A local search determines
the viability of nearby solutions, potentially leading to a perfect solution, based on
random choice or an astute heuristic (which means that no exact method is
involved).

Local search algorithms iteratively improve from a starting state, moving one step
at a time through neighboring solutions in the state space until they can’t improve
the solution any further. Because local search algorithms are so simple and intu-
itive, designing a local search approach for an algorithmic problem isn’t di-¥cult;
making it eFective is usually harder. The key is defning the correct procedure:

1. startwithan existing situation (it could be the present situation or a random or
known solution).

2. search for a set of possible new solutions within the current solution's
neighborhood, which constitutes the candidates’ list.

3. Determine which solution to use in place of the current solution based on the
output of a heuristic that accepts the candidates’ list as input.

4. continue performing Steps 2 and 3 until you see no further solution improve-
ment, which means that you have the best solution available.

Although easy to design, local search solutions may not fnd a solution in a rea-
sonable time (you can stop the process and use the current solution) or produce a
minimum-quality solution. You have no guarantee that a local search will arrive
at a problem solution, but your chances do improve from the starting point when
you provide enough time for the search to run its computations. It stops only after
it can’t fnd any further way to improve the solution. The secret is to determine
the right neighborhood to explore. If you explore everything, you’ll fall back to an
exhaustive search, which implies an explosion of possibilities to explore and test.

Relying on a heuristic limits where you look based on a rule of thumb. Sometimes
a heuristic is randomness, and such a solution, in spite of being a nonintelligent
approach, can work Fne. Few people, for instance, know that Roomba, the auton-
omous robotic vacuum cleaner created by three MIT graduates (see an example,
iRobot Roomba, at Amazon.com), initially didn’t plan its cleaning path but simply
roamed around randomly. Yet it was considered a smart device by its owners and
did an excellent cleaning job. (Intelligence is actually in the idea of using random-
ness to solve a problem that is otherwise too complex.)
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Random choice isn’t the only heuristic available. A local search can rely on more
reasoned exploration solutions using well-devised heuristics to get directions:

> Hill climbing: Relies on the observation that as a ball rolls down a valley, it
takes the steepest descent. When it climbs a hill, a ball tends to take the most
direct upward direction to reach the top, which is the one with the greatest
inclination. The Al problem, therefore, is seen as a descent to a valley or an
ascent to a mountaintop, and the heuristic is any rule that hints at the best
downhill or uphill approach among the possible states of the state space. It's
an efective algorithm, though sometimes it gets stuck in situations known as
plateaus (intermediate valleys) and peaks (local maximum points).

> Twiddle (coordinate descent algorithms): Similar to hill-climbing algo-
rithms, but it explores all possible directions. It concentrates the search in the
direction of the neighborhood that works best. As it does so, it calibrates its
step, slowing down as it fnds the discovery of better solutions difcult, until it
reaches a stop.

> Simulated annealing: Takes its name from a metallurgical technique that
heats metal and then slowly cools it to soften the metal for cold working and
to remove crystalline defects (see “Heat Treatment of Steels & Metals” at
Bright Hub Engineering.com for details). Local search replicates this technique
by viewing the solution search as an atomic structure that changes to improve
its workability. The temperature is the game changer in the optimization
process. Just as high temperatures make the structure of a material relax
(solids melt and liquids evaporate at high temperatures), so high tempera-
tures in a local search algorithm induce relaxation of the objective function,
allowing it to prefer worse solutions to better ones. Simulated annealing
modifes the hill-climbing procedure, keeping the objective function for
neighbor solution evaluation, but allowing it to determine the search solution
choice in a diferent way.

> Taboo search: Uses memorization to remember which parts of the neighbor-
hood to explore. When it seems to have found a solution, it tends to try to
retrace to other possible paths that it didn't try in order to ascertain the best
solution.

Using measures of direction (upward, downward) or temperature (controlled ran-
domness), or simply restricting or retracing part of the search are all ways to
efFectively avoid trying everything and concentrating on a good solution. Con-
sider, for instance, a robot walking. Guiding a robot in an unknown environment
means avoiding obstacles to reach a specifc target. It’s both a fundamental and
challenging task in artifcial intelligence. Robots can rely on laser rangefnder
(lidar) or sonar (which involves devices that use sound to see their environment)
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REMEMBER

> A large set of rules and possibilities: The number of possible frauds is
incredibly high; many diseases have similar symptoms.

> Missing information: Fraudsters can conceal information; doctors often rely
on incomplete information (examinations may be missing).

> Problem rules aren’t immutable: Fraudsters discover new ways to arrange
swindles or frauds; new diseases arise or are discovered.

To solve such problems, you can’t use a predetermined approach, but rather need
a Fexible approach and must accumulate useful knowledge to face any new chal-
lenge. In other words, you continue learning, as humans do throughout their lives
to cope with a changing and challenging environment.

Leveraging expert systems

Expert systems, a system of using rules to make decisions, were the Frst attempt to
escape the realm of hard-coded algorithms and create more Fexible and smart
ways to solve real-life problems. The idea at the core of expert systems was simple
and well suited at a time when storing and dealing with lots of data in computer
memory was still costly. It may sound strange today, but in the 1970s, Al scientists
such as Ross Quillian had to demonstrate how to build working language models
based on a vocabulary of only 20 words, because computer memory of the time
could hold only that much. Few options were available if a computer couldn’t hold
all the data, and a solution was to deal with key problem information and obtain
it from humans who knew it best.

Expert systems were experts not because they based their knowledge on their own
learning process, but rather because they collected it from human experts who
provided a predigested system of key information taken from studying books,
learning from other experts, or discovering it by themselves. It was basically a
smart way to externalize knowledge into a machine.

MYCIN: A beginning expert system

An example of one of the Frst systems of this kind is MYCIN, a system to diagnose
blood-clotting diseases or infections caused by bacteria, such as bacteremia (when
bacteria infect the blood) and meningitis (infammation of the membranes that
protect the brain and spinal cord). MYCIN recommended the right dosage of anti-
biotics by using well over 500 rules, and it relied, when needed, on the doctor
using the system. When there wasn’t enough information — for instance, lab
tests were missing — MYCIN then started a consultative dialogue by asking rele-
vant questions to reach a confdent diagnosis and therapy.
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Written in Lisp as a doctoral dissertation by Edward Shortlife at Stanford Univer-
sity, MYCIN took more than Fve years to complete, and it performed better than
any junior doctor, reaching the elevated diagnosis accuracy of an experienced
doctor. It came from the same laboratory that devised DENDRAL, the Frst expert
system ever created, a few years before. DENDRAL, which specializes in organic
chemistry, is a challenging application in which brute-force algorithms proved
unfeasible when faced with human-based heuristics that rely on ¥eld
experience.

As for MYCIN’s success, some issues arose. First, the terms of responsibility were
unclear. (If the system were to provide a wrong diagnosis, who took responsibil-
ity?) Second, MYCIN had a usability issue because the doctor had to connect to
MYCIN by using a remote terminal to the mainframe in Stanford, something quite
difFcult and slow at a time when the Internet was still at its infancy. MYCIN still
proved its eFcacy and usefulness in supporting human decisions, and it paved the
way for many other expert systems that proliferated later in the 1970s and 1980s.

The components of expert systems

Generally, expert systems of the time were made of two distinct components:
knowledge base and inference engine. The knowledge base retains knowledge as a
collection of rules in the form of if-then statements (with if involving one or mul-
tiple conditions and then involving conclusion statements). These statements
occurred in a symbolic form, diferentiating between instances, (single events or
facts), classes, and subclasses, which could all be manipulated using Boolean logic
or sophisticated Frst-order logic, which comprises more possible operations.

First-order logic is a set of operations that goes beyond simply being bound to
combine TRUE and FALSE assertions. For instance, it introduces concepts such as
FOR ALL or THERE EXIST, allowing you to deal with statements that may be true
but cannot be proved by the evidence you have at hand at that moment. You can
read and discover more about this form of logic starting from this article at Tech-
Target.com, “First-order logic” (requires registration) or another one of the same
title at Wikipedia.org (possibly less accurate and complete).

The inference engine is a set of instructions that tell the system how to manipulate
the conditions based on Boolean logic set of operators such as AND, OR, NOT.
Using this logic set, TRUE or FALSE symbolic conditions could combine into
complex reasoning. (When TRUE, a rule is triggered or, technically, “fred”’; when
FALSE, the rule doesn’t apply.)

Because the system was made at the core of a series of ifs (conditions) and thens
(conclusions), and was nested and structured in layers, acquiring initial informa-
tion helped rule out some conclusions while also helping the system interact with
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the user concerning information that could lead to an answer. When dealing with
the inference engine, common operations by the expert systems were as follows:

> Forward chaining: Available evidence triggered a series of rules and excluded
others at each stage. The system initially concentrated on rules that could
trigger an end conclusion by fring. This approach is clearly data driven.

> Backward chaining: The system evaluates every possible conclusion and
tries to prove each of them on the basis of the evidence available. This
goal-driven approach helps determine which questions to pose and excludes
entire sets of goals. MYCIN, described previously, used backward chaining;
progressing from hypothesis backward to evidence is a common strategy in
medical diagnosis.

> Confict resolution: If a system reaches more than one conclusion at the
same time, the system favors the conclusion that has certain characteristics
(in terms of impact, risk, or other factors). Sometimes the system consults the
user and the resolution is realized based on user evaluations. For instance,
MYCIN used a certainty factor that estimated the probability of diagnosis
exactness.

One great advantage of such systems was to represent knowledge in a human-
readable form, rendering the decision-making process transparent. If the system
reaches a conclusion, it returns the rules used to reach that conclusion. The user
can systematically review the work of the system and agree or review it for signs
of input error. Moreover, expert systems were easy to program using languages
such as Lisp, Prolog, or ALGOL. Users improved expert systems over time by add-
ing new rules or updating existing rules. They could even be made to work through
uncertain conditions by applying fuzzy logic, a kind of multivalued logic in which a
value can contain anything between 0, or absolutely false, and 1, or absolutely true
(see ““Artifcial Intelligence — Fuzzy Logic Systems” at TutorialsPoint.com for
additional details). Fuzzy logic avoids the abrupt steps of triggering a rule based
on a threshold. For instance, if a rule is set to trigger when the room is hot, the
rule is not triggered at an exact temperature but rather when the temperature is
around that threshold.

Expert systems witnessed their twilight at the end of the 1980s, and their devel-
opment stopped, mostly for the following reasons:

> The logic and symbolism of such systems proved limited in expressing the
rules behind a decision, leading to the creation of custom systems, that is,
falling back again on hard-coding rules with classical algorithms.
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> For many challenging problems, expert systems became so complex and
intricate that they lost their appeal in terms of feasibility and economic cost.

> Because data was becoming more difuse and available, it made little sense to
struggle to carefully interview, gather, and distill rare expert knowledge when
the same (or even better) knowledge could be sifted from data.

Expert systems still exist. You can fnd them used in credit scoring, fraud detec-
tion, and other Ffelds with the imperative to not just provide an answer but also
clearly and transparently state the rules behind the decision in a way that the
system user deems acceptable (as a subject expert would do). In addition, they’re
used in situations for which other forms of Al are too slow, such as some self-
driving car applications (see “Expert Systems and Al Self-Driving Cars: Crucial
Innovative Techniques™ at aitrends.com for details).

Introducing machine learning

Solutions capable of learning directly from data without any predigestion to ren-
der it as symbols arose a few decades before expert systems. Some were statistical
in nature; others imitated nature in diFferent ways; and still others tried to gen-
erate autonomously symbolic logic in the form of rules from raw information. All
these solutions derived from diferent schools and appeared under diferent
names that today comprise machine learning. Machine learning is part of the world
of algorithms, although, contrary to the many algorithms discussed so far, it’s not
intended as a series of predefned steps apt to solve a problem. As a rule, machine
learning deals with problems that humans don’t know how to detail into steps,
but that humans naturally solve. An example of such a problem is recognizing
faces in images or certain words in a spoken discussion. Machine learning is men-
tioned in almost every chapter of this book, but Chapters 9 to 11 are devoted to
disclosing how major machine learning algorithms work, especially deep learn-
ing, which is the technology powering the new wave of Al applications that reaches
the news headlines almost every day.

Touching new heights

The role of machine learning in the new wave of Al algorithms is to in part replace,
in part supplement, existing algorithms. Machine learning works with activities
that require intelligence from a human point of view but that aren’t easy to for-
malize as a precise sequence of steps. A clear example of this role is the mastery
displayed by a Go expert that, at a glance, understands the threats and opportuni-
ties of a board confguration and intuitively grasps the right moves. (Read the
history of Go at https://www._usgo.org/brief-history-go.)
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Go is an incredibly complex game for an Al. Chess has an average of 35 possible
moves to evaluate in a board, and a game usually spans more than 80 moves,
while a game of Go has about 140 moves to evaluate, and a game usually spans
more than 240 moves. No computational power presently exists in the world to
create a complete state space for a game of Go. Google’s DeepMind team in Lon-
don developed AlphaGo, a program that has defeated a number of top-ranked Go
players (see https://deepmind.com/research/alphago/ and https://www.
kdnuggets.com/2020/05/deepmind-gaming-ai-dominance.html). The program
doesn’t rely on an algorithmic approach based on searching an immense state
space, but instead uses the following:

> A smart-search method based on random tests of a possible move. The Al
applies a DFS multiple times to determine whether the frst outcome found is
a positive or negative one (an incomplete and partial state space).

> A deep-learning algorithm processes an image of the board (at a glance) and
derives both the best possible move in that situation (the algorithm is called
the policy network) and an estimate of how likely the Al is to win the game
using that move (the algorithm is called the value network).

> A capability to learn by seeing past games by Go experts and by playing
against itself. One version of the program, called AlphaGo Zero, can learn all
by itself, without any human examples (see https://deepmind.com/blog/
alphago-zero-learning-scratch/). This learning capability is called
reinforcement learning.
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Pioneering Specialized
Hardware
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n Chapter 1, you discover that one of the reasons for the failure of early Al

eforts was a lack of suitable hardware. The hardware just couldn’t perform

tasks quickly enough for even mundane needs, much less something as com-
plex as simulating human thought. This issue is described at some length in the
movie The Imitation Game (see the description at Amazon.com), in which Alan
Turing Fnally cracked the Enigma code by cleverly looking for a particular phrase,
“Heil Hitler,” in each message. Without that particular faw in the way that oper-
ators used the Enigma, the computer equipment that Turing used would never
have worked fast enough to solve the problem (and the movie had no small amount
of griping about the matter). If anything, the historical account — what little of it
is fully declassifed — shows that Turing’s problems were more profound than
the movie expressed (see ““Cracking the Uncrackable at ScienceABC.com for
details). Fortunately, standard, oF-the-shelf hardware can overcome the speed
issue for many problems today, which is where this chapter begins.

To truly begin to simulate human thought requires specialized hardware, and
even the best specialized hardware isn’t up to the task today. Almost all standard
hardware relies on the von Neumann architecture (the von Neumann computer
model is explained at c-jump.com), which separates memory from computing,
creating a wonderfully generic processing environment that just doesn’t work
well for some kinds of algorithms because the speed of the bus between the
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processor and memory creates a von Neumann bottleneck. The second part of this
chapter helps you understand the various methods used to overcome the von Neu-
mann bottleneck so that complex, data-intensive algorithms run faster.

Even with custom hardware specially designed to speed computations, a machine
designed to simulate human thought can run only as fast as its inputs and outputs
will allow. Consequently, people are working to create a better environment in
which the hardware can operate. This need can be addressed in a number of ways,
but this chapter looks at two: enhancing the capabilities of the underlying hard-
ware, and using specialized sensors. These changes to the hardware environment
work well, but as the following material explains, it still isn’t enough to build a
human brain.

Ultimately, hardware is useless, even with enhancements, if the humans who rely
on it can’t interact with it eFectively. The Fnal sections of this chapter describe
techniques for making those interactions more e®cient. Of special importance
now is the use of Deep Learning Processors (DLPs), which are designed specif-
cally to work with deep learning algorithms. However, there are also more mun-
dane approaches that are simply the result of the combination of enhanced output
and clever programming. Just as Alan Turing used a trick to make his computer
seemingly do more than it was able to do, these techniques make modern com-
puters look like miracle workers. In fact, the computer understands nothing; all
the credit goes to the persons who program the computer.

on Standard Hardware

Most Al projects that you create will at least begin with standard hardware because
modern oF-the-shelf components actually provide signifcant processing power,
especially when compared to components from the 1980s when Al frst began to
produce usable results. Consequently, even if you can’t ultimately perform
production-level work by using standard hardware, you can get far enough along
with your experimental and preproduction code to create a working model that
will eventually process a full dataset.

Understanding the standard hardware

The architecture (structure) of the standard PC hasn’t changed since John von
Neumann Frst proposed it in 1946 (see the article ““John von Neumann: The Father
of the Modern Computer” at https://www._maa.org/external_archive/devlin/
devlin_12_03.html for details). Reviewing the history at https://lennartb.
home.xs4all.nl/coreboot/col2.html shows you that the processor connects to
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memory and peripheral devices through a bus in PC products as early as 1981 (and
long before). All these systems use the von Neumann architecture because this
architecture provides signifcant benefts in modularity. Reading the history tells
you that these devices allow upgrades to every component as individual decisions,
allowing increases in capability. For example, within limits, you can increase the
amount of memory or storage available to any PC. You can also use advanced
peripherals. However, all these elements connect through a bus.

That a PC becomes more capable doesn’t change the facts of its essential architec-
ture. So, the PC you use today has the same architecture as devices created long
ago; they’re simply more capable. In addition, the form factor of a device doesn’t
aFfect its architecture, either. The computers in your car rely on a bus system for
connectivity that directly relies on the von Neumann architecture. (Even if the
kind of bus is diFferent, the architecture is the same.) Lest you think any device
remains unafected, look at the block diagram for a Blackberry at http://
mobi lesaudi .blogspot.com/2011/10/all-blackberry-schematic-complete.
html. It, too, relies on a von Neumann setup. Consequently, almost every device
you can conceive of today has a similar architecture, despite having diferent form
factors, bus types, and essential capabilities.

Describing standard hardware defciencies

The ability to create a modular system does have signifcant benefts, especially in
business. The ability to remove and replace individual components keeps costs
low while allowing incremental improvements in both speed and e¥ciency. How-
ever, as with most things, there is no free lunch. The modularity provided by the
von Neumann architecture comes with some serious defciencies:

> von Neumann bottleneck: Of all the defciencies, the von Neumann
bottleneck is the most serious when considering the requirements of
disciplines such as Al, machine learning, and even data science. You can fnd
this particular defciency discussed in more detail in the “Considering the von
Neumann bottleneck” section, later in this chapter.

> Single points of failure: Any loss of connectivity with the bus necessarily
means that the computer fails immediately, rather than gracefully. Even in
systems with multiple processors, the loss of a single processor, which should
simply produce a loss of capability, instead inficts complete system failure.
The same problem occurs with the loss of other system components: Instead
of reducing functionality, the entire system fails. Given that Al often requires
continuous system operation, the potential for serious consequences
escalates with the manner in which an application relies on the hardware.
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> Single-mindedness: The von Neumann bus can either retrieve an instruction
or retrieve the data required to execute the instruction, but it can't do both.
Consequently, when data retrieval requires several bus cycles, the processor
remains idle, reducing its ability to perform instruction-intensive Al tasks
even more.

> Tasking: When the brain performs a task, a number of synapses fre at one
time, allowing simultaneous execution of multiple operations. The original von
Neumann design allowed just one operation at a time, and only after the
system retrieved both the required instruction and data. Computers today
typically have multiple cores, which allow simultaneous execution of opera-
tions in each core. However, application code must specifcally address this
requirement, so the functionality sometimes remains unused.

EXAMINING THE HARVARD ARCHITECTURE
DIFFERENCE

You may encounter the Harvard architecture during your hardware travels because
some systems employ a modifed form of this architecture to speed processing. Both
the von Neumann architecture and Harvard architecture rely on a bus topology.
However, when working with a von Neumann architecture system, the hardware relies
on a single bus and a single memory area for both instructions and data, whereas the
Harvard architecture relies on individual buses for instructions and data, and can use
separate physical memory areas (see the comparison in “Diference between Von
Neumann and Harvard Architecture” at GeeksforGeeks . org). The use of individual
buses enables a Harvard architecture system to retrieve the next instruction while wait-
ing for data to arrive from memory for the current instruction, thereby making the
Harvard architecture both faster and more e fcient. However, reliability sufers because
now you have two failure points for each operation: the instruction bus and the

data bus.

Microcontrollers, such as those that power your microwave, often use the Harvard
architecture. In addition, you might fnd it in some unusual places for a specifc reason.
The iPhone and Xbox 360 both use modifed versions of the Harvard architecture that
rely on a single memory area (rather than two), but still rely on separate buses. The rea-
son for using the architecture in this case is Digital Rights Management (DRM). You can
make the code area of memory read-only so that no one can modify it or create new
applications without permission. From an Al perspective, this can be problematic
because one of an Al's capabilities is to write new algorithms (executable code) as
needed to deal with unanticipated situations. Because PCs rarely implement a Harvard
architecture in its pure form or as its main bus construction, the Harvard architecture
doesn't receive much attention in this book.
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Relying on new computational techniques

Reading literature about how to perform tasks using Al can feel like you’re seeing
a marketer on TV proclaiming, “It’s new! It’s improved! It’s downright dazzling!”’
So it shouldn’t surprise you much that people are always coming up with ways to
make the Al development experience faster, more precise, and better in other
ways. The problem is that many of these new techniques are untested, so they
might look great, but you have to think about them for a while.

One way around the various issues surrounding Al computational speed is to cre-
ate new techniques for performing tasks. Although many data scientists rely on
the Graphical Processing Unit (GPU) to speed execution of complex code, the arti-
cle “The startup making deep learning possible without specialized hardware” at
MIT Technology Review.com describes another approach, based on a product
called Neural Magic (https://neuralmagic.com), which essentially compresses
data to make a CPU more e¥Fcient. Neural Magic also keeps costs lower than using
specialized hardware. (The more specialized the hardware, the higher the costs.)

Reading the fne print with any new technology is always important, however, and
this is the case with Neural Magic. The process for using the Neural Magic approach
still involves training the model on hardware robust enough to perform the task,
which usually means relying on GPUs. In addition, you now take the additional
step of converting the model using Neural Magic to run on a standard CPU. So, the
Neural Magic approach really isn’t an option for someone who is experimenting.
Anyone using Neural Magic already has a well-developed application and simply
wants to run it on a low-cost machine. In addition, Neural Magic is currently used
only for computer vision tasks (for which the computer relies on cameras to capture
images and then interprets those images mathematically to do things like catego-
rize objects), which is a somewhat smallish part of Al as a whole.

The advantage of using the Neural Magic approach is that an organization can buy
just a few high-cost machines to perform research and create an application. It
can then run the resulting application on as many low-cost systems as needed to
satisfy user requirements. The big payo¥ is that these systems need not rely on
desktop technology, but can use mobile devices as well, so the application can run
anywhere. Consequently, this is a valuable approach within the limits of the tech-
nology it currently uses.

Another new approach relies on using hash tables instead of matrices to model
problems. According to the “CPU algorithm trains deep neural nets up to 15 times
faster than top GPU trainers™ article at TechXplore.com, the Sub-Linear Deep
Learning Engine (SLIDE) can train models using commodity processors rather
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than using GPUs. Beside using hash tables in place of matrix multiplication, using
SLIDE also eliminates some of the more wasteful elements of training a model
(see the KD-nuggets.com article “Deep Learning Breakthrough: a sub-linear deep
learning algorithm that does not need a GPU?’). The problem with this new
approach (as with many new approaches) is that it requires a complete change in
how tasks are performed. Obviously, organizations won’t be happy about throw-
ing out millions of dollars in existing development to try something new. The
white paper “SLIDE : In Defense of Smart Algorithms over Hardware Acceleration
for Large-Scale Deep Learning Systems” at arXiv.org provides a more formal dis-
cussion of this new methodology.

CONSIDERING ALAN TURING'S
BOMBE MACHINE

Alan Turing’'s Bombe machine wasn't any form of Al. In fact, it isn’'t even a real computer.
It broke Enigma cryptographic messages, and that's it. However, it did provide food for
thought for Turing, which eventually led to a paper entitled “Computing Machinery and
Intelligence.” Turing published that paper, which describes the imitation game, in the
1950s (The Imitation Game movie is a depiction of the events surrounding the creation of
this game). However, the Bombe itself was actually based on a Polish machine called
the Bomba.

Even though some sources imply that Alan Turing worked alone, the Bombe was pro-
duced with the help of many people, most especially Gordon Welchman. Turing also
didn't spring from a vacuum, ready-made to break German encryption. His time at
Princeton was spent with greats like Albert Einstein and John von Neumann (who would
go on to invent the concept of computer software). The papers Turing wrote inspired
these other scientists to experiment and see what is possible.

Specialized hardware of all sorts will continue to appear as long as scientists are writing
papers, bouncing ideas of of each other, creating new ideas of their own, and experi-
menting. When you see movies or other media, assuming that they're historically accu-
rate at all, don't leave with the feeling that these people just woke up one morning,
proclaimed, “Today, | will be brilliant!” and went on to do something marvelous.
Everything builds on something else, so history is important because it helps show the
path followed and illuminates other promising paths — those not followed.
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Using GPUs

After creating a prototypical setup to perform the tasks required to simulate
human thought on a given topic, you may need additional hardware to provide
sufFcient processing power to work with the full dataset required of a production
system. Many ways are available to provide such processing power, but a common
way is to use Graphic Processing Units (GPUs) in addition to the central processor
of a machine. The following sections describe the problem domain that a
GPU addresses, what precisely the term GPU means, and why a GPU makes pro-
cessing faster.

Considering the von Neumann bottleneck

The von Neumann bottleneck is a natural result of using a bus to transfer data
between the processor, memory, long-term storage, and peripheral devices. No
matter how fast the bus performs its task, overwhelming it — that is, forming a
bottleneck that reduces speed — is always possible. Over time, processor speeds
continue to increase while memory and other device improvements focus on
density — the capability to store more in less space. Consequently, the bottleneck
becomes more of an issue with every improvement, causing the processor to
spend a lot of time being idle.

Within reason, you can overcome some of the issues that surround the von Neu-
mann bottleneck and produce small, but noticeable, increases in application
speed. Here are the most common solutions:

> Caching: When problems with obtaining data from memory fast enough with
the von Neumann architecture became evident, hardware vendors quickly
responded by adding localized memory that didn't require bus access. This
memory appears external to the processor but as part of the processor
package. High-speed cache is expensive, however, so cache sizes tend
to be small.

> Processor caching: Unfortunately, external caches still don't provide enough
speed. Even using the fastest RAM available and cutting out the bus access
completely doesn't meet the processing capacity needs of the processor.
Consequently, vendors started adding internal memory — a cache smaller
than the external cache, but with even faster access because it's part of the
processor.
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> Prefetching: The problem with caches is that they prove useful only when
they contain the correct data. Unfortunately, cache hits prove low in applica-
tions that use a lot of data and perform a wide variety of tasks. The next step
in making processors work faster is to guess which data the application will
require next and load it into a cache before the application requires it.

> Using specialty RAM: You can get buried by RAM alphabet soup because
there are more kinds of RAM than most people imagine. Each kind of RAM
purports to solve at least part of the von Neumann bottleneck problem, and
they do work — within limits. In most cases, the improvements revolve
around the idea of getting data from memory and onto the bus faster. Two
major (and many minor) factors afect speed: memory speed (how fast the
memory moves data) and latency (how long it takes to locate a particular piece
of data). You can read more about memory and the factors that afect itin
“Diferent RAM Types and its uses” at Computer Memory Upgrade.net.

As with many other areas of technology, hype can become a problem. For exam-
ple, multithreading, the act of breaking an application or other set of instructions
into discrete execution units that the processor can handle one at a time, is often
touted as a means to overcome the von Neumann bottleneck, but it doesn’t actu-
ally do anything more than add overhead (making the problem worse). Multi-
threading is an answer to another problem: making the application more e®cient.
When an application adds latency issues to the von Neumann bottleneck, the
entire system slows. Multithreading ensures that the processor doesn’t waste yet
more time waiting for the user or the application, but instead has something to do
all the time. Application latency can occur with any processor architecture, not
just the von Neumann architecture. Even so, anything that speeds the overall
operation of an application is visible to the user and the system as a whole.

Defning the GPU

The original intent of a GPU was to process image data quickly and then display
the resulting image onscreen. During the initial phase of PC evolution, the CPU
performed all the processing, which meant that graphics could appear slowly
while the CPU performed other tasks. During this time, a PC typically came
equipped with a display adapter, which contains little or no processing power.
A display adapter merely converts the computer data into a visual form. In fact,
using just one processor proved almost impossible after the PC moved past text-
only displays or extremely simple 16-color graphics. However, GPUs didn’t really
make many inroads into computing until people began wanting 3D output. At this
point, a combination of a CPU and a display adapter simply couldn’t do the job.
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A frst step in this direction was taken by systems such as the Hauppauge
4860 (see details at Geekdot.com), which included a CPU and a special graphics
chip (the 80860, in this case) on the motherboard. The 80860 has the advantage
of performing calculations extremely fast (see ““Intel 80860 (i860) CPU family” at
CPU-World.com for details). Unfortunately, these multiprocessor, asynchronous
systems didn’t quite meet the expectations that people had for them (although
they were incredibly fast for systems of the time) and they proved extremely
expensive. Plus, there was the whole issue of writing applications that included
that second (or subsequent) chip. The two chips also shared memory (which was
abundant for these systems).

A GPU moves graphics processing from the motherboard to the graphics periph-
eral board. The CPU can tell the GPU to perform a task, and then the GPU deter-
mines the best method for doing so independently of the CPU. A GPU has a separate
memory, and the data path for its bus is immense. In addition, a GPU can access
the main memory for obtaining data needed to perform a task and to post results
independently of the CPU. Consequently, this setup makes modern graphics dis-
plays possible.

However, what really sets a GPU apart is that a GPU typically contains hundreds
or thousands of cores (see the article about supercharged computing at NVIDIA.
com), contrasted with just a few cores for a CPU. (Eight cores is about the best that
you get, even with the newer i9 processor, described in ““11th Generation Intel
Core i9 Processors” at Intel.com. According to the NVIDIA blog post at https://
developer.nvidia.com/blog/nvidia-ampere-architecture-in-depth/, an
A100 GPU can host up to 80GB of RAM and has up to 8,192 FP32 (single-precision
Foating-point format) CUDA (Compute Unifed Device Architecture) Cores per full
GPU. CUDA is a parallel computing platform and Application Programming Inter-
face (API) developed by NVIDIA. Even though the CPU provides more general-
purpose functionality, the GPU performs calculations incredibly fast and can move
data from the GPU to the display even faster. This ability is what makes the
special-purpose GPU a critical component in today’s systems.

Considering why GPUs work well

As with the 80860 chip described in the previous section, the GPUs today excel at
performing the specialized tasks associated with graphics processing, including
working with vectors. All those cores performing tasks in parallel really speed Al
calculations. For example, they’re indispensable in creating compute-intensive Al
models, like the Generative Adversarial Networks (GANs) that perform tasks like
the ones described in the ““18 Impressive Applications of Generative Adversarial
Networks (GANSs)™” article at Machine Learning Mastery.com.
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In 2011, the Google Brain Project (https://research.google.com/teams/brain/)
trained an Al to recognize the diFference between cats and people by watching
movies on YouTube. However, to make this task work, Google used 2,000 CPUs in
one of Google’s giant data centers. Few people would have the resources required
to replicate Google’s work.

On the other hand, Bryan Catanzaro (NVIDIA’s research team) and Andrew Ng
(Stanford) were able to replicate Google’s work using a set of 12 NVIDIA GPUs (see
the ““Accelerating Al with GPUs: A New Computing Model”” post at the NVIDIA.com
blog for details). After people understood that GPUs could replace a host of com-
puter systems stocked with CPUs, they could start moving forward with a variety
of Al projects. In 2012, Alex Krizhevsky (Toronto University) won the ImageNet
computer image recognition competition using GPUs. In fact, a number of
researchers have now used GPUs with amazing success (see “The 9 Deep Learning
Papers You Need To Know About” at https://adeshpande3.github.io/
The-9-Deep-Learning-Papers-You-Need-To-Know-About.html for details).

Working with Deep Learning
Processors (DLPs)

76

Researchers engage in a constant struggle to discover better ways to train, verify,
and test the models used to create Al applications. One of those ways is to use new
computing techniques, as described in the ““Relying on new computational tech-
niques” section, earlier in this chapter. Another way is to throw more processing
power at the problem, such as by using a GPU.

However, a GPU is benefcial only because it can perform matrix manipulation
quickly, and on a massively parallel level. Otherwise, using a GPU can create prob-
lems as well, as discussed in the “Using GPUs” section of the chapter. So, the
search for something better is ongoing, and you can ¥nd a veritable alphabet soup
of processor types described on sites such as Primo.ai, with this page: ““Processing
Units - CPU, GPU, APU, TPU, VPU, FPGA, QPU.” This resource page will acquaint
you with all of the current processor types. However, you should start with the
overview provided in the following sections because it’s easy to get mired in the
quicksand of too many options (and then your head explodes).

Defning the DLP

A Deep Learning Processor (DLP) is simply a specialized processor that provides
some advantages in training, verifying, testing, and running Al applications. They
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try to create an environment in which Al applications run quickly even on smaller
or less capable devices. Most DLPs follow a similar pattern by providing

> Separate data and code memory areas
> Separate data and code buses

> Specialized instruction sets

> Large on-chip memory

> Large bufers to encourage data reuse patterns

In 2014, Tianshi Chen (and others) proposed the frst DLP, called DianNoa (Chi-
nese for electric brain), in a white paper at http://novel.ict.ac.cn/ychen/pdf/
DianNao.pdf. Of course, a Frst attempt is never good enough, so there is a whole
family of DianNoa chips: DaDianNao, ShiDianNao, and PuDianNao (and possibly
others).

Since these Frst experiments with DLPs, the number and types of DLPs have
soared, but most of these endeavors are currently part of university research
eforts. The exceptions are the Neural Processing Unit (NPU) created by Huawei
(https://developer._huawei .com/consumer/en/doc/2020314) and Samsung
(https://news.samsung.com/global/samsung-electronics-introduces-
a-high-speed-low-power-npu-solution-for-ai-deep-learning) for mobile
devices, and the Tensor Processing Unit (TPU) created by Google (https://cloud.
google.com/tpu/docs/tpus) specifcally for use with TensorFlow (https://www.
tensorflow.org/). These two DLP types are described next.

Using the mobile Neural Processing

Unit (NPU)

A number of mobile devices, notably those by Huawei and Samsung, have a Neural
Processing Unit (NPU) in addition to a general CPU to perform Al predictive tasks
using models such as Artifcial Neural Networks (ANNs) and Random Forests
(RFs). You can’t use an NPU for general computing needs because it’s so special-

ized. However, an NPU characteristically performs up to ten times faster than a
GP